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Why Cybercrime friendly?

* Free SSL — “Let’s Encrypt” is reducing costs for
attackers to stay covert in their operations

* Low Cost domain names, fast registration &
activation, anonymity, crypto currency

* Low cost hosting services, anonymity, crypto
currency
* IP source address spoofing
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Data i1s needed to find the answers

* Indicators Of Compromise

o
* IP e o M EEEIEEEXEER @
* DNS
* URI
* HOSTING
* ORG-name

* Accepts cryptocurrency?

e Historical data sets

* PDNS & P-Whois
 PSSL
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Data sources - I0C
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DNS & some difficulties along the way

* DNS price range 0—5 S / yr — mapping them on
I0Cs

» Safeguards to mitigate DNS abuse?

* Yes, DNS crowd is working on that... ICANN working group
https://www.icann.org/news/announcement-2-2016-03-15-en

e Common TOS — helping CERTs to make a difference

« Common whois requirements — thick and machine
friendly data
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£
About Whois Format

"ICANN

Internet Corporation for

registration data (Whois) in a specific format. The specific format is detailed in the Registration Data Directory
Service (Whois) Specification.

If you have a complaint regarding incorrectly formatted Whois data, please submit a WWhois Service Complaint
Form.
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DNS
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tlid count
DNS info - 20358
ru - 7296
top 6026
in - 3005
cn 2265
us 2133
uk - 1868
me - 1810
pl 1563
de 1404
pw 1221
Xyz 1143
15 - 25 EUR——> su - 1038
tk - 1016
it 1006
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SSL

 Observations

e Trustworthiness
e Good VS Bad QP’ CIRCL

Wae '
* PSSL — Passive SSL Database — CIRCL.LU Passive SS5L
* Idea from GCHQ project “Flying Pig”

FLYING PIG g

TLS/SSL KNOWLEDGE BASE




C=US, O=Lets Encrypt, CN=Let's Encrypt Authority X1 b
CN=anything.domain. com/emailAddress=ssl@anything.domain.com I 74.Th place A >

CN=severl.lgkujemo.net’emailAddress=ssl@serverl.lakujemo.net I

C=US, ST=CA, L=Cal, 0=I0, OU=NET, CN=www.domain.con/emaiAddress=admin@domain.com -  Alot Of SEIf Si gnEd
C=TW, ST=Taiwan, L=Taipei, O=Aten, OU=SW1, CN=daris/emailAddress=doris @aten.com.tw Il . . .
C=IL. O=StartCom Ltd., OU=Secure Digital Certificate Signing. CN=StartCom Certification Authority il - Google IS m lsleadlng

CN=host.watchfreejavonline.com/emailAddress=ss|@host.watchfreejavoniine.com [l
C=CN, ST=CN, L=Beijing, O=Beijing
C=XX, L=Default City, O=Defauit Company Ltd
C=US, L=PaloAlto, OU=VMware, CN=VMware/emailAddress=none@vmware.com Il
=VeriSign Trust Network, OU=(c) 2006 VeriSign, Inc. - For authorized use only, CN=VeriSign Class 3 Public Primary Certification Authority - G5 =
C=US, O=Equifax, OU=Equifax Secure Certificate Authority B
DC=LOCAL, DC=EASYJET, DC~europe, CN=Enterprise Issuer ==
CN=serverlewistape.xyz/emailAddress=ssl@serverlewistape.xyz
C=IN, ST=WA, L=WA, O=Ixlabs, OU=web, CN=*.Ixlabs.com/emailAddress=sslsign@Ixlabs.com |-
CN=localhost
C=BE, O=GlobalSign nv-sa, OU=Root CA, CN=GlobalSign Root CA |
CN=GIGABot Root CA, C=DE, ST=somewhere, O=GIGABot, OU=GIGABot Cettification Services/emailAddress=noreply @privacyprotect.org
CN=whm.mostsalable.com/email Address=ss|@whm.mostsalable.com =
State, L=SomeCity, O=SomeOrganization, OU=SomeOrganizationalUnit, CN=localhost. localdomain/email Address=root@localhost localdomain
C=US, ST=Virginia, L=Herndon, O=Parallels, OU=Parallels Panel, CN=Parallels Panel/emailAddress=info@parallels.com =1
C=AU, ST=Some-State, O=Internet Widgjts Pty Ltd
C=US, O=GeoTrust Inc., CN=RapidSSL SHA256 CA- G3 N
C=RU, ST=Moscow L=Moscow O=c013, OU=c013, CN=nanotek.xyz/emailAddress=root@nanotek.xyz =
C=GB, ST=Greater Manchester, L=Salford, O=COMODO CA Limited, CN=COMODO RSA Certification Authority |-
C=GB, ST=Greater Manchester, L=Salford, O=COMODO CA Limited, CN=COMODO RSA Domain Validation Secure Server CA |
C=US, O=GeoTrust Inc., CN=GeoTrust Global CA | ——
C=US, O=GTE Corporation, OU=GTE CyberTrust Solutions, Inc., CN=GTE CyberTrust Global Roat | —————
C=SE, O=AddTrust AB, OU=AddTrust Extemal TTP Network, CN=AddTrust Extermnal CA Root | —
O=Cybertrust Inc, CN=Cybertrust Public SureServer SV CA I
C=IE, O=Baltimore, OU=CyberTrust, CN=Baltimore CyberTrust Root e
C=US. ST=Someprovince, L=Sometown, O=none, OU=none, CN=localhost/emailAddress=webmaster@localhost IEEE————
C=NL. L=Amsterdam, O=Verizon Enterprise Solutions, OU=Cybertrust, CN=Verizon Akamai SureServer CA G14-SHA1 I
C=US, 0=Google Inc, CN=Google Intemet Authority G |1
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td Autonomous Systems ST
AS13069 Broadnet AS 4862
—p AS58137 GazlnvestProekt Itd. . 4859
AS16509 Amazon.com, Inc. . 4532
AS4134 Chinanet . 4355
AS36947 Telecom Algeria . 4313
AS44676 VMAGE LLC . 4120
AS41122 GTO LTD. 4103
AS29256 Syrian Telecom . 3891
=3 None . 3327
AS16276 OVH SAS 2760
AS48721 ADM Service Ltd. . 2055
AS24940 Hetzner Online GmbH 1642
AS15169 Google Inc. . 1405
AS174 Cogent Communications . 1346
AS60781 LeaseWeb Netherlands B.V. . 1319
AS14618 Amazon.com, Inc. 1266
ASA47155 ViaEuropa i Lund AB 1212
AS26496 GoDaddy.com, LLC i 1100

AS17444 AS number for New World Telephone Ltd.
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AS Overview (AS58137) Geoloc (AS58137)
¥ Not Originating Greece <
Visible Prefixes o %
100.00% 3
_ Patras (n’s
Holder of this ASN: Natpa Athens "
R acerved S , 7 e? o A92V0
RIR Status Registration  Country &fﬁ?&g
GO g'?/lap data ©2017 Google, ORION-ME = Terms of Use
RIPENCC  RESERVED
* Geoloc details
Possibly prefix hijacking of network that is not in use
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- |_ I\ \,I\ \’ l: I_'.'i VPS planai  Privalumai  Atsiskaitymo badai  Kontaktai
Hosting & Payme
paysera P payPal
* Does danyone even regulate Swedbankﬂ @ Bank
which payment systems
should be accepted? Nordea ¥ BNE  sevuv 85 sancas
MEDICINOS BANKAS &1k gta ™

B NARVESEN 3 S5 sving  mokilizingas ©
@ General Financing mokipay ) Mm MA

Wi (@) == Q PERLO

Foghest o <" PASLAUGOS
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Hosting ® LINUX VPS

Performance SSD servers for web, streaming, gaming, VPN and everything in between.

* Best practices are

. €4 / month €7 / month €21 / month
nlce as Iong as RAM 512MB RAM 1GB RAM 4GB
t h e re is SO m e b Od y CPU cores 1 CPU cores 1 CPU cores 2
W h o ca re S SSD disk 10GB SSD disk 20GB SSD disk 60GB
eee Transfer Unlimited Transfer Unlimited Transfer Unlimited
Location Latvia v Location Sweden v Location Sweden v

BUY NOW BUY NOW BUY NOW

webMoney & P PayPal  ©bitcoin
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Virtualas valutas ir nereguléta sfera
pretstata tradicionalajam noréekinu
sistemam un regulétam finansu
tehnologiju segmentam

Foto: Reuters/LETA

FKTK: Bitcoin nav uzskatams par oficialu valutu,
tapec jaapzinas riski

"Neblsu parsteigts, ja driz norékinus klienti vélésies veikt ar Bitcoin vai cita kriptovaluta,” Dienai

nesen, raksturojot to, ka virtualas vides attistiba ietekmé juristu darbu, sacija zvérinats advokats,

juridiska biroja Sorainen partneris Janis Taukacs. Pagaidam finansu sektora parstavji gan aicina

bt piesardzigiem, izvéloties virtualo valGtu. Nesen portals Diena.lv, atsaucoties uz The Guardian,

véstija — ASV ietekmigas bankas JP Morgan vaditajs DZeimijs Daimons sacijis, ka vins bez

vilcinasanas atlaistu darbinieku, kurs investétu kriptovaluta. .
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Conclusions

* Results from the available I0C data analysis do not
reveal an overwhelming abuse of low cost IT
services however, there are strong indications of
specific Cybercrime interest (research should be
extended)
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Conclusions

* Low cost domains (with exceptions) — Cyber Crime Friendly

* VPS hosting accepting crypto currency — Cyber Crime Friendly
* Free SSL — not really but soon..

* Malware hosting & Cyber Crime tourism

* Policy & regulations will come.. Casualties VS Time
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Thank you!

https://www.cert.lv
varis.teivans@cert.lv
Varis Teivans

N



mailto:varis.teivans@cert.lv
mailto:varis.teivans@cert.lv

