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13:30-14:00 “Situacija Latvija IT drosibas joma un CERT.LV
attistibas perspektivas” — Baiba Kaskina, CERT.LV vaditaja

14:00-14:30 ,,Timekla vietnu drosiba” - Eriks Dobelis, ISACA
Latvijas nodalas biedrs

14:30-15:00 ,,Bezvadu tiklu drosiba” — Varis Teivans, CERT.LV
vaditaja vietnieks

15:00-15:30 partraukums

15:30 — 16:00 ,,Praktisks piemers — risku novéertésana un
mazinasanas pasakumi” — Sintija Deruma, ISACA Latvijas
nodalas biedrs

16:00 — 16:30 ,,Riciba arkartas situacija” — Kristaps Milevskis, LR
CSP, Informacijas sistemas drosibas parvaldnieks

16:30 — 17:00 ,,7 butiski jautajumi par IT drosibu” — CERT.LV un LV
CSIRT grupas specialistu sagatavotas atbildes
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* Aktuala situacija Latvija

* Padomi un palidziba

* Nakotne un attistibas perspektivas
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* Informacijas tehnologiju droSibas
incidentu novéersanas institlcija

* Misija: “"Veicinat IT drosibu Latvija”
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Darbojas saskana ar “Informacijas
tehnologiju droStbas likumu” kop$
2011.gada 1.februara

Darbibas uzdevumi un tiesibas tiek
delegétas Latvijas Universitates agentirai
“Latvijas Universitates Matematikas un
informatikas instithts”

Finanséta no valsts budzeta
Visi pakalpojumi ir bezmaksas
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Aktuala situacija Latvija
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Saprasanas memorands ar NATO —
2012.gada j anvarls
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* Milzigs skaits incidentu zinojumu katru

dienu
* Augstas un zemas prioritates incidenti

* Sadarbiba ar IPS
— “Kvalitates zime”™ — kopa ar LIA

— Lattelecom, Latnet Serviss, LMT, Baltkom,
|1ZZ]1, Telia, llva, CSDD, Telecentrs
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Zemas prioritates incidenti — aprilis 2012 —
Infekciju TOP10
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Delfi incident

Piektdiena, 20. aprilis (2012) 19:35

Riske "sakert" datorvirusu, ja pielausi
gramatiskas kludas portala nosaukuma




Delfi incident
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Address @ htkp:/fdetectioninfectioncustadian. comf39f678a0d392 79064/

System Tasks

‘Wiew syskem information
@ Add ar remove programs

E} Change a settings

Other Places

"Q Iy Metwork Places

My Documents
() Shared Documents

[} Control Panel

Details

My Computer
System Folder

v| Go | Links *

”~
System folders 1
——
= shared Documents My Documents
@ B Spyware found @ T Spyware found
Hard drive
E:-S'_'_“'a Hard drive (C:)
@ 78 Spyware
found
Security
%= Windows Security Alert
Windows Secure Kik
Security is affected by spywarg
To help protect your computer, Windows Web Secure
7 Kit have detected Trojans and ready to remove them.
| NN L =
Checking: Complete Scan
Detected spyware and adware on your computer: Filename:
@ Adware.Win32.Winad noise, dat i~
@ w3z.YahaB@mm emptyregdb,.dat L
Mame @ Magic D¥D Ripper mpr.dil b
@ Trojan Horse IRC @ Trojan-PSW.Win32.LdPinch.abm ieakui.dl
@ Adware. Win32.Look2me @ Trojan virtumonde SET3.kmp
@ Trojan.Qoologic - Key Logger @ Trojan.Fakealert.355 country.sys ]
@ Trojan.Fakealert L Remove all ] [ Cancel ]
@ Trojan virtumonde
P
e Spyware is software, which can gather information from user's computer
Recommend: Click "Start Pratection” butto @ through Internet connection and send them ta its creater, Gather
information can be passwords, e-mail adresses and all that data, which is
impartant for vou.
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DNB bank incident
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International cooperation — attacks to Azerbaijan

@ Re: [1st-t] Helpdesk functionality

Re: [1st-t] Attack!!! Urgent HELP needed!!!
Re: [1st-t] Attack!!! Urgent HELP needed!!!
@ Re: [1st-t] Attack!!! Urgent HELP needed!!!
@ Re: [1st-t] Attack!!! Urgent HELP needed!!!
Re: [1st-t] Attack!!! Urgent HELP needed!!!
Re: [1st-t] Attack!!! Urgent HELP needed!!!
Re: [1st-t] Attack!!! Urgent HELP needed!!!
Re: [1st-t] Attack!!! Urgent HELP needed!!! b
Re: [1st-t] Attack!!! Urgent HELP needed!!!

@ Marco Thorbruegge

@ hillar @

@ SWO@us-cert.gov ®

= first-teams-owner@lists.first.org ®

© Varis Teivans @

@ Brian Honan @ 12:00 AM
¢ Chad Greene ¢ 02:22 AM
o mizamil = 06:13 AM
@ Khalifa Al Shamsi - 08:15 AM
¢ Rohana Palliyaguru < 08:56 AM

@ 10192011 12:55 PM

04/22/2012 07:41 PM
04/22/2012 08:24 PM
04/22/2012 09:09 PM
04/22/2012 09:18 PM

from CERT.GOV.AZ <first-team@cert.gov.az>17
subject [1st-t] Attack!!! Urgent HELP needed!!!
to 'FIRST Secretariat' <first-sec@first.org>77
cc first-teams@first.org’s

oreply | greplylist) v i-forward | archive, ( junk||

04221201z

other

Dear Sirs,

T would like to inform you about the DDOS attack that we faced on
18/Apr/2012:19:59:18 +0500 - 18/Apr/2012:20:14:51 +0500 and on
18/Apr/2012:20: 43:54 +0500 - 18/Apr/2012:20:57: 37 +0500

During this attack the following proxy servers were used:

Attackers' 1ips (proxy servers)

174,121.134.34 - UNITED STATES, TEXAS, DALLAS - THEPLANET.COM INTERNET
SERVICES INC

209.140.23.180 - UNITED STATES, TEXAS, FULSHEAR - LANDIS HOLDINGS INC
66.148.120.124 - UNITED STATES, NEVADA, SPARKS - HOPOME INTERNET
CORPORATION

184,172.176.54 - UNLITED STATES, TEXAS, DALLAS - THEPLANET.COM INTERMET
SERVICES INC

[E| Chartinfo of... attack.xlsx  Country list of Attackers.txt  Ip list of ddos attacking.txt

Part 1.5
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Uzbruceja saskarne — Zeus robotu tikls

CP :: Summary statistics
: s Bots Full i e task
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08 "
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o = e
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Logout Peru 123 | | Switzertand 25 L Brasil 01
. = (0/ 1) v
Rk 23 || Belgiom 17 ™ Rulaaria (0 3) w
Nethorands 75 | | Spain 4 [T Canada (0] &) w
Spain 9 || France 7 . T
Chic 50 || tay 7 _= Chile 121 50 o
United States 45 || Polang & = e (i 1'_ w
Beigium 44 || ngka 5 = Calmbl (0 21) T
Ecuador 35 || Taiwan 5 == Crostia 0/ 1) [T]
Francs 31 || Lintea States 4 | - C70ch Republic (27 12) Ty
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Amenting 27| | Turkey a ] Ecuadar (2f 35) w
Tusey 23| | Thaitand 3 = 7
= == || B s v
United Kinggom 21 || Russian Federation 2 e
21 2 u France (7/31) wr
Poiang 18 || serim 2 || Germany (4417 3023) w
Thafiand 15 | | Ecuader 2 == o (/3) v
Russian Fedsration 13 || chie 2 [ W] Guatemala (0/ 4) w
GCanch Republic 12 | | Argentina 2 ; Hungary (2] &) w
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India 10| [ Hungary 2 = tndia (5/10) w
japan § | | Mengolia ' = T — (0f 1) w
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Lkring 7 || Jowsan 1 =] i (17 4) W
Remania B || China 1 [T] Traly (77 93) [T
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Politiskas situacijas saasinajumi
Mérkétie uzbrukumi
Launatlras izplatisana no uzlauztajam lapam

Pikskerésanas un citu uzbrukumu ticamibas
palielinasanas
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Padomi un palidziba
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Palidzibu incidentu risindsana

Piemeéru darbinieku apmacibas
programmai

Piemérus IT droSibas dokumentiem

Informaciju par inficétam IP adresém un
incidentiem

Regionalos seminarus
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* Incidenta gadijuma — sadarbiba ar
CERT.LV

* Pieauguso izglitosanas portals
www.esidross.lv

* www.atveries.lv — briva programmatura
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* Radies uz E-prasmju nedelu
* Piedalijas ES Darza svétkos
* Twitera konts @datorologs
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Kas ir DNS Changer?

DMNS Changer ir laundabiga programmatdra, kas, ieperinoties jdsu datord, apmaina jdsu izmantoto
doména wardu serveri pret savy IP adresi. Ta rezultdtad visi DNS pieprastjumi, ko jdsu datars sdta,
tiek novirziti uz |aundabigas programmas izstradataju kontrolStiem serveriemn. Tie savukan sanemtos
pieprasfumus atrast méjas lapu novirza nevis uz lapu, kuru vElaties atvert, bet gan uz lapu ar sev
vElamo satury. Pieméram, ja vElaties veikt apmaksu, ievadot kartes datus, laundari jds nostis uz
lapu, kurd kartes dati tiks ar pateicTbu pienemti.

Otrkart, &7 [aundabigd programmatdra cengas piek|dt upura margrutatijam, kam uzstadits DHCP
setvetis (pieméeram, majas bezvadu mardrutétajs). Programmatdra médina pieslégties
margrutaétadjam, lietojot noklusétos raZotdja uzstadijumus. Ja piek|uve notiek sekmigi, 13 nomaina
DMNS serverus uz savjiem — viltus. 57s izmainas ietekma visus marSrutétaja listotjus (datorus), pat
tos, kas pagi nav inficati.

Ka notiek parbaude?

MirkIT, kad verat lapu dns-ok v, j3su dators val margrutétajs sdta pieprasijumu DMS serverim, kurd
atrod, uz kadas IP adreses majas lapa izvistota, Sobrd visi laundablgas programrmas izstradataju
uzstadiie viltus server ir apzindti. TapEc més varam parbaudit, vai DMS serveris, kuru izmantojat, ir
£o |aundabigo serveru saraksta. Ja ir, tad ir skaidrs, ka dators vai margrut&tajs ir inficsts.

Yiltus DMNS semeru IP adreses:

05.255.112.0 - 85,2565 127 2565
7.210.0.0 - 67.210.15.255
93.188.160.0 - 83.188.167 2565
77.67.83.0-77.67.83.255
213.109.64.0 - 213.109.79.2565

B4.25.176.0 - B4.225.191.255

CERT.LV
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Latvijas izvelétais cels — drosiba caur
sadarbibu

T drosibas Iimeni valsti var paaugstinat tikai
Kopigiem spékiem

T drosibai jakltst par katra ikdienu

_ietotaji jaturpina izglitot un ieinteresét IT
drosiba
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Ministrijas maina no 2013.gada”
Vidéja termina planosana
Svarigi turpinat visu iesakto
|lzaugsme
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Paldies par uzmanibu!

http://www.cert.lv/
cert@cert.lv
baiba.kaskina@cert.lv
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Seminara programma

13:30-14:00 “Situacija Latvija IT drosibas joma un CERT.LV
attistibas perspektivas” — Baiba Kaskina, CERT.LV vaditaja

14:00-14:30 ,, Timekla vietnu drosiba” - Eriks Dobelis, ISACA
Latvijas nodalas biedrs

14:30-15:00 ,,Bezvadu tiklu drosiba” — Varis Teivans, CERT.LV
vaditaja vietnieks

15:00-15:30 partraukums

15:30 — 16:00 ,,Praktisks piemers — risku novéertésana un
mazinasanas pasakumi” — Sintija Deruma, ISACA Latvijas
nodalas biedrs

16:00 — 16:30 ,,Riciba arkartas situacija” — Kristaps Milevskis, LR
CSP, Informacijas sistemas drosibas parvaldnieks

16:30 — 17:00 ,,7 butiski jautajumi par IT drosibu” — CERT.LV un LV
CSIRT grupas specialistu sagatavotas atbildes ’V\’
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