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Reading Room /1

Spam Nation: the inside story of Organized Cybercrime, from Global epidemic to your front door, Brian Krebs,
2014

Kingping: How One Hacker Took over The Billion Dollar Cyber Crime Underground, Kevin Poulsen, Crown
Publishers, 2013

The commercialization of Digital Spying, Morgan Marquis-Boire, Claudio Guarnieri, Bill Marczak, John Scott-
Railton, Citizen Lab, Canada Center for Global Security Studies, Munk School of Global Affairs (University of
Toronto), 2013

Profiling Hackers: the Science of Criminal Profiling as applied to the world of hacking, Raoul Chiesa, Stefania
Ducci, Silvio Ciappi, CRC Press/Taylor & Francis Group, 2009

H.P.P. Questionnaires 2005-2012

Fatal System Error: the Hunt for the new Crime Lords who are bringing down the Internet, Joseph Menn,
Public Affairs, 2010

Stealing the Network: How to Own a Continent, (an Identity), (a Shadow) (V.A.), Syngress Publishing, 2004,
2006, 2007

Stealing the Network: How to Own the Box, (V.A.), Syngress Publishing, 2003

Underground: Tales of Hacking, Madness and Obsession on the Electronic Frontier, Suelette Dreyfus, Random
House Australia, 1997

The Cuckoo’s Egg: Tracking a Spy Through the Maze of Computer Espionage, Clifford Stoll, DoubleDay (1989),
Pocket (2000)

Masters of Deception: the Gang that Ruled Cyberspace, Michelle Stalalla & Joshua Quinttner, Harpercollins,
1995

Kevin Poulsen, Serial Hacker, Jonathan Littman, Little & Brown, 1997

Takedown, John Markoff and Tsutomu Shimomura, Sperling & Kupfler, (Hyperion Books), 1996

The Fugitive Game: online with Kevin Mitnick, Jonathan Littman, Little & Brown, 1997
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Reading Room /2

» The Art of Deception, Kevin D. Mitnick & William L. Simon, Wiley, 2002
» The Art of Intrusion, Kevin D. Mitnick & William L. Simon, Wiley, 2004

» @ Large: the Strange Case of the World’s Biggest Internet Invasion, Charles Mann & David Freedman,
Touchstone, 1998

= The Estonia attack: Battling Botnets and online Mobs, Gadi Evron, 2008 (white paper)

» Who is “n3td3v”’?, by Hacker Factor Solutions, 2006 (white paper)

= Mafiaboy: How I cracked the Internet and Why it’s still broken, Michael Calce with Craig Silverman, 2008
» The Hacker Diaries: Confessions of Teenage Hackers, Dan Verton, McGraw-Hill Osborne Media, 2002

= Cyberpunk: Outlaws and Hackers on the Computer Frontier, Katie Hafner, Simon & Schuster, 1995

= Cyber Adversary Characterization: auditing the hacker mind, Tom Parker, Syngress, 2004

= |Inside the SPAM Cartel: trade secrets from the Dark Side, by Spammer X, Syngress, 2004

= Hacker Cracker, Ejovu Nuwere with David Chanoff, Harper Collins, 2002

= United Nations Manual on the Prevention and Control of Computer-related Crime, in International
Review of Criminal Policy — Nos. 43 and 44

= Criminal Profiling: dall’analisi della scena del delitto al profilo psicologico del criminale, Massimo
Picozzi, Angelo Zappala, McGraw Hill, 2001

= Deductive Criminal Profiling: Comparing Applied Methodologies Between Inductive and Deductive
Criminal Profiling Techniques, Turvey B., Knowledge Solutions Library, January, 1998

= Malicious Hackers: a framework for Analysis and Case Study, Laura J. Kleen, Captain, USAF, US Air
Force Institute of Technology

= Criminal Profiling Research Site. Scientific Offender Profiling Resource in Switzerland. Criminology,
Law, Psychology, Taterpro
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My last Amazon.com order @

SHANE WARRLS

Information Doesn't Want to Be Free: Laws for the
Internet Age

Doctorow, Cory,Palmer, Amanda,Gaiman, Neil;
Hardcover

Sold by Amazon Export Sales, Inc.

Eva

@War: The Rise of the Military-Internet Complex
Harris, Shane; Hardcover
Sold by Amazon Export Sales, Inc.

Eva

Future Crimes: Everything Is Connected, Everyone Is

Vulnerable and What We Can Do About It
Goodman, Marc; Hardcover

Sold by Amazon Export Sales, Inc.

LR P

Beyond Fear: Thinking Sensibly About Security in an
Uncertain World.

Schneier, Bruce; Hardcover

Sold by Amazon Export Sales, Inc.

£6v0

Worm: The First Digital World War
Bowden, Mark; Paperback
Sold by Amazon Export Sales, Inc.

6v0

This Machine Kills Secrets: How WikiLeakers,
Cypherpunks, and Hackivists Aim to Free the World's
Information

Greenberg, Andy; Hardcover
Sold by Amazon Export Sales, Inc.

6v0
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My last Amazon.com order @

Lords of Secrecy: he National Security Elite and Uyber War: 1he Next | hreat to National Security and
America's Stealth Warfare “ B ER What to Do About It

Horton, Scott; Hardcover Clarke, Richard A.,Knake, Robert; Paperback
Sold by Amazon Export Sales, Inc. w,_,,& Sold by Amazon Export Sales, Inc.

RCCRL TS )

By . By
RICHARD A.
CLARKE™

Shadow Government: Surveillance, Secret Wars, and : r — 1 No Place to Hide: Edward Snowden, the NSA, and the
Global Security State in a Single-Superpower World 0 PLAC U.S. Surveillance State
Engelhardt, Tom,Greenwald, Glenn; Paperback e Greenwald, Glenn; Hardcover

Sold by Amazon Export Sales, Inc. - Sold by Amazon Export Sales, Inc.

eom
n > ] n ¥
BRECNWALD
esaces
DarkMarket: How Hackers Became the New Mafia Liars and Outliers: Enabling the Trust that Society Needs
Glenny, Misha; Paperback ARS to Thrive
DARKMARKET Sold by Amazon Export Sales, Inc. OUTLIERS Schneier, Bruce; Hardcover
s s B 0y g Sold by Amazon Export Sales, Inc.
MISHA GLENX ; :M‘;.’ 0y
Bruce SCimes
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My last Amazon.com order @

MecMafia: A Journey Through the Global Criminal Countdown to Zero Day: Stuxnet and the Launch of the
WIS GLENNY Underworld COUNTOON ' World's First Digital Weapon

; Glenny, Misha; Paperback DV Zetter, Kim; Hardcover
' Sold by Amazon Export Sales, Inc. } 7ERD - Sold by Amazon Export Sales, Inc.

6v0 DAY L

MEMATIA

We Are Anonymous: Inside the Hacker World of LulzSec, Spam Nation: The Inside Story of Organized
Anonymous, and the Global Cyber Insurgency Cybercrime-from Global Epidemic to Your Front Door
Olson, Parmy; Paperback NATION Krebs, Brian; Hardcover

Sold by Amazon Export Sales, Inc. Sold by Amazon Export Sales, Inc.
gy By

BEIAN KREBS

Cybersecurity and Cyberwar: What Everyone Needs to
Know®

Singer, PW.,Friedman, Allan; Paperback
Sold by Amazon Export Sales, Inc.

CYBERSECURITY
us CYBERWAR n y

The Snowden Files: The Inside Story of the World's Most
Wanted Man

Harding, Luke; Paperback
Sold by Amazon Export Sales, Inc.

Ev@
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My last Amazon.com order @

The Black Box Society: The Secret Algorithms That
Control Money and Information

Secrets and Lies: Digital Security in a Networked World
Schneier, Bruce; Paperback

et | Pasquale, Frank; Hardcover Sold by Amazon Export Sales, Inc.
ajgggﬁggx Sold by Amazon Export Sales, Inc.

. L D
EH 00 HEe

Hacker, Hoaxer, Whistleblower, Spy: The Many Faces ¢
Anonymous
Coleman, Gabriella; Hardcover

Sold by Amazon Export Sales, Inc.

BEve

This Machine Kills Secrets: Julian Assange, the
Cypherpunks, and Their Fight to Empower
Whistleblowers

Greenberg, Andy; Paperback

Sold by Amazon Export Sales, Inc.

£va

(S Kill Chain: The Rise of the High-Tech Assassins The Coming Swarm: DDOS Actions, Hacktivism, and

A -‘+ Cockburn, Andrew; Hardcover Civil Disobedience on the Internet

KlL!:‘EIﬂAIN Sold by Amazon Export Sales, Inc. Sauter, Molly,Zuckerman, Ethan; Paperback

l_°. o )K 0y Sold by Amazon Export Sales, Inc.
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My last Amazon.com order @

- Black Code: Surveillance, Privacy, and the Dark Side of
> P the Internet
@_. Deibert, Ronald J.; Paperback
, Sold by Amazon Export Sales, Inc.
BLACK Yk P
CODE By

RONALD | DEIRERT

———y Data and Goliath: The Hidden Battles to Collect Your
J— Data and Control Your World
| [] A ]' A Schneier, Bruce; Hardcover

" Sold by Amazon Export Sales, Inc.
HOLIATHANE 1>

— e P b
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