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A NEW WORLD
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Network in Sweden December 1989 

	Cisco and µ-vax together with 
Vitalink bridges created long 
distance connections 

	Star-shaped network (64kbps 
links), with multi-port 
transceivers as local “LAN” 
segments 

	Connection via 64kbps satellite 
to JvNC in US and to 
Amsterdam
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	All connections to NSFNet 

	“Default Network” was pointing at 
NSFNet 

	5 connections over the Atlantic: 
Stockholm, Amsterdam, Sofi-
Antipolis and Pisa 

	4 large networks: NorduNet, 
EUNet, Switch and Garr

Networks in Europe 
December 1989
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Computers and Internet

	Everything is in the future a computer, a networked computer of course! 

	At its simplest your TV, your phone, your address book, your agenda, 
your micro-wave, you car, your... and your laptop are all networked 
computers 

	The Internet belongs to all of us - or at least we all own a bit of it 

	Each of us has our own personal Internet and some of it we may choose 
to share 

	Increasingly each of us runs part of the infrastructure
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My piece of the Internet?

	When a person or organization connect to “the Internet”, the network 
and services provided end up being a piece of the Internet 

	Protection (and robustness) start at home 

	You have a lock on your door, and do not ask road authorities to keep 
burglars out!

More about this later…
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Implications

	Your fibre owner might not be your access provider 

	Your access provider might not be your Internet provider 

	Your Internet provider might not be your telephony provider 

	You can be your own telephony provider 

	Who is responsible for what?
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NETNOD
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What is Netnod, and what do we do?

	By a foundation fully owned incorporation 

	Not for profit 

	Provides: 

•IX in 6 locations 

•DNS in 55 locations 

•NTP-service in 4 locations

Göteborg

Malmö

Stockholm

Sundsvall

Luleå
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Netnod history

	1992-1996 there was a distributed IX at Royal Institute of Technology 

	1996 the TU-foundation was created 

	Goal was increased robustness and security 

	The IX was moved to bunkers in the mountains
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Netnod was created

Tele2

Sunet

Telia

Netnod
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The model did grow

Tele2

Sunet

Telia

Netnod

ISP A

ISP B

ISP C
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Bergrum

www.netnod.se
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Mountain bunkers

	Regulator PTS provides 
colocation service 

	Specifically created for 
telecom

www.netnod.se
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Traffic last week
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Traffic last two years, 24h average
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DNS services hosted all over the world
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EXAMPLE — MOVING PACKETS

What can possibly go wrong?
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We move into third phase of Internet

1980–1995

1995–2010

2010–2025

Era of deregulation and competition,  
Internet arrives

Early days of Internet, service providers,  
social networking, mobile Internet

Internet takes off...
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boom!

Devices 
(millions) 22



© 2011 Cisco and/or its affiliates. All rights reserved. Cisco Public

Video Will Become the Predominant Traffic

Gopher, FTP
WWW

P2P

1993-1995
1995-2000

2000-2013
2013-2025

2025+

1995: Web Overtakes Gopher, FTP   
2000: Peer-to-Peer Overtakes Web   
2013: Video Content Overtakes Peer-to-Peer   
2025: Video Communication    
 Overtakes Video Content            

Video 
Content

Video 
Communication
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Time

Whatever

Internet 
ends here

We are 
here now

6 months to 5 years

How often have you not 
seen pictures like these?
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We have a few different problems:

	Do we know what will break? 

	Do we know when it will break? 

	Can we increase ability for the system to withstand stress? 

	What do we do when things breaks? 

	Can partially functioning systems withstand all traffic? 

	Can we minimize the amount of unwanted traffic?

What is unwanted traffic?
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Degradation in a packet based network...
Functionality

StressPoint where
network collapses
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Two different questions that should not be mixed:

How to communicate 
when communication 
network has collapsed?

How to move the 
point z as much to the 
right as possible?
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Packet based networks?

	In each network element you see an M/M/1 queuing mechanism 

	Relatively simple to show how more effective packet based systems (M/
M/1/K with combined poisson and exponential distribution) are than 
traditional TDM

0 1 2 n n+1

λ

μ μ μ μ
.....

λ μ123
.....

n-1n-1
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Circle of life

Incident

Report

Analyse

Recommended  
improvements

Implement

Exercise

Coordination

Cooperation
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1921 - Sweden

1998 - Canada

2005 - Sweden
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How to build a network?

	Redundancy, redundancy, redundancy… 

• If there is packet drop, it should not be in your network 

	This implies a few basic things: 

• At least two paths for every packet 

• Enough capacity in single path for all traffic 

• Minimize dependency on external parties 

• Know before things happens what will break 

• …and prepare for it!
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What happens?

	A physical disturbance is still the most common problem 

• Fibre break 

• Software upgrade / crashing router or switch 

• Power outage 

• Surprisingly high amount of traffic
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One customer...mid october...
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Start of breakage
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Clear sign of packet drop in network

Start of breakage
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Clear sign of packet drop in network

Start of breakage
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Lessons learned

Lesson 1: Build a redundant, robust network!
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EXAMPLE — IPV6

Is there anybody out there?
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Addressing

We are running out of IPv4 addresses! 
Have we not heard this before? 
Yes, but... 

It is harder and harder to get IPv4 addresses 
1. Create a LIR, pay €3000/year and get one (1) /22 
2. Buy a company that have IPv4 addresses 
3. Buy addresses on the open market $10/address 

Why?
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Adressing

We are running out of IPv4 addresses! 
Have we not heard this before? 
Yes, but...
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IPv6

Content

User

ISP

Device

“A deadlock, stalemate, impasse; a roughly equal (and frequently unsatisfactory) 
outcome to a conflict in which there is no clear winner or loser,”

Where is the 
content?

Where is the 
network?

Do I pay less or get 
new applications?

NAT’s are good. 
RFC1918 gives me 
security, and IPv4 

address runout is my 
ISP’s problem.

The network is not ready, 
users don’t care and I don’t 
want to risk a poor end-user 

experience today for potential 
gains tomorrow 

Enterprise
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Addressing, move from IPv4 to IPv6

Phase 1 
Anyone can get addresses from their RIR/LIR 

Phase 2 
Anyone can buy addresses 
Increased number of use of unannounced IP address space 

Phase 3 
Prices for addresses turns out to be very high 
People start using others addresses
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Lessons learned

Lesson 1: Build a redundant, robust network! 
Lesson 2: Use IPv6, everywhere!
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EXAMPLE — CERTIFICATES

Is this a valid page?
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	Look at root servers and resolvers? 

•We had a look at i-root during 24 hours 
	  
162 million unique TLDs queried for  
65 million are 10 characters long 
Created real problems even counting the 
counters...memory issues... 

•Easy to look at the most common ones 
	  
What do the long tail say? 
Look at RD flag and QType? 
Other things? 

What names are in use?
com 298667604

net 170919539

local 115912656

home 45600753

org 43616366

internal 42269815

localdomain 27669054

arpa 27178051

localhost 22019549

lan 18476248

domain 17505162

ru 17424736

www.netnod.se



	Designed for “internal only” type applications. 

•Often used by Microsoft Exchange,  Active Directory: 
	www.corp,  www.accounting,  mail.test 

	Doesn’t end in a TLD 

•Can’t be used on the Internet 

•Nowhere to send the validation email

Example: Internal Server Names

www.netnod.se



Until a TLD is created with that name
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  Data: 
   Version: 0 (0x0) 
    Subject: C=US, ST=VA, L=Dulles, 

O=Dulles Steel and Forge Supplies, 
OU=IT - Internal WWW Site., 
CN=www.site/emailAddress=paf@frobbit.se 

      Subject Public Key Info: 
        Public Key Algorithm: rsaEncryption 
        RSA Public Key: (2048 bit) 
        Modulus (2048 bit): 
          00:da:ef:bd:d0:ee:db:...

Certificate request

www.netnod.se



Thanks!

Helpful...
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Issued Certificate

	Certificate: 

  Version: 3 (0x2) 
  Serial Number: 
    27:e7:22:63:59:11:b0 
  Signature Algorithm: sha1WithRSAEncryption 
  Issuer: C=US, ST=Arizona, L=Scottsdale, 
   O=GoDaddy.com, Inc., OU=http://certificates.godaddy.com/repository, CN=Go 
Daddy Secure Certification Authority/serialNumber=07969287 
   Validity 
     Not Before: Oct  2 23:56:35 2012 GMT 
     Not After : Oct  2 23:56:35 2013 GMT 
  Subject: O=www.site, OU=Domain Control Validated, 
           CN=www.site 
  X509v3 Subject Alternative Name:  
                DNS:www.site, DNS:site 
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	Setup a fake root 

	Delegated .site to myself 

	Setup a webserver, serving the cert

Testing

www.netnod.se



Doh!
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Doh!
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Doh! 
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	SSAC formed a work party 

	Researched prevalence of non-FQDN certs  

•Using the EFF SSL Observatory data 
•At least 157 CAs have issued such certs 

•Lower bounds estimate 

•CA/B Forum is aware of the issue 
•3 year from signing to revocation 

	Conclusion: 

•ICANN must immediately do something

Investigations by SSAC
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	ICANN Security Team took the lead 

•“Coordinated Vulnerability Disclosure” 

•Contacted CA/B Forum Chair Jan 23, 2014 

•Briefed CA/B Forum Feb 5, 2014 

•Ballot 96 at CA/B Forum passed Feb 26, 2014 
•30 / 120 day period (instead of 3 years) 

	SAC057 published Mar 15, 2014 

•During 120 day period, delegate to 127.0.53.53

ICANN Actions
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	Not all CAs are members of the CA/B Forum 

•So not bound by these agreements 

•But generally trustworthy / follow guidelines 
	Revocation ineffective* 

•Blocking CRL / OSCP / air-gapped networks

Solved? Nope...

* : http://www.imperialviolet.org/2011/03/18/revocation.html

www.netnod.se
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Lessons learned

Lesson 1: Build a redundant, robust network! 
Lesson 2: Use IPv6, everywhere! 
Lesson 3: Choose certificates and domain names carefully! 
Lesson 4: Do not use search path in stub resolvers!
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EXAMPLE — HARDWARE

What are you using?
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Heart Bleed

	Not very nice… 

•Security mechanism itself had issues 

•One very dominant piece of software 

•Questionable disclosure policy uses 

	I hope we did learn something…
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FBI Criminal Investigation: 
Cisco Routers

Section Chief Raul Roldan 
Supervisory Special Agent Inez Miyamoto 

Intelligence Analyst Tini Leon 

January 11, 2008

The overall classification of this presentation is 
UNCLASSIFIED
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Counterfeit Products

Source: <http://www.usedcisco.com/press-my-esm_used_cisco_identifying_fake_chisco.aspx>73



Counterfeit Products

Source: <http://www.usedcisco.com/press-my-esm_used_cisco_identifying_fake_chisco.aspx>74



Counterfeit Products

Source: <http://www.usedcisco.com/press-my-esm_used_cisco_identifying_fake_chisco.aspx>75
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Cryptech

	Much more nice! 

•CRYPTECH.IS is a loose international collective of engineers trying to 
improve assurance and privacy on the Internet. It is funded diversely and is 
administratively quartered outside the US. 

•…are actively seeking use cases for an initial project which is to produce a 
design of an open and auditable HSM and supporting software. 

•…are also considering the issues around assurance of a tool-chain, from 
compiler to operating system and as close to the hardware as we can 
reasonably get. 

•…are seeking collaborative funding. 

	Contact Leif Johansson at SUNET! 

	leifj@sunet.se
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Lessons learned

Lesson 1: Build a redundant, robust network! 
Lesson 2: Use IPv6, everywhere! 
Lesson 3: Choose certificates and domain names carefully! 
Lesson 4: Do not use search path in stub resolvers! 
Lesson 5: Be careful with what you install!
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EXAMPLE — TIME

When did things go wrong?
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Precision

Accuracy

High

HighLow

Low
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Precision

Accuracy

High

HighLow

Low
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Multiple non-synchronized events

Event

00:00:01

Event

00:00:03

Event

00:00:05
Storage
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Multiple non-synchronized events

Event

00:00:01

Event

00:00:03

Event

00:00:05
Storage

In what order did the events take place?
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More seriously...

	If one have any kind of transaction system, the time stamps must be 
precise enough that the order of the transactions is non-disputable. 

	1 kap. 5 § Handelsbalken (1736:0123 2): 

•5 § Säljer man tvem ett; gälde skadan åter, (och böte tio daler,) och den 
behålle godset, som först köpte. 

	  
EuroSOX - Information Lifecycle Management: 

•Operational aspects of ILM include backup and data 
protection; disaster recovery, restore, and restart; archiving 
and long-term retention; data replication; and day-to-day 
processes and procedures necessary to manage a storage 
architecture.
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	Often a second is close enough 

	In electronic services more precision is needed 

	There have been a few incidents 

•Procurement was stopped 7 min early 

•Fax with response to RFP was rejected 

•Data from surveillance cameras could not (directly) be used 

•Differentiated charging of road fees

Not always easy
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Space weather and Internet

+We use more and more fiber for transmission 
+We decrease use of copper for transmission 

+We decrease use of satellites and radio links 

-Higher speed requires higher precision frequency in end nodes 
✓We do have to take into account relativity theory 

-More players involved require more synchronised timestamps 
✓We need to agree on what time it is 

- We must be able to have better precision in timestamps 

-Increased dependency of GNSS 
- People use more and more GPS 

- Even though transmission is more robust, time distribution is not 

+SAMFI (MSB, PTS etc) have said Time distribution is important 
+We at Netnod do what we can to help!
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What precision do we reach?

As you can see, we today stay within 10   seconds 
New design is targeted at much better quality

-6
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I praktiken...

	SP Sveriges Tekniska Forskningsinstitut 

•http://www.sp.se/sv/index/services/time_sync/Sidor/default.aspx 

•Arbetar med nästa generation NTP-server 

•Arbetar med förflyttning av tid utan GNSS 
	Netnod tar under 2012 detta i drift 

	Redundans, redundans, redundans, ...
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Lessons learned

Lesson 1: Build a redundant, robust network! 
Lesson 2: Use IPv6, everywhere! 
Lesson 3: Choose certificates and domain names carefully! 
Lesson 4: Do not use search path in stub resolvers! 
Lesson 5: Be careful with what you install! 
Lesson 6: Use a reliable time source!
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