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JVNCNet

Networks in Europe
December 1989
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Computers and Internet

Everything is in the future a computer, a networked computer of course!

At its simplest your TV, your phone, your address book, your agenda,
your micro-wave, you car, your... and your laptop are all networked

computers

The Internet belongs to all of us - or at least we all own a bit of it

Each of us has our own personal Internet and some of it we may choose
to share

Increasingly each of us runs part of the infrastructure
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My piece of the Internet?

When a person or organization connect to “the Internet”, the network
and services provided end up being a piece of the Internet

Protection (and robustness) start at home

You have a lock on your door, and do not ask road authorities to keep
burglars out!

More about this later...
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Implications

Your fibre owner might not be your access provider
Your access provider might not be your Internet provider
Your Internet provider might not be your telephony provider

You can be your own telephony provider

Who is responsible for what?
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What is Netnod, and what do we do?

By a foundation fully owned incorporation

Not for profit

Luled
Provides:

IX in 6 locations
*DNS in 55 locations Sundsval

*NTP-service in 4 locations
Stockholm

Goteborg

Malmo
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Netnod history

1992-1996 there was a distributed IX at Royal Institute of Technology
1996 the TU-foundation was created
Goal was increased robustness and security

The IX was moved to bunkers in the mountains
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Netnod was created
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The model did grow
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Mountain bunkers

Regulator PTS provides
colocation service

Specifically created for
telecom
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Traffic last week
Aggregate traffic ALL (wed Sep 23 21:31:02 2015)

/S 1001009y

¥3INIL30 IS0L

"Bits per second"
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17 ' 18 ' 19 ’ 20 ' 21 ’ 22 ' 23
E Incoming Traffic in Bits per second
B Outgoing Traffic in Bits per second

Maximal In: 1.178 T Maximal Out: 1.162 T
Average In: 697.654 G Average Out: 680.594 G
Current In: 1.178 T Current Out:

® Copyright Netnod Internet Exchange 1 Sverige AB
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Traffic last two years, 24h average

Aggregate traffic AlLL (wed Sep 23 21:31:03 2015) %
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"Bits per second"

200
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Oct Nov'Dec'Jan'Feb'Har'Apr'Hay' Jun Jul Aug' Sep' Oct Nov Dec Jan FebMar Apr' Hay' Jun'Ju'l'Aug' Sep

B Incoming Traffic in Bits per second
B Outgoing Traffic in Bits per second

Maximal In: 739,622 G Maximal Out: 714,960 G
Average In: 479,044 G Average Out: 471.455 G
Current In: 0.000 Current Out:

® Copyright Netnod Internet Exchange 1 Sverige AB
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DNS services hosted all over the world
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We move into third phase of Internet

Era of deregulation and competition,

1980-1995 :

Internet arrives

Early days of Internet, service providers,
1995_2010 [ [ ] [

social networking, mobile Internet

20102025 | |nternet takes off...
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Video Will Become the Predominant Traffic

1995: Web Overtakes Gopher, FTP
2000: Peer-to-Peer Overtakes Web
2013: Video Content Overtakes Peer-to-Peer

2025: Video Communication
Overtakes Video Content

Video
Communication
Video
Content
Gopher, FTP P2p
AVA
N 2025+
. J R 2013-2025
R 2000-2013
i 1995-2000
1993-1995

B P . i l

Cisco Public

© 2011 Cisco and/or its affiliates. All rights reserved.
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6 months to 5 years

4 Whatever f/%

How often have you not
seen pictures like these!

| Internet
ends here

We are
here now
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We have a few different problems:

Do we know what will break?

Do we know when it will break?

Can we increase ability for the system to withstand stress?
What do we do when things breaks?

Can partially functioning systems withstand all traffic?

Can we minimize the amount of unwanted traffic?

N

S

[ What is unwanted traffic?
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Functionality

Point where Stress
network collapses



E*netnod

www.netnod.se

Two different questions that should not be mixed:

4 I P

How to move the
point z as much to the
L right as possible?

This is where energy
should be spent!

How to communicate
when communication

\ network has collapsed?

Y

-
o
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Packet based networks?

In each network element you see an M/M/1 queuing mechanism

Relatively simple to show how more effective packet based systems (M/
M/1/K with combined poisson and exponential distribution) are than
traditional TDM
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Circle of life

Exercise

Implement x

Coordination

Cooperation Incident

Recommended

improvements
Report

Analyse
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www.netnod.se

1921 - Sweden

1998 - Canada

2005 - Sweden
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How to build a network?

Redundancy, redundancy, redundancy...

o If there is packet drop, it should not be in your network

This implies a few basic things:

o At least two paths for every packet

* Enough capacity in single path for all traffic
* Minimize dependency on external parties

* Know before things happens what will break

e ...and prepare for it!
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What happens?

A physical disturbance is still the most common problem

* Fibre break
* Software upgrade / crashing router or switch
* Power outage

e Surprisingly high amount of traffic
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What happens?

A physical disturbance is still the most common problem

* Fibre break
* Software upgrade / crashing router or switch
* Power outage

* Surprisingly high amount of traffic




A JAN HELIN
YA 3 Sondagskolum
‘ Eggelstad . demokrati och
» VADER - bilar.

Nyheter Sportbladet Nojesbladet Ledare Kultur TV KoépPlus! A-Ov

Startsidan / Nyheter 2012-10-04 ANNONS

:
NYHETER I dag Ska Anonymous MOTESPLATSEN.se |iittn

sla till - igen

Stangertz” 13:38 Sok singlar fran hela Sverig

Misstankt kvinnomord

efter brand 13:24 | MartinCK, 40 &r fré

Soker en kvinna me
Las om fler singlar ¢

Goran Stangertz har
avlidit 13:20

Skicka meddelande
Evakueringen infor
superstormen har

= anneliiin, 29 3r fri:
borjat 13:.07

Soker en man mella

"Frankenstorm’ kan Lds om fler singlar s

stoppa SAS 12:52 Skicka meddelande

Linda, 24: "Tog alit vi

dgde och gick uppat”
12:45

MEST LAST IDAG

Goran Stangertz har av
Skadespelaren och regiss
Stangertz har avlidit. Han blev 68

SD:s valjare valjer KD
12:13

Klitjko kan avgora
ukrainska valet 11:38

Hackarna hotar Sverige pa nytt

Dagens Ackel finns i
tonarsflickornas rum

11:33 | dag tanker Anonymous sla till mot Sverige - igen.
Skriv ditt bista minne Hackarna ska bland annat planera att ta ner sajterna for
?;_géran Stangertz FRA, polisen och Antipiratbyran.

- Vi kommer att aora det storsta som naaonsin
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(::::::> Aggregate traffic ALl (Fri Oct 5 02:36:01 2012) (MAX)
40061 ) | | | | | | | | - |
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B Incoming Traffic in Bits per second
B Outgoing Traffic in Bits per second
Maximal In: 372.124 G Maximal Out:

® Copyright Netnod Internet Exchange 1 Sv
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( 700 G‘)

600 G

Aggregate traffic ALl (wed Sep 18 15:31:01 2013)
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500 G

43NII30
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o
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200 G

"Bits per second"

100 G

16:00 18:00 20:00 22:00 00:00 02:00 04:00 O06:00 08:00 10:00 12:00 14:00

B Incoming Traffic in Bits per second
B Outgoing Traffic in Bits per second

Maximal In: 602.746 G  Maximal Out: 602.727 G
Average In: 357.615 G Average Out: 357.704 G
Current In: 451 .858 G Current Out:

® Copyright Netnod Internet Exchange 1 Sverige AB
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Aggregate traffic ALl (Sun Sep 27 14:31:01 2015) :
Cia19d : : : : : ; : . : g
1.1 T :‘
1.0T =
o LS 0
c =
o 0.8T m
B )
L 07T
E{ 0.6 T
0.5 T
]
o047
o
= 0.3 T
0.2 T
0.1 T
0.0 : : : : : : : : : : : :
16:00 18:00 20:00 22:00 O00:00 02:00 04:00 O06:00 08:00 10:00 12:00 14:00
O Incoming Traffic in Bits per second
B Outgoing Traffic in Bits per second
Maximal In: 1.025 T Maximal Out: 1.016 T
Average In: 670.151 G Average Out: 663.494 G
Current In: 815.009 G Current Out:
® Copyright Netnod Internet Exchange 1 Sverige AB
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One customer...mid october...

8.0 G-
6.0 G
4.0 G-

2.0 G

Bits per Second

Sat 15 Mon 17 Wed 19 Fri 21

B Incoming Traffic in Bits per Second
B Outgoing Traffic in Bits per Second
Maximal In: 7.411 G ( 74.11%) Maximal Out: 620.711 M |
Average In: 1.831 G ( 18.31%) Average Out: 242.941 M
Current In: 822.925 M ( 8.23%) Current Out: 112.543 M
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5 0 G“a .................. koo bmed e b beeed bl Bl hoeied oo b el e b e ouees e e b e e e b e b e b e b e b Jouvos -
. : : . . : : : . . : : : : . : : : . : : : : . . : : : . . : : : .

406G ......

8.0 G i ededrdduddodn oo oo ......

I 1 N W R 0 2 O O O 8

1.0 G R et

Mon 00: 00 Mon 12: 00 Tue 00: 00

B Incoming Traffic in Bits per Second
B Outgoing Traffic in Bits per Second
Maximal In: 3.085 G ( 3.08%) Maximal Out: 4,
Average In: 873.846 M ( 0.87%) Average Out: 1, -
Current In: 831.853 M ( 0.83%) Current Out: 1,

Bits per Second
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Bits per Second

Mon 00: 00 Mon 12: 00 Tue 00: 00

B Incoming Traffic in Bits per Second
B Outgoing Traffic in Bits per Second
Maximal In: 4,880 G ( 4.88%) Maximal Out:
Average In: 2.007 G ( 2.01%) Average Out:
Current In: 1.236 G ( 1.24%) Current Out:
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Start of breakage
A

10 G‘f
86
GG'ﬁ' :

4 G il
206

Bits per Second

Mon 00: 00 Mon 12: 00 Tue 00: 00

B Incoming Traffic in Bits per Second
B Outgoing Traffic in Bits per Second
Maximal In: 4,880 G ( 4.88%) Maximal Out:
Average In: 2,007 G ( 2.01%) Average Out:
Current In: 1.236 G ( 1.24%) Current Out:




E ner;qu www.netnod.se

Clear sign of packet drop in network

Start of breakage

Bits per Second

Mon 00: 00 Mon 12: 00 Tue 00: 00

B Incoming Traffic in Bits per Second
B Outgoing Traffic in Bits per Second
Maximal In: 4,880 G ( 4.88%) Maximal Out:
Average In: 2,007 G ( 2.01%) Average Out:
Current In: 1.236 G ( 1.24%) Current Out:
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Lessons learned

Lesson 1: Build a redundant, robust network!
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The 5th Wave By Rich Tennant

ORURTENNANT |
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Addressing

We are running out of IPv4 addresses!
Have we not heard this before?
Yes, but...

It is harder and harder to get IPv4 addresses

1. Create a LIR, pay €3000/year and get one (1) /22
2. Buy a company that have IPv4 addresses

3. Buy addresses on the open market $10/address

Why?
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RIR IPv4 Address Run-Down Model
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NAT'’s are good.
IPv6 RFC1918 gives me

security, and IPv4
address runout is my
ISP’s problem.

Do | pay less or get

Where is the . 5
new applications:

Where is the At

content? .
Enterprise

Device User

- A
. ) The network is not ready,

users don’t care and | don’t
want to risk a poor end-user
experience today for potential
gains tomorrow

Content

“A deadlock, stalemate, impasse; a roughly equal (and frequently unsatisfactory)
outcome to a conflict in which there is no clear winner or loser,”
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Addressing, move from IPv4 to IPv6

*P
Phase 2

Anyone can buy addresses
Increased number of use of unannounced IP address space

hase 1
Anyone can get addresses from their RIR/LIR

Phase 3
Prices for addresses turns out to be very high
People start using others addresses
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Addressing, move from IPv4 to IPv6

Phase 1
Anyone can get addresses from their RIR/LIR

Phase 2

* Anyone can buy addresses

Increased number of use of unannounced IP address space
Phase 3

Prices for addresses turns out to be very high
People start using others addresses
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Lessons learned

Lesson 1: Build a redundant, robust network!
Lesson 2: Use IPv6, everywherel
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What names are in use?

L ook at root servers and resolvers?

*We had a look at i-root during 24 hours

162 million unique TLDs queried for

65 million are 10 characters long
Created real problems even counting the
counters...memory issues...

Easy to look at the most common ones

What do the long tail say?
Look at RD flag and QType?
Other things?

com

net

local

home

org

internal

localdomain

arpa

localhost

lan

domain

ru

www.netnod.se
298667604
170919539
115912656
45600753
43616366
422693815
27669054
27178051
22019549
76

2

17 1

1/
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Example: Internal Server Names

Designed for “internal only” type applications.

*Often used by Microsoft Exchange, Active Directory:
wWww.corp, www.accounting, mail.test

Doesn’tend in a TLD

eCan’t be used on the Internet
e Nowhere to send the validation email
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Until a TLD is created with that name
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Data:
Version: o (0x0)

Subject: C=US, ST=VA, L=Dulles,
O=Dulles Steel and Forge Supplies,
OU=IT - Internal WWW Site.,

CN= /emailAddress=paf@frobbit.se
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (20438 bit)
Modulus (2048 bit):
oo:da:ef:bd:do:ee:db:...
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www.netnod.se

Helpful...

1-year Standard SSL

Select W Submit ¢ What now?

Where is your certificate going to be hosted?

Web Hosang, Grd Mostng. Webste Buider, Quck Shopping cant or Deeam Design Team
Dedcaind Server or Virual Dedcand Server, wth Simple Control Paned

Thied Pay, or Dedcand Server o Virus Doacand Server, mithou! Simple Conteal Paned

Enter your Certificate Signing Request (CSR) below: C58 1elo

ol (e I s oh D2 gV L S Y It e B4y BSOS 2 Mg M 2 960 Db gL OA KDL TBE L
OLrrKWe3LORCagh DN IFISOLIYZMAS MG wn IAXIWFOTTYRR 1 QUL &4 U + NG
REnDun L Tyt « NMyOC Rl Sei M cajrmy « KeCof 7O XSl g JeW 7 2470 nQIDAQAR
SAANDQY oI NAQLT BOADOSEBALAWRDY « QI G0 MT AR CmaMOC2q /2 Te sy
PKEASHI L E3mAVEIZ « MW IaRAAPY LAOQ » VIKHICALAUOLSIZ gWY + v EOz 4K &ML
OSRELWALVINSF LOCY SR 7 + b/ 0/ 1Py 16 2C )i BPRIAQ 3N)F Lo BQsOkvaW2 w
OPEISHRDTES I Vg IX Q) VI CXIORwOIA T [cQamNyc S5 6D « TUT + paDihvg IrQ
MIRJAIMQE VWA LAG JLADGICS « Foc SWOPL TAZEVOC BgUVea)OVKN TCIASEL LR
AL ML EamUCWVK TEA SOW I KW 1AL ) w0 » 2oK 2 Twi N2 Xyt T 2Cg =

T h a n kS ! END CERTINCATE REQUEST

Certificate issuing organization: Leam morne
Co Dadey [

The reguesind COMMON NAME, Wrw.site, i N2t 3 Luly-qualfiod Common NAMe, And Mmust be wsed 0N an Nemal server. Ploase
confrm hat his cenfcaie s not meant 10 be World Wide Web-acoessibie, otherwise ploase use a Lly-qualfied common name.

v This certficate will be wsed on an intemal server

Efectve August B, 2011, 300 Carticating will rguite -wiliZaton evry Bee yairs. For more niamaton, leass Cich hie
review e Sudecnber AQreement

m Cangel

Cooymg™ € 20032012 Al rghhs wrerved
S0 Dadta Eoonte Doy
Sea2aay
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Version: 3 (ox2)
Serial Number:
27:€7:22:63:59:11:bo
Signature Algorithm: sha1iWithRSAEncryption
Issuer: C=US, ST=Arizona, L=Scottsdale,

O=GoDaddy.com, Inc., OU=http://certificates.godaddy.com/repository, CN=G.
Daddy Secure Certification Authority/serialNumber=07969287

Validity
Not Before: Oct 2 23:56:35 2012 GMT
Not After : Oct 2 23:56:35 2013 GMT

Subject: O=www.site, OU=Domain Control Validated,
CN=www.site

X509v3 Subject Alternative Name:
DNS:www.site, DNS:site
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Testing

Setup a fake root
Delegated .site to myself

Setup a webserver, serving the cert
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Doh!

www.netnod.se

M hups & www.site

&0 [0 B Apple iCloud Facebook

It works!

This is the default web page for this s

The web server software is running b

Twitter Wikipedia Yahoo! News Y Popular ™~

m Safari Is using an encrypted connection to www.site.

Encryption with a digital certificate keeps information private as it's sent to
or from the https website www.site.

k) Co Daddy Class 2 Certification Authority
“+ J Co Daddy Secure Certification Authority
Lo L www.site

www.site
Issued by: Go Daddy Secure Certification Authority
Expires: Wednesday, October 2, 2013 7:56:35 PM Eastern Daylight Time

& This certificate is valid

» Trust
» Details

? Hide Certificate OK
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Doh!
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Doh!

It works! &) Co Daddy Class 2 Certcation Authority
o [J Co Daddy Secure Cernfication Authorty
This is the default web page for this server. ‘e L ww.site
The web server software is running but no content has bee — ol
P Issued by: Go Daday Secure Certfication Authority

wl Expres Wednesday, October 2, 2013 7:56:35 PM Eastern DaySight Time
@ This certificate is valid

» Details
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Investigations by SSAC

SSAC formed a work party
Researched prevalence of non-FQDN certs

*Using the EFF SSL Observatory data

o At least 157 CAs have issued such certs

e Lower bounds estimate

*CA/B Forum is aware of the issue

* 3 year from signing to revocation

Conclusion:

*|CANN must immediately do something

www.netnod.se
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ICANN Actions

ICANN Security Team took the lead

*“Coordinated Vulnerability Disclosure”
*Contacted CA/B Forum Chair Jan 23, 2014
Briefed CA/B Forum Feb 5, 2014

*Ballot 96 at CA/B Forum passed Feb 26, 2014

*30 [ 120 day period (instead of 3 years)
SACos7 published Mar 15, 2014

*During 120 day period, delegate to 127.0.53.53
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Solved? Nope...

Not all CAs are members of the CA/B Forum

*So not bound by these agreements

*But generally trustworthy / follow guidelines
Revocation ineffective*

*Blocking CRL / OSCP / air-gapped networks

* : http://www.imperialviolet.org/2011/03/18 /revocation.html
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Lessons learned

Lesson 1: Build a redundant, robust network!

Lesson 2: Use IPv6, everywhere!

Lesson 3: Choose certificates and domain names carefully!
Lesson 4: Do not use search path in stub resolvers!
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Heart Bleed

Not very nice...

Security mechanism itself had issues
One very dominant piece of software

Questionable disclosure policy uses

| hope we did learn something...




FBI Criminal Investigation:
Cisco Routers

The overall classification of this presentation is

Section Chief Raul Roldan

Supervisory Special Agent Inez Miyamoto
Intelligence Analyst Tini Leon

January 11, 2008

72



Counterfeit Products

"DIRTY" WELDING CLEAN WELDING

WICADSU-TY
Vi

[T LN

lll
COLOR WRONG
FONT WRONG

BAR CODE LOW |
I

i
s
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“ Hacking News Malware yber Attac Vulnerabpilities NSA Spying

«3The Hacker News' 5 0O

Security in a serious way G+ || 15M W Follow

FREEHAGKNG - N RN A7

JL

CYBRARYIT

B Aw, Snap! This 1

How. Swap!

st 16-Characters Can|

Can Crash Your!

Lenovo Caught (3rd Time) Pre-Installing Spyware on its

Laptops

(2 Thursday, September 24,2015 & Swati Khandelwal

G+ | 381 -“S,Sk‘m 2708 W Tweet 1802 [ Share ‘50| EelLcsilLl 6637

Lenovo Caught (

Installing Spywa

s Photos and Con!

Passcode

est Haek - Apple's Biggest |

lenovo =S

CAUGHT RED-HANDED (3RD TIME o CIA?

Pre-Installed Spyware Found in Lenovo Laptops

Lenovo has once again been caught installing spyware on its laptops and workstations without the user's

permission or knowledge.



CRYPTECH.IS
Enetnod

Trying to make the Internet
a little bit safer

Cryptech N

Much more nicel

CRYPTECH.IS is a loose international collective of engineers trying to
improve assurance and privacy on the Internet. It is funded diversely and is
administratively quartered outside the US.

...are actively seeking use cases for an initial project which is to produce a
design of an open and auditable HSM and supporting software.

...are also considering the issues around assurance of a tool-chain, from
compiler to operating system and as close to the hardware as we can
reasonably get.

...are seeking collaborative funding.

Contact Leif Johansson at SUNET!

leifj @sunet.se
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Lessons learned

Lesson 1: Build a redundant, robust network!

Lesson 2: Use IPv6, everywhere!

Lesson 3: Choose certificates and domain names carefully!
Lesson 4: Do not use search path in stub resolvers!
Lesson 5: Be careful with what you install!
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More seriously...

If one have any kind of transaction system, the time stamps must be
precise enough that the order of the transactions is non-disputable.

1 kap. 5 § Handelsbalken (1736:0123 2):

o5 (j Séljer man tvem ett; gilde skadan ater, (och béte tio daler,) och den
behalle godset, som férst képte.

EuroSOX - Information Lifecycle Management:

*Operational aspects of ILM include backup and data
protection; disaster recovery, restore, and restart; archiving
and long-term retention; data replication; and day-to-
processes and procedures necessary to manage a stora
architecture.
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Not always easy

Often a second is close enough
In electronic services more precision is heeded
There have been a few incidents

*Procurement was stopped 7 min early
*Fax with response to RFP was rejected
*Data from surveillance cameras could not (directly) be used

*Differentiated charging of road fees
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Space weather and Internet

+We use more and more fiber for transmission
+We decrease use of copper for transmission
+We decrease use of satellites and radio links

-Higher speed requires higher precision frequency in end nodes
v'We do have to take into account relativity theory

-More players involved require more synchronised timestamps
v'We need to agree on what time it is
- We must be able to have better precision in timestamps

-Increased dependency of GNSS

- People use more and more GPS

- Even though transmission is more robust, time distribution is not

+SAMFI (MSB, PTS etc) have said Time distribution is important

+We at Netnod do what we can to help!
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What precision do we reach?

ntpl.sth.nefnod.se Loopstats Time Offset / RMS Jitter, date 150502

Time Drift: -3.61e-10 [¢/day], RMS Residuals 1.57e-07 [s], Mean Time Offset: 4.81e-11 [g], SID: 1.57e-07 [g]
T T T T T T T T 89-07
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Sun May 3 0609262015 Time of Day [h] MJD:57144

As you can see, we today stay within 10° seconds
New design is targeted at much better quality
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Lessons learned

Lesson 1: Build a redundant, robust network!

Lesson 2: Use IPv6, everywhere!

Lesson 3: Choose certificates and domain names carefully!
Lesson 4: Do not use search path in stub resolvers!
Lesson 5: Be careful with what you install!

Lesson 6: Use a reliable time sourcel
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