Epasta drosiba
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@ Tverums
— Lieldators - time sharing masinas

@ 1965. CTSS mail programma
— Lokalais tikls (80.gadi)
— Izkliedeéts tiks

@ 1971. ARPANET email

—1977. standartizets RFC733

— 1983. MCI Mail - pirmais komercialais publiskais epasta
pakalpojums izmantojot internetu

@ Piedava ari parasto pastu :)



pﬂumw%ﬁ?.

e




ARPANET mail

@ 1969 ARPANET
@® 1971 mail

@ username@hostname

@ 1983 DNS
—usr@hst.dmn

@ 1973 pasts 75% plisma

@ 1975 mailinglist
@ 1979 -)

ARPANET LOGICAL MAP, MARCH 1977
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about:blank
about:blank

SMTP

@ Simple Mail Transfer Protocol
@ 1982 RFC 821

@Epasta mugurkauls
— Epasta serveru savstarpéja komunikacija
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SMTP

telnet mail.x.gov.lv 25

Trying 10. .  .105...

Connected to mail.x.gov.lv,.

Escape character is '~]°'.

220 mail.x.gov.lv ESMTP Postfix
helo test

250 mail.x.gov.lv

mail from:<admin@somebody.gov.1lv>
250 2.1.0 0Ok

rcpt to:<upuris@somebody.gov.lv>
250 2.1.5 0Ok

data

354 End data with <CR><LF>.<CR><LF>
Labdien!

Vai vari atvért So saiti? http://...
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@ Servera puses risinajumi
Domain-based Message Authentication, Reporting and
Conformance DMARC
@Klienta puses risinajumi - C,|
— PKI

@®EID
@PGP



@ 2015 RFC 7489
@ Servera puses risinajums

@ lenakosas epastu plismas parbaude/filtrésana

® Merkis - atklat un novérst nosutitaja adreses viltosanu
(spoofing)
~ cinities ar pikskerésanu méstulosanu

Nonrepudiation + Integrity



@ Autori - interneta milzi

- AOL, Bank of America, Comcast, Facebook, Google,
JPMorgan Chase & Company, LinkedIn, Microsoft,
Paypal, Yahoo! u.c.

@ Informacija, ka izmantot SPF un DKIM informaciju

@ DNS ieraksta pazino, kadus mehanismus izmanto
— TXT Resource Record (RR)

SPF, DKIM, SPF+DKIM



* Ka apstradat From: lauku?
" user@domain.lol
* Telemetrija
* Statistiski zinojumi
" Incidentu zinojumi - detalizéti



* Darbibas ar klidainiem(not aligned) epastiem (policy)

" None

* monitoreésana
* Quarantine

- Atkariga no sanémeéja konfiguracijas

* Reject



DMARC

* DMARC = SPF + DKIM + from: alignment

°* DMARC parbauda 5322.From atbilstibu (alignment) ar
5321.MailFrom un DKIM ierakstu
SPF

Return-Path: <rocket@sample.net>

Delivered-To: <groot@example.org>
Authentication-Results: mgil.example.org; spf-pass (example.org: domain
of rocket@sample.net §esignates 1.2.3.4 as permitted sender)
smtp.mail-rocket@sample.net; dkim=pass header.i=@sample.net
Received: From ..
DKIM Signature v=1a=rsa-hal : c=relaxed/relaxed d=sample.net DK
s=february 2017, i=@ allgnment q=dns/tx};
Date: Tues, 28 Feb 2017
From: “Rocket” <rocket@sample.net>FR0M
To: “Groot” <groot@example.org>

Subject: Blaster Needed



DMARC darbiba

<record>
<row>
<source_ip>81.198.<:::>1</source_ip>
<count>9</count>
<policy_evaluated>
<disposition>none</disposition>

<dkim>fa1il</dkim>
<spf>fail</spf>

Postmark

domain-test123.com
Nov 05 - Nov 12

10% 90%

Emails processed SPF or DKIM aligned SPF and DKIM not aligned

Your sources

These are sources that we know belong to you based on the DNS
checks we do.

Weekly DMARC Digest

</policy_evaluated>
domain-test123.com

</row> _
119.133.111.105 1 100% 0%
<identifiers>
L Set up a DKIM record to get DMARC alignment on domain-test123.com.
<header_from> ert.lv</header_from>
</identifiers>
<auth_results>
Other sources
<spf>
<domain> . lv</domain>
<resu1t>pa result> © versanetonline.de
84.19.199.201 4 0% 0%
</spf> )
</auth_results> ® Not Resolved
</record> 106.12.211.206 z 0% 0%

115.211.221.230 1 0% 0%



* Atbilstiba

From: lauks

user@domain.lol
Atbilstiba(alignment)

aspf un adkim -r|s
s - strict

r - relaxed

* atlauti apaksdomeéni (foo.edu.lv un bar.foo.edu.lv)



* Sender Policy Framework

* RFC 7208 2014
Izsttitaja IP adrese ir deklaréta attieciga doména (SMTP
mail from: lauka) DNS ieraksta



dig txt cert.lv

cert. lv. 300 IN TXT  "v=spfl mx 1p4:92.240.66.0/24 [....]
ip4:145.0.2.40 ip4:38.111.193.7 -all"”

dig txt bank.lv

bank. lv. 3106 IN TXT  "v=spfl include:spf.bank.lv -all"
dig txt spf.bank.lv
spf.bank. lv. 3094 IN TXT "v=spfl mx 1p4:94.100.11.107

ip4:191.237.221.25 ip4:80.233.167.9 ip4:80.233.167.5
ip4:172.30.0.0/16 ip4:194.153.79.0/24 1p4:91.194.176.0/24
1p4:172.31.223.0/24 1ip4:194.14.205.140
include:spf.protection.outlook.com -all”



@ RFC 4870 2007.
@ Epasts kriptografiski parakstits
— Paraksta serveris izsutot

@ Izsttosas pasta nodalas zimogs
— Parakstitajos datos jabut ieklautam From: laukam

@ DKIM-Signature mail header norada kur DNS ir publiska atslega
— d= (domain) un s= (selector)

® Korekti parakstits epasts:

- sutitajs = doména ipasnieks

~—  from lauks nav mainits

':\%gwas\%t&’\'\**
E\m P __'D RONTHEINS—_ 7

—

Y LERWATS




@ Vienam epastam var but vairakai DKIM paraksti
O vismaz vienam jabut derigam
@ Derigs paraksts
O DKIM d lauks atbilst (aligns) from laukam
O Parakstits ar atbilstoso privato atslegu
@ DKIM ieraksts
O o - outbound signing policy
B "'o=-"visi epasti no St doména ir parakstiti
Bl 'o=~" dala epastu no si domeéna ir parakstiti
O r-reporting email address
O t-testing mode
Hmyn



DKIM prakse

dig _domainkey.[doméns] txt ergvsk.lv,"v=DKIM1\: o=~"

suntazuvsk.lv,"v=DKIM1\; o=~"
Lai pilniba parbauditu DKIM,

nepieciesams epasts no doména, kura vecsaulespsk.lv,"v=DKIMT\; o=~"
noradita atslégas atrasanas vieta
(selector) stakuskola.lv,"v=DKIM1\; o=~"

neretasskola.lv,"v=DKIM1\; o=~"
t2psk.lv,"v=DKIM1\; o=~"

kraslavaspsk.lv ,"v=DKIM1\; o=~"
jovsk.Iv,"v=DKIM1\; o=~"
herderagrizinkalnavsk.lv ,"v=DKIM1\; 0=~"
incukalnamms.lv,"v=DKIM1\; o=~"
incukalnapsk.lv,"v=DKIM1\; o=~"
blidenesskola.lv ,"v=DKIM1\; o=~"
deksaruskola.lv,"v=DKIM1\; o=~"



DMARC lietderiba

- been hacked! Change your password immediately!
ve <voc

Hello!

I have very bad news for you.
03/08/2018 - on this day I hacked your 0S and got full access
On this day your account M(— has password:

So, you can change the password, yes.. But my malware intercepts it every time.

How I made it:

In the software of the router, through which you went online, was a vulnerability.
I just hacked this router and placed my malicious code on it.

When you went online, my trojan was installed on the 0S of your device.

After that, I made a full dump of your disk (I have all your address book, history of viewing sites, al
A month ago, I wanted to lock your device and ask for a not big amount of btc to unlock.

But I looked at the sites that you regularly visit, and I was shocked by what I saw!!!

I'm talk you about sites for adults.

I want to say - you are a BIG pervert. Your fantasy is shifted far away from the normal course!

And I got an idea....

I made a screenshot of the adult sites where you have fun (do you understand what it is about, huh?).
After that, I made a screenshot of vour iovs (usina the camera of vour device) and qlued them toaether.



® Nopliduso parolu datubazu monetizacija (cits resurss,
epasts + parole)
® viltota from: adrese - lietotaja epasts
® Saturs
O nopludust parole
Bl parolu atkalizmanto$ana, nemainisana
O fiktivs izspieSanas teksts



Kas talak?

® Konfidencialitate, integritate

O STARTTLS - oportunistiska SifreSana

B StripTLS
® aktivs MitM

O DANE - STARTTLS atbalstu pazino caur DNS

O DNSSEC - kriptografiski aizsargats DNS ieraksti

O SMTP MTA Strict Transport Security(MTA-STS)
B trust on first use




DMARC piemeri

@ _dmarc.example.com

v=DMARC1;p=none;sp=quarantine;pct=100;rua=mailto:dmarcreports @ example.com;
p=policy

sp=subdomain policy

pct=uz kadu dalu slikto epastu attiecinat politiku

rua=statistisko zinojumu epasts

ruf=detalizéto incidentu zinojumu epasts (forensics)

apaksdomeénam var but individuala politika,

O hierarhiska kapSanas atpakal

kladu epastus var apstradat cits domeéns; jadeklarée lai nebutu spam amplification

O sender.example._report._dmarc.thirdparty.example IN TXT "v=DMARC1;"



DMARC piemeri

@ dig txt _dmarc.cert.gov.lv
_dmarc.cert.gov.lv. 1800 IN TXT "v=DMARC1; p=none; pct=100;
rua=mailto:dmarc@cert.lv; ruf=mailto:dmarc@cert.lv; sp=none;
aspf=r;"

@ dig cert.gov.lv. report. dmarc.cert.lv txt
© ;cert.gov.lv. report. dmarc.cert.lv. IN TXT



Problemas

@ Forwarding
O DKIM OK
O SPF saliizt (fw IP nav originala from: epasta servera IP)
® Mailing lists
O from: izmainas
B From: John Doe <user@example.com.INVALID>
B From: John Doe <243576 @ mailinglist.example.org>
B From: John Doe via MailingList <list@mailinglist.example.org>
Reply-To: John Doe <user@example.com>
® 3. puses izmantosana spam kampanai
® Epasta avotu apzinasana
O  Monitorings
O Reti notikumi
B Github



mailto:user@example.com
mailto:243576@mailinglist.example.org
mailto:user@example.com

Stats *.gov.lv




Publiskais sektors




Publiskais sektors

daug12vsk.lv,"v=DMARC1\; p=none\;"

dnd.lv,"v=DMARCT\; p=none"

kandavastehnikums.lv,"v=DMARCT\; p=none"

tuk3psk.lv,"v=DMARC1\; p=none\; sp=quarantine\; rua=mailto:mailauth-reports@clientele.tech"
ruvs.lv,"v=DMARC1\; p=none"

bank.lv,"v=DMARC1\; p=reject\; rua=mailto:dmarcreport@bank.Iv\; ruf=mailto:dmarcfail@bank.lv\;fo=1"
ogressportacentrs.lv,"v=DMARC1\; p=none”

rtu.lv,"v=DMARCT1\; p=none"



Pub[,g[{mc <hletnrc

@ @ https://clientele.tech

daug12vsk.lv,"v=DMA
dnd.lv,"v=DMARCT\; p
kandavastehnikums.lv
tuk3psk.lv,"v=DMARC
ruvs.lv,"v=DMARCT\;
bank.lv,"v=DMARC1\;
ogressportacentrs.lv,'
rtu.lv,"v=DMARC1\; p=

Clientele

We are: Clientele Tech LTD
Company No: 11155234
44 Marchbank Rd, Skelmersdale WN8 8HT, UK
Call Eddie:
info@clientele.tech




Noderigas saites

https://hardenize.com
https://dmarc.org

https://dmarcian.com/dmarc-inspector/
https://dnsviz.net

https://ssl-tools.net/tlsa-generator
https://sslmate.com/caa/



https://hardenize.com/
https://dmarc.org/
https://dmarcian.com/dmarc-inspector/
https://ssl-tools.net/tlsa-generator
https://sslmate.com/caa/
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