>
accenture

Strategy | Consulting | Digital | Technology | Operations

ISO/IEC 27001 standarta ieviesana -
Izaicinajumi un risinajumi
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Saturs

ISO/IEC 27001:2013: Informacijas droSibas vadibas sistéma

Ar standarta ievieSanu saistitie izaicinajumi

Efektivi risinajumi un taktika veiksmigai standarta ieviesanai

« Kapéc ieviest ISO/IEC 27001:2013 standartu?
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ISO/IEC 27001:2013: Informacijas drosibas vadibas sistema

Standarts ir izstradats, lai specificétu prasibas informacijas droSibas vadibas sistémas (IDVS)
ieviesanai, uzturésanai un nepartrauktai pilnveidosanai, ar mérki nodrosinat informacijas

konfidencialitati, integritati un pieejamibu.
Compliance ' 4

« Pamatprasibas (4.-10. sadala). N

« 14 doméni, 35 kontroles mérki, 114 kontroles. iwnsi

Piemérojams jebkuras nozares uznémumam vai iestadei.
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Standarta struktura:
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Ar standarta ieviesanu saistitie izaicinajumi

Domasanas leviesto
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Efektivi risinajumi un taktika veiksmigai standarta ieviesanai (1)
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Efektivi risinajumi un taktika veiksmigai standarta ieviesanai (2)

IDVS pilnveidosanas un
uzturésanas plans

Efektivitates merijumi

Apmacibas programmas

 Veérstas uz darbinieku * Izpildes kontrole — tikSanas ar » Regulara ar informacijas droSibu
personigajiem droSibas riskiem, uznémuma vai iestades saistito metriku, statistikas
socialo inzenieriju, realu vaditaju/valdi apkoposSana un analize

droSibas incidentu analize
* Regularas tikSanas ar

» Dazadu komunikacijas kanalu uznémuma vai iestades vadibas
izmantoSana, kas konkrétaja parstavjiem par IDVS mérku
uznémuma vai iestadé darbojas izpildi, jauniem riskiem

visefektivak.
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Kapeéc ieviest ISO/IEC 27001:2013 standartu?

leguvumi:

Sniedz parliecibu
ieinteresétajam
pusém, ka
informacijas
droSibas riski tiek
adekvati
parvalditi.

Strukturéta un
skaidri definéta
pieeja attieciba uz
informacijas
drosSibas
parvaldibu.
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Augstaks
visparéjais
informacijas
droSibas [imenis
uznémuma vai
iestade

Konkurences
priekS§rocibas
attieciba pret
uznémumiem, kuri
nav ieviesusi un
sertificejusi IDVS

Augstaks
darbinieku
informétibas
[Tmenis par
informacijas
droSibas riskiem,
atbildibu un

sagaidamo ricibu.

SEINEVARELS
informacijas
droSibas
apdraudéjumu
IstenoSanas risks,
droSibas
parkapumu skaits
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IT Governance pétijuma rezultati
ISO 27001 Global Report 2015: Drivers based on survey findings

Drivers
Feel ISO 27001 plays an important role Implementing an ISMS allows an organisation to define and monitor
in improving cyber security defence. - risk levels internally, thus driving management decisions to balance
| expenditure against potential business harm.
Reveal improving information security as the | Improving IS across the whole organisation is the single most important
biggest driver for implementing - benefit. Others include: meeting industry requirements to comply with
ISO 27001. | best practice, and gaining a competitive advantage.
Were asked by their clients about their _ Respondents reveal that ISO 27001 is a regular requirement for
ISO 27001 status in the past 12 months. contracts and tendering for new business.
Have full time ISMS Managers employed at This activity is generally delegated to various other roles within the
their company. organisation (e.g. IT Managers). 44% admit that the person managing
their ISMS does not have formal ISO 27001 qualifications.

Avots: ISO 27001 Global Report 2015 by IT Governance
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IT Governance pétijuma rezultati
ISO 27001 Global Report 2015: Challenges based on survey findings

Challenges

State “obtaining employee buy-in and Engaging staff with the right level of competence and expertise is fundamental

raising staff awareness” is one of the to the success and the long-term effectiveness of an ISMS. Increasing IS
biggest challenges in implementing awareness among non-technical staff is essential — employees are the weakest
ISO 27001. link.

The absence of full time staff and formal training for ISMS management may
contribute to this result. Large organisations with dedicated ISMS staff still
benefit from external help and advice as implementation can be more
complex.

Seek external help for certification.

Find it a challenge “convincing the board | Reasons behind this challenge include securing sufficient budget allowance,
that mformatlpn security Is a critical gaining permission to employ sufficient resources and having Leadership agree
business issue”. to complete certification.

i
II
r ammxm «n ‘é'.

Avots: ISO 27001 Global Report 2015 by IT Governance
Copyright © 2015 Accenture All rights reserved.


https://sites.accenture.com/publishing/ProtectingAccenture/Infrastructure/EnterpriseSecurityStandards/Pages/EnterpriseSecurityStandards.aspx

Paldies par uzmanibu!
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- We serve clients in more than 120 countries. We work across more than
capabilities. 40 industries

We're the #1 largest independent of our top 100 clients have worked with
technology services provider us for at least 10 years
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Vélies uzzinat vairak par Accenture Latvija un Tavam karjeras iespéjam droSibas joma? Sazinies!
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