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Daudzi uznemumi sakoties pandemijai sakusi pastiprinati
izmantot digitalos risinajumus

No majam strada un macas daudz vairak personu ka parasti
Lai nezaudetu biznesu, strauji tiek attistiti tiessaites veikali un
citi pakalpojumi

Masveida tiek izmantotas konferencu platformas

Pieaug portativo datoru tirdznieciba
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Atsiprasau ui velavima

Jauns pakalpojumu rékins

Ar cienu,

---—---- Sakotnéjais zinojums --------
On tresd., 14 okt. 2020 at 13:07 wrote:

> MI 1 attachment: rékin.doc
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CERT.LV

Aktiva 2020 gada vasara-rudeni.
Izmanto MicrosoftOffice macro funkcijas, lai lejupieladetu un

palaistu datorvirusu.

Savac paroles, e-pasta klientu adresu gramatas saturu un realas
sarakstes paraugus.

Liels skaits upuru, it seviski buvniecibas un projektesanas
uznemumos.

Tikai virusa autoru izvele pasarga no ieverojamiem datu
zudumiem, ko nodaritu datu sifresana!!
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Ists vai viltots?

B3 nbox ) P.O/Pasutijuma Nr:340-1. X | & P.O/Pasutijuma Nr.:340-1° X X
@Get Messages v 4 Write Q Chat @Address Book | ® Tag v Search <Ctrl+K> =

SIA BLIK-M <orders@bliklvs T € Reply  ~* Forward (3 Archive E) Junk @ Delete More v
P.O / Pasutijuma Nr .: 340-12000395 12.03.2020 10:17
Recipients <orders@blik.lv=¥¥

Labrit,

Parbaudot jisu uznémuma vietni, es interes&jos par jusu produktiem un arl no turienes sanému jusu kontaktinformacijas e-pastu.

Seit ir pievienots mans pirkuma pasatijums jasu atsaucei.

Misu klientam Sie produkti ir nepieciesami tiesi ta, ka noradits pievienotaja.
pasdtijuma dokuments (PO).

Nosttot mums pasttijuma apstiprinajumu, ltodzu, noradiet labako:
Cenas,

Maksajuma nosacijumi,

Piegades iespé&jas.

Ja jums nav pasatitas preces, ladzu, novirziet mis uz citu uznémumu.

Es gaidu savlaicigu atbildi.

Ar cienu,

Natalija Bonbenkova

Direktore

SIA "BLIK-M"

Tel. +37167133439; +37167119846
mob.tel. +37129676179

e-pasts: orders@blik.lv

Straupes iela 1, Riga, LV1073.

v
> @J 1 attachment: P.O Pasutijuma Mo_340-12000390-doc.zip m Save |v

(=) (3) Today Pane v




Ists vai viltots?
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Ists vai viltots?

wuld
ided below dus to

Ad
Our Trading Bank

Bank: Ham

'y remit our paymesnt in count information.

your understanding and

Signature:

mpany stamp:

POLAR

Nivrws




Ists vai viltots?

E Inbox B (cert@cert.lv) Verify your ac. X = X
@Get Messages v # Write QChat @Address Book | O Tag v Search <Ctrl+K= —

IT support cert.lv <administrator@postmaster.net> 74 9 Reply “ ReplyAll v ~ Forward @ Archive @ Junk [ Delete More
(cert@cert.lv) Verify your account 04.11.2020 19:5
cert@certIvey

Dear cert,

This is to inform your email account (cert@cert.lv) service is currently out-dated and some of your incoming & outgoing messages status already showing pending in our server.
Your service to send/receive E-messages could be suspended next 24 hours time if not verified.

we recommend that you find the attachment file that is attached to this email to automatically update/activate your service in full and start enjoying your E-messages service
again

Mote: Your email account send/receive services will permanently be disabled if you fail to verify correctly.

© 2020 certlv Administrator. All Rights Reversed.

FHERAAKAKARRAANAARRNAARHNAAATNAAAAAN. ANARAAARAANALAAAARAAAAARAATRANAAN AANANAAAARAAAAANAAARAAARARAATANLY ANARRR
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Pikskeresana — vel arvien darhojas!

Cilveki izmanto vienu paroli dazadiem resursiem

Velesanas atrak iegut pakalpojumu, neiedzilinoties detalas
Nezina savstarpeji saistitus kontus

Piekluve privatajam e-pastam var but pirmais solis, lai iek|]utu
uznemuma datortikia!
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Neparbaudam kur ievadam savus datus!

+

BBC - Home X | [ Sior

<« c i smartuploads.tk

Linkldm ©2016 User Agreement Privacy Policy Community Guidelines Cookie Policy Copyright Policy Guest Controls




zbrukumi lai pieklutu bankas kontam

S Jums ir jaatjaunina internetbankas drosiba. 10_rugséjis_20. N.252751.
Dzést Atbildét visi Parsofit Surogatpasts arvieto Atzimét ka - Vairak «
No: Bridinasanas pakalpojumi Swedbank bank <"sara@musicbagtags.com"@unspecified-domain=>
To:

Atbildét: Bridinasanas pakalpojumi Swedbank bank

Aizdomigas darbibas
LOgums nomainit paroli

Tas var bit saistltas ar lietotaju pilnvaru parkapumu, jeb arm tas var bt veikusi persona, kura ir nelikumigi ieguvusi lietotaja konta datus.

Nomainot paroli, palidzésiet nodro§inat, ka tikai jOs varat izmantot savu kontu.

"Swedbank P&C Insurance" AS Latvijas filiale.
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Izmanto klientu ierobezotas zinasanas par bankas
procediram

Klienti neizprot Smart-ID tehnologiju

Pamata dati tiek ieguti ar pikSkerésanu un no atklatiem
avotiem

Tiek veiktas masveida telefonzvanu kampanas

Izmanto moderno tehnologiju atrumu — nauda tiek iznemta no
konta, pirms upuris saprot notikuso



SERT.LV Vai majas datori ir drosaki?
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ACERT.LVA
Vai jus ziniet cik jusu majas ir datori?

Ne visi datori izskatas vienadi!

Majas datortiklos atrodas daudz neatjauninatas un neuzturetas
iekartas.

Tas var radit datu drosibas problemas ipasniekam, darbavietai
kura tiek stradats attalinati vai citiem interneta lietotajiem.
Sagatavojiet datorus ko lietotaji izmantos attalinatai piek|uvei

darbavietal.
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v'Videonovérosanas sistémas
v’ Satelituztvereji

v'Tikla datu glabatavas
v'Multimedia serveri

v’ Marsruteéetaji

vSmartTV

v'Smart....jebkas (pat spuldzite)



EEREL, Mana datora neka nav!

T T R T R T T T R
it YOUR FILES WERE ENCRYPTED #HH#HHHHHHHHHHHHHH
it AND MARKED BY EXTENSION .corona-lock ###HHH#HHH
T T T T T R T T
DON'T WORRY! YOUR FILES ARE SAFE! ONLY MODIFIED :: ChaCha + AES
WE STRONGLY RECOMMEND you NOT to use any Decryption Tools.
These tools can damage your data, making recover IMPOSSIBLE.
Also we recommend you not to contact data recovery companies.
They will just contact us, buy the key and sell it to you at a higher price.
If you want to decrypt your files, you have to get RSA private key.

To get RSA private key you have to contact us via email to:
---------------------------- >> support@covidworldcry.com <<
and send us your id: >> 1966883997 <<
HOW to understand that we are NOT scammers?

You can ask SUPPORT for the TEST-decryption for ONE file!
HHAHHHHAHH B AR AR R R R
s LIST OF ENCRYPTED FILES ####H##HHHHAHHHAHHHE

C:\autoexec.bat 24
C:\install.log 45
C:\KAV\nkfl1453-readme.txt 6698

C:\nkfl453-readme.txt 6698
C:\KAV\KES8Win\nkf1453-readme.txt 6698




CERT.LY Kada ir pareiza athilde?

Windows dro3iba

Sakums

Pretvirusu un pretdraudu aizsardziba
Konta aizsardziba

Ugunsmara un tikla aizsardziba
Programmu un parluku vadiba
lerices drosiba

lericu veiktspéja un darbspéja

Gimenes opcijas

Ugunsmara un tikla
aizsardziba

)

Lietotaji un programmas, kas var pieklat jasu
tikliem.

Domeéna tikls

Ugunsmadris ir ieslégts.

?® Privatais tikls

Ugunsmaris ir ieslégts.

3 Publiskais tikls (aktivs)

Ugunsmdris ir ieslégts.

Atlaut programmas darbibu ugur
Tikla un interneta problému risinatajs
Ugunsmdara pazinojumu iestatijumi
Papildu iestatijumi

Atjaunot ugunsmarus uz nokluséiuma vértibam
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Vairums zema limena datoruzbrukumu tiek veikti izmantojot
automatizetus rikus.

Nav svarigi — liels uznemums vai majas dators, ja tas ir pieejams
no interneta, tas bus uzbrukuma merkis.

Majas katram pasam ir jabut datora administratoram, tikla
specialistam un rezerves kopiju glabatajam!

Roboti spej atklat ievainojamus servisus atrak ka tie tiek
salaboti.
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Loti aktivs un augoss datorvirusu veids.

Intensivi tiek izplatits meklejot piejamus RDP (remte desktop
protocol) servisus un piemekléjot paroles.

Paroles var but ieprieks iegutas citos uzbrukumos, tadejadi
apejot to sarezgitibu.

Lielos datortiklos uzbruceji pavada ilgu laiku, izpetot to strukturu
un sSifrejot visus sasniedzamos datorus un serverus.

Pieprasitas summas — 3000EUR un vairak.

Sogad aktivi izmanto «corona» paplasinajumu ©
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VPN ievainojamibas

VPN servisos tiek aktivi mekletas un izmantotas ievainojamibas:

Fortinet VPN

Citrix "ADC" servers, Citrix network gateways
Pulse Secure "Connect”

Palo Alto Networks "Global Protect" VPN servers
F5 BIG-IP

Moxa EDR-G902, EDR-G903

un citi..
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VPN ievainojamibas

W == N -

« CVE-2020-1472, Zerologon
« CVE-2020-1301
« CVE-2020-1206 utt..

1)Nelietojiet «single sig-on»!

2)Segmentejiet tiklu, lai ierobezotu iepéjas brivi pieslegties jebkurai ta dalai

3)Atsledziet novecojusus un nedrosus VPN mehanismus

4)lzmantojiet daudzfaktoru autentifikacijas mehanismus

5)OPERATIVI uzstadiet labojumus!

6)Monitoréejiet VPN izmantosanu, pievéersiet uzmanibu netipiskiem pieslegumu laikiem un IP
adresem
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Vajas paroles

Neeksistejoss/nepietiekams monitorings

Nav rezerves kopiju

Nav veikta pietiekama piekluves tiesibu nodalisana

Steiga ieviesot jaunus pakalpojumus, bez adekvatu drosibas
risinajumu izveles

Datortikla un taja esoso servisu uzbuves neparzinasana
Nepietiekama programmatiras versiju/atjauninajumu kontrole
un ieviesana



4. Kapec vecas ievainojamibas darhojas?




EERELYA, Interneta iekartas dzivo ilgi!

=

lekartas noveco lenak ka programmatura

Pat loti vecas iekartas spej veikt nepiecieSamos uzdevumus
Jo zemaka OSI Iimeni skatamies — jo senakas iekartas un
protokoli tos uztur

«nelabot pirms saplisis» pieeja

. Velme ietaupit naudu

Sarezgita lielu sistemu migracija
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CERT.Y Neméginiet majas vai darba!!
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Usage: yersinia [-hVGIDd] [-1 logfile] [-c conffile] protocol [protocol options]
-V Program version.
-h This help screen.
-G Graphical mode (GTK).
-1 Interactive mode (ncurses).
-D Daemon mode.
-d Debug.
-1 logfile Select logfile.
-c conffile Select config file.

protocol One of the following: cdp, dhcp, dotlg, dotlx, dtp, hsrp, isl, mpls, stp, vip.

Try 'yersinia protocol -h' to see protocol_options help
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Sifréjosie virusi joprojam aktuali

DDoS atkal ir mode

Dazada veida krapsanas un izspiesanas shemas
Intensivi telefona zvani lai apkraptu banku klientus
Jaunizveidotie internetveikali medz but ar kludam un
ievainojamibam

Darbs no majam rada papildus problemas uznemumu
datortiklu aizsardziba



