CERT.LV
Informacijas tehnologiju
droSibas incidentu

novérsanas institlicija

Datorvirusi un citi apdraudejumi klienta
iekartas

31.10.2019.

Gints Malkalnietis
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INFORMACIJAS DROSIBA
KAITIGS SATURS
KRAPSANA

PAKALPOJUMA PIEEJAMIBA
KOMPROMITETAS IEKARTAS
INFORMACIJAS VAKSANA
IELAUSANAS MEGINAJUMI
LAUNDABIGS KODS

CITS

KONFIGURACIJAS NEPILNIBAS

251

281

350

116

170440

277819

I
100000 1000000
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DORKBOT

C&C SERVER
SPAMER
ZEROACCESS
EXTORTION
RAMNIT
B67-SS-MATSNU
TINBA

PYKSPA
B106-BLADABINDI
B106-FYNLOSKI
B67-SS-RANBYUS
STEALRAT
B67-SS-NYMAIM
GAMUT

BOTNET

MIRAI
BRUTE-FORCE
B67-SS-GAMARUE

CONFICKER

100

1000

10129
10842
13174

10000

17164
20055
21555
26647
27696
27733
32083
34078
37126
54805
4140
86353

100000

118822
120956
261855
284301

, 3874013
1000000 10000000
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OPENXDMCP 173
EXIM-VULN-2019-06-16 241
OPENREDIS 300
OPENNETIS 517
OPENELASTICSEARCH 631
OPENCHARGEN 828
OPENQOTD 1184
OPENNTP 3979
OPENRELAY 4308
ACCESSIBLE-ADB 6200
OPENMONGODB 7200
OPENMEMCACHED 7423
ACCESSIBLE-CISCO-SMART-INSTALL 8334
OPENCWMP 11965
ACCESSIBLE-RSYNC 17430
ACCESSIBLE-AFP 18204
OPENMSSQL 19562
OPENLDAP 39006
OPENIPMI 47440
OPENNATPMP 48920
SSL-FREAK 78911
ACCESSIBLE-UBIQUITI-DISCOVERY-SERVICE 127237
OPENMDNS 162534
OPENIKE 195568
ACCESSIBLEVNC 204220
OPENSMB 220509
OPENNETBIOS 25042
OPENSNMP 26402
OPENPORTMAPPER 408740
OPENNTPVERSION 428711
OPENDNS 468924
OPENTFTP 525737
SSL-POODLE 644838
OPENTELNET 661835
OPENRDP 16994
OPENSSDP 982214
ACCESSIBLE-FTP I 1076774

- 1 10 100 1000 10000 100000 1000000 10000000 -

| | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
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Drosibas problemu celonis nrl.

Interneta daudzas lietas strada «pa vecam»

& Download Results Ll Create Report
TOTAL RESULTS 136.169.50.1
55 Windews xP

Sia Mits Lv

Latvia, Riga
Details

Latvia 55
TOP CITIES
Huldiga 2
Talsi 1 Micaosaft -
¢  Windows Server2003
Olaine 1 . Enterprise Edition
Nakotne 1

Capyright © 1885.3003 Micrasoft Corporation

TOP ORGANIZATIONS

User name: I |

SIA Lattelecom 14
LATNET SERVISS Ltd 7 Password: |
Balticom JSC 4
Log om ko: IBSZ (this computer) j
Bridge Group Business Customers 3
Telia Latvija 514 2

oK I Cancel S DEWT | Cptions <<

TOP OPERATING 5YS

Windows XP 1
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Drosihas problemu celoni

Jauni standarti top uz loti veciem pamatiem

telnet mail.x.gov.lv 25

Trying 10._ . .105...

Connected to mail.x.gov.lv.

Escape character is ']

220 mail.x.gov.lv ESMTP Postfix

helo test

250 mail.x.gov.lv

mail from:<admin@somebody.gov.lv>
250 2.1.0 Ok

rcpt to:<upuris@somebody.gov.lv>
250 2.1.5 Ok

data

354 End data with <CR><LF>.<CR><LF>
Labdien!

Vai vari atvért So saiti? htti://...
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Kapec uzbrukumi ir sekmigi?

Vajas paroles
Neeksistéjoss/nepietiekams monitorings
Nav veikta pietiekama piekluves tiesibu nodalisana

W NRE

Steiga ievieSot jaunus pakalpojumus, bez adekvatu drosibas
risinajumu izveles

v

Datortikla un taja esoso servisu uzbuves neparzinasana

o

Nepietiekama programmatiiras versiju/atjauninajumu kontrole un
ievesana
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«Svarigi» un ‘nesvarigi’ uzbrukumi

1. Automatizeti uzbrukumi un ievainojamibu meklésana notiek
nepartraukti

2. Uznemuma lielums, tirgu dala utt. nekadi neietekme
automatizetus uzbrukumus!

3. Datortikla aizsargsistemam jadarbojas vairakos [imenos

4. Skaidri jasaprot kuri procesi ir KRITISKI svarigi, un jaapzin to
darbibai nepiecieSamo resursu kopu

5. Biznesa procesi ir vairak saistiti ar datorsistemam ka skiet
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Biezaka inficetas -10T — aizmirstas iekartas

e Pec iekartas uzstadisanas ta netiek atjauninata
e Lietotaji pat nezina, ko 1sti pieslegusi internetam!
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Biezaka inficetas -10T — aizmirstas iekartas

e Péc iekartas uzstadiSanas ta netiek atjauninata

e Lietotaji pat nezina, ko 1sti pieslégusi internetam!
v'Videonovérosanas sistémas




CERT.LV

NVR301-04LB-P4 x |+ ‘

D 0O 0B ‘@.g 717 93. ass ﬁ‘ ®» O ‘C‘\ Search » =
T E Please click here to download and install the latest plug-in. Close your browser before installation.

. ]

unv

Usermname

Password

Login | | Reset

1440*9300 is recommended for best image quality.
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= Saraksts ir tuliss = Jisu grozs ir tukss Latvisgu | English |

T

Pyecuiot

PLOKS

Galvens rodukti eiupielades
APSARDZES SISTEMAS Galvenda | Produkti | Lejupiela

| Par kompaniju |

_I{atalogs A Videonowéroganas ... UNIVIEW IP Sistérmas Videoregistratori NVER | Cena: (D hezPVM (©)ar PV
¥ Videonoverofanas Sistemas Videoregistratori NVR
¥ UNIVIEW IP Sistemas _
b IP Bullet Kameras i 1 NVR301-04LB-P4 ~ 2MPix IP NVR 4 kanali/4PoE
» IP Bullet Smart Kameras 4:01"40Mbp5 Ultr3265 HDDX].

» IF Eupola Kameras p
o

» IF Fupola Smart Kameras t

» IF Fisheye Kameras
» IF PTZ Fameras
- » Videoregistratori NVR & Piegjams:

Kods: 008248

Auto Numura Zimes
Atpazitana

> WIFL Kompleki T ! -
% Drukdt Eksportét E Shfit uz e-pastu
—

Cena:

» Sejas atpazisana

» Enkoderi & Dehkoderi J lelikt groza

» VMS Server
l 7 @ Instrukcija }

» Uniview Piederumi

L » PROVISION IP Sistémas
» DAHUA IP Sistémas
» HIKVISION IP SistZmas Apraksts Specifikacija Informacija Lejupielades
» Wi-Fi IP Eameras

» Mednieku Kameras Video 1e€]as un 1zejas Ef

4 ieejas (4 POE) /HDMIx 1, VGA X 1

» Bezvadu IP Sistémas
Audio ieejas un izejas

AHDYTurboHD/ TV CVI

Sistémas -
» Videonovérosanas Kompleliti Video kompresija
p Piederumi Ultra2s6s f H.265 f H.264
" Videonovérozanas Sistémas Datu plasma IN / OUT

Programmatira
Tikla Produlsti

40 /40 Mbit

Maksimala dekodéSana
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<> C @

@ @ https:fiwww shodan io/host/212 93

5] ‘ wes ﬁl & O [C‘\’Search B @G s |

@212.93.

City Adazi
Country Latvia
Organization Latvian Mobile Telephone
ISP Latvian Mobile Telephone
Last Update 2019-05-26T03:20:10.158317

ASN AS524921

% Web Technologies

\& jQuery

A Vulnerabilities

Mote: the device may not be impacted by all of these

ulnerabilities are implied based on the software and

CVE-2014-0117  The mod_proxy module in the Apache HTTP Server 2.4.x before 2.4.10, when a reverse proxy Is enabled, allows remote attackers

to cause a denial of service (child-process crash) via a crafted HTTP Connection header.
CVE-2014-0118 The deflate_in_filter function in mod_deflate.c in the mod_deflate module in the Apache HTTP Server before 2.4.10, when request
body decompression is enabled, allows remote attackers to cause a denial of service (resource consumption) via crafted request
data that decompresses to a much larger size,
CVE-2016-0736  In Apache HTTP Server versions 2.4.0 to 2.4.23, mod_session_crypto was encrypting its datascookie using the configured ciphers
with possibly either CBC or ECB modes of operation (AES256-CBC by default), hence no selectable or builtin authenticated
encryption. This made it vulnerable to padding oracle attacks, particularly with CBC.
CVE-2015-3185  The ap_some_auth_required function in server/request.c in the Apache HTTP Server 2.4.x before 2.4.14 does not consider that a
Require directive may be associated with an authaorization setting rather than an authentication setting, which allows remote
attackers to bypass intended access restrictions in opportunistic circumstances by leveraging the presence of a module that relies
on the 2.2 API behavior.
CVE-2015-3184  mod_authz_svn in Apache Subversion 1.7.x before 1.7.21 and 1.8.x before 1.8.14, when using Apache httpd 2.4.x, does not
properly restrict anonymous access, which allows remote anonymous users to read hidden files via the path name.
CVE-2018-1312  In Apache httpd 2.2.0 to 2.4.29, when generating an HTTP Digest authentication challenge, the nonce sent to prevent reply attacks
was not correctly generated using a pseudo-random seed. In a cluster of servers using a common Digest authentication
configuration, HTTP requests could be replayed across servers by an attacker without detection.
CVE-2016-4975  Possible CRLF injection allowing HTTP response splitting attacks for sites which use mod_userdir. This issue was mitigated by
changes made in 2.4.25 and 2.2.32 which prohibit CR or LF injection into the "Location” or other outbound header key or value.
Fixed in Apache HTTP Server 2.4.25 (Affected 2.4.1-2.4.23). Fixed in Apache HTTP Server 2.2.32 (Affected 2.2.0-2.2.31).
CVE-2016-8612  Apache HTTP Server mod_cluster before version httpd 2.4.23 is vulnerable to an Improper Input Validation in the protocol
parsing logic in the load balancer resulting in a Segmentation Fault in the serving httpd process.

Ports

@ Mapbox © OpenStreetMap Improve this ma)

£= Services

81

tcp

http-simple-new|

https-simple-

new

HTTP/1.1 208 0K

Date: sun, 26 May 2019 03:20:09 GMT
Last-Modified: Fri, 16 Nov 2018 11:19:27 GMT
Etag: "Sbeea7bf.7993"

content-Type: text/html

content-Length: 7993

connection: keep-alive

accept-Ranges: bytes
content-Security-Policy: img-src 'self' data:; default-src 'self' 'unsafe-inline' 'unsafe-eval’
X-Content-Type-options: nosniff
X-Frame-Options: SAMEORIGIN
x-xss-protection: 1; mode=block

HTTP/1.1 208 0K

Date: Fri, 24 May 2819 17:13:35 GMT
Last-Modified: Fri, 16 Nov 2018 11:19:27 GMT
Etag: "Sheea7hf,7993"

content-Type: text/html

content-Length: 7993

connection: keep-alive

accept-Ranges: bytes
content-security-policy: img-src 'self' data:; default-src 'self' 'unsafe-inline' 'unsafe-eval'
X-Content-Type-options: nosniff
X-Frame-Options: SAMEORIGIN
x-xss-protection: 1; mode=block

Apache hﬂpd Version: 2.4.7

HTTP/1.1 208 DK

pate: sat, ©4 May 2019 11:12:32 GMT
server: Apache/z.4.7 (ubuntu)
content-Length: 398

content-Type: text/html;charset=IS0-8859-1

=<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN"=
<html=

<head=

=title=Index of /</title=
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Biezaka inficetas -10T — aizmirstas iekartas

e Péc iekartas uzstadiSanas ta netiek atjauninata

e Lietotaji pat nezina, ko 1sti pieslégusi internetam!
v'Videonovérosanas sistemas

v Satelituztvereji
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Open

A

TeneengeHue

Paauo kKaHansl

TB MyneTh EPG
KOHTPONL FPOMKOCTH

IpoMKOCTL:

YnpaeneHue

Ynpaenenwne
nUTaHKeM

CaenaTk CKpWHLWIOT
OTnpaeuTe coobweHue

Talimepsl

MNyneT

WudopMaunna

WHpopMaums o
pecueepe

O nnaruHe
Ctpum

3anucu
nepeiTn nepeq
CTPHUMOM

dononHuTenesHo -

Hactpoikmn
Pepaxktop OykeToB

Monck EPG

30 - 14:00 WHTEPHbI (16+)

OTKpbITEIA B36 MHTepdelic ANA NMHYKC-pecUBEpPOB

_ TeKYLLlMﬁ o

3

o o0Qo oo oOeEooNo D

npoaaﬁﬂepbl A i - _

HD

HTB+
Viasat
Latvija

Kino

Sport
Anime
Dokumental
Muzika
Novosti

XXX

Favourites (TV)
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rnaBHbIA

Nudopmauma o pecuse
TenesngeHue

Paguo KaHansl

TB MyneTh EPG
KoHTpons rpOMKOCTH

FpoMKOCTL: 75

@)

YnpaeneHue

Ynpaenexnuwe
nUTaHueMm

CaenaTs CKPUHLWOT

OTNpaenTh coolLeHWe

TalAMepsi fosii:
Bpena: Vu+
Yuncer: 7362
Bepcwa dpoHTNpoUeccopa: 0
Hudopmaumnn - Bcero namMaTu: 315376 kB
WHdopMauma o CeofoaHan NaMATe: 222680 kB
pecusepe | Bpems paboTel pecueepa: 10d 1:22 |
CucTema OE: 3.0
CTpumM ~ MNporpamMHoe ofecnedyeqHne: BlackHole
Bepcua MNo: 3.0.2.0
Sanucu Nata gpaiisepos: N/A
nepeiiTu nepen Bepcua aapa: 3.13.5
CTPUMOM | Bepcwa GUI: 2016-05-23-master |
| TioHepA: BCM7362 DVB-S52 NIM (internal) (DVB-52) |
Hacrpoiiku CeTeBoi wHTepdheiic: etho
PepaxkTop GykeToB DHCP: True
IP appec: 84.237.177.28/22
MNounck EPG -~ Macka noaceTu: 255.255.252.0
Linwo3: 84.237.176.1
MAC agpec: 00:1d:ec:0d:ab:eb
| IPv6 appec(a): Huyero/IPv4-TonbKo ceTh

A Nouck
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Biezaka inficetas -10T — aizmirstas iekartas

e Péc iekartas uzstadiSanas ta netiek atjauninata

e Lietotaji pat nezina, ko 1sti pieslégusi internetam!
v'Videonovérosanas sistemas

v Satelituztvereji
v'Tikla datu glabatavas
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Biezaka inficetas -10T — aizmirstas iekartas

e Péc iekartas uzstadiSanas ta netiek atjauninata
e Lietotaji pat nezina, ko 1sti pieslégusi internetam!
v'Videonovérosanas sistemas

v Satelituztvereji
v'Tikla datu glabatavas
v’ Multimedia servers
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€ 2> C @212

& Icecast2 Status

Administration Server Status Version

Support icecast development at www.icecast.org




CERT.LV

& C @ 212. 4:8000/server_version.xsl

Server Information

Administration Server Status \ersion

Server Information

Location Earth

Admin icemaster@localhost
Host localhost

Version Icecast 2.4.3
Download

Subversion icecast.org/svn.php
Documentation icecast.org/docs.php

Community icecast.org/community.php
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6

C | & Drodi | httpsy//lgtm.com/blog/ficecast_snprintf CVE-2018-18820 r m 4, O]

Jlog Help Query console Community

The problem with snprintf: a vulnerability in
Icecast (CVE-2018-18820)

| spotted a vulnerability in Icecast, the open source streaming media server maintained by the Xiph.org Foundation.
Attackers could craft HTTP headers that would overwrite the server's stack contents, leading to remote code execution.

Since lcecast is commonly used to host internet radio stations, a motivated attacker could potentially take a station off air.

Icecast servers running versions 2.4.0 to 2.4.3 and using URL authentication are affected, and should be upgraded to

version 2.4.4 as soon as possible.

The vulnerability has been assigned the identifier CVE-2018-18820.

snprintf: a safer version of sprintf?

At this point, it's well known that sprintf is unsafe, since it provides no protection against buffer overflow. It's not
unusual to see documentation that points users to snprintf as a safer version, since it will truncate the output if the

buffer is too small. But what people often don't realize is that, when it truncates, snprintT does not return the number of
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Biezaka inficetas -10T — aizmirstas iekartas

e Péc iekartas uzstadiSanas ta netiek atjauninata
e Lietotaji pat nezina, ko 1sti pieslégusi internetam!
v'Videonovérosanas sistemas

v Satelituztvereji
v'Tikla datu glabatavas
v’ Multimedia servers
v Marsrutétaji
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' > 0O ‘G}&' 212.03. 1}| d O |QSear|:h | B @Ds & »

\k-'—' I -
Mikror 1k

¥ou have connected to a router. Administrative access only. If this device is not in your possession, please contact your local
network administrator.

RouterOS v6.29.1

WebFig Login:
Login: |admin ‘ Login

Password: | ‘

SAm

Winbox Telnet Graphs License

© mikrotik
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Mikrotik » Routeros : Security Vulnerabilities Published In 2018

2018 : January February March April May June July August September October MNovember December CVSS Scores GreaterThan: 0 1 2 3 4 5 6 7 8 9
Sort Results By : CVE NMumber Descending CWE Mumber Ascending CWSS Score Descending MNumber Of Exploits Descending

Copy Results Dewnlead Results

# CVEID CWEID # of Exploits Vulnerability Type(s) Publish Date Update Date Score Gained Access Access Complexity Authentication
Level
1 CVE-2018-14847 287 Dir. Trav. 2018-08-02 2018-11-16 5.0 Mone Remote Low Not required
MikroTik RouterOS through 6.42 allows unauthenticated remote attackers to read arbitrary files and remote authenticated attackers to write arbitrary files due to a directory travers:
interface.
2 CVE-2018-7445 11 Exec Code Overflow 2018-03-19 2018-04-24 [N None Remote Low Not required (

A buffer overflow was found in the MikroTik Router0s SMB service when processing NetBIOS session request messages. Remote attackers with access to the service can exploit this
execution on the system. The overflow cccurs before authentication takes place, so it is possible for an unauthenticated remote attacker to exploit it. All architectures and all devices
6.41.3/6.42rc27 are vulnerable.

3 CVE-2018-1159 119 Overflow Mem. Corr. 2018-08-23 2018-10-12 4.0 Mone Remote Low Single system
Mikrotik RouterOS before 6.42.7 and 6.40.9 is vulnerable to a memory corruption vulnerability. An authenticated remote attacker can crash the HTTP server by rapidly authenticating
4 CVE-2018-1158 400 2018-08-23 2018-10-12 4.0 Mone Remote Low Single system
Mikrotik RouterOS before 6.42.7 and 6.40.9 is vulnerable to a stack exhaustion vulnerability. An authenticated remete attacker can crash the HTTP server via recursive parsing of 15
5 CVE-2018-1157 400 2018-08-23 2018-11-23 6.8 MNone Remote Low Single system

Mikrotik RouterOS before 6.42.7 and 6.40.9 is vulnerable to a memory exhaustion vulnerability. An authenticated remote attacker can crash the HTTP server and in some circumstar
HTTP POST request.

6 CVE-2018-1156 11 Exec Code Overflow 2018-08-23 2018-11-23 - None Remote Low Single system (

Mikrotik RouterOS before 6.42.7 and 6.40.9 is vulnerable to stack buffer overflow through the license upgrade interface. This vulnerability could theoretically allow a remote authent
code on the system.

Total number of vulnerabilities : & Page : 1 (This Page)
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Default Router Settings

From Dan's Tools

~ Web Dev

~ Conversion

Find your device's default username, password, and ip address. We have information for various modems, routers, and ip cameras. Just select

the brand of your device:
0-9

1stbuyer
3Com
3WARE
8devices

@

@Road

A

A-Link

Abit

ABS
ACCELERATED NETWORKS
ACD

ACON

ACTi

Adapter Technology Co. Ltd.
ADC KENTROX
Addon
ADLINK
Adtech
Advantech
AeroGarden
Aethra

Agere

AHOKU
AIRETOS
Airlink 107
AirLinkWiFi.net
Aironet

AirTies

Airway
Aladdin

100Fio Networks
2Wire

3G0

4G Systems
Blevel

A.C. Ryan
AboCom
ACA-Digital
ACCONET

Aceex

Acorp

Action Star
ADATA
AdComplete.com
Addtron

Adobe

Adtran
Advantek
Aerchive

Aethra Starvoice
AGK Nordic

AIN Communications
Airgo

Airlink+

AirLive
AirRouter
Airtight

AKE

ALAXALA

11Wave
360
3JTech
4Home

ABB

Above Cable

ACC

Accton

Acelink

Acrowave Systems
Actiontec

ADB

Adeon Telemetry
ADI Engineering
ADP

Advanced
Advantek Networks
Aeromax
Afoundry

AGPtek

AIRAYA

AirLAN

Airlink101
AirMagnet
Airsonics

AirTight Networks
AKiTio

Alcatel

TNet1
3BB
3M
dipnet

Abicom
AboveCable
Accelerated
ACCTON T-ONLINE
Acer

ACT
Adaptec
ADC
Addlogix
ADIC

ADT
Advanced-X
AdvanWISE
AeroScout
Agasio
Ahead
Airespace
AirLink
AirLinkWiFi
Airnet
Airspan
AirVast

AL Tech
Alcatel Lucent

v Encode/Decoders
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1. Neparastas darbibas datortikla

* levainojamibu mekléSana apkartéjos datortikla segmentos
 Palielinats SMPT trafiks (méstules)

e Méginajumi minét POP3/IMAP paroles

 Masveida RDP piesléegumu meéginajumi
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2. Neraksturigi servisi

o Aktivi HTTP/Socks Proxy
 Open Relay SMTP
 Open DNS resolver

* Pieejams RDP uz nestandarta portiem
e Aktivi VPN servisi
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3. Neparasta datu plusma

e Palielinats SSH, Telnet trafiks
e |PV6 trafiks ar nezinamu izcelsmi

* Lielaizejoso UDP datu plusma
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' > 0O ‘G}&' 212.03. 1}| d O |QSear|:h | B @Ds & »

\k-'—' I -
Mikror 1k

¥ou have connected to a router. Administrative access only. If this device is not in your possession, please contact your local
network administrator.

RouterOS v6.29.1

WebFig Login:
Login: |admin ‘ Login

Password: | ‘

SAm

Winbox Telnet Graphs License

© mikrotik
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Device configuration using web application

The GWR-HS Router's web—based utility allows you to set up the Router and perform advanced
configuration and troubleshooting. This chapter will explain all of the functions in this utility.

For local access to the GWR-HS Router's web—based utility, launch your web browser, and enter the
Router's default IP address, 192.168.1.1, in the address field. A login screen prompts you for your User name and
Password. Default administration credentials are admin/admin.

If you want to use web interface for router administration please enter IP address of router into web
browser. Please disable Proxy server in web browser before proceed.

EYWR ROUTER=CONFIGURATIGN CONSELE

Login

Username |

Fassword |

Copyright @ 2002 Gansko. Al righes teseryed,
i £

Figure 8 — User authentication

After successfully finished process of authentication of Username/Password you can access Main Configuration
Menu.

You can set all parameters of the GWR-HS Router using web application. All functionalities and parameters
are organized within few main tabs (windows).
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Uzlauzts marsrutretajs

1 S nmap 212.93.

2

2 Starting Nmap 6.40 ( http://nmap.org ) at 2019%-05-29% 14:11 EEST
4 Nmap scan report for 212.93.

5 Host is up (0.032s latency).

© Not shown: 993 closed ports

7 PORT STATE SERVICE

8 21/tcp open ftp

9 22/tcp open ssh
10 23/tcp open telnet
11 B80/tcp open http
12 1723/tcp open pptp
132 2000/tcp open cisco-sccp
14 B82%1/tcp open unknown
15
1é Nmap done: 1 IP address (1 host up) scanned in 0.9%4 seconds
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Uzlauzts marsrutretajs

1 5 nmap 212.93.

2

2 Starting Nmap €.40 ( http://nmap.org ) at 2015-05-25% 14:54 EEST
4 HNmap scan report for 212.934

5 Host is up (0.036s latency).

© Not shown: %92 closed ports

7 PORT STATE SEEVICE

5 22/tcp open ssh

9 53/tcp open domain

10 80/tcp open http

11 1723/tcp open pPRLp

12 2000/tcp open Cisco-scCp

13 3389/tcp open ms-wbht-server

14 8081/tcp open blackice-icecap

15 8291/tcp filtered unknown

16

17 Nmap done: 1 IP address (1 host up) scanned in 1.52 seconds
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1 5 nmap 5.188.
. 2]
3 Starting Nmap 6.40 ( http://nmap.org ) at 2019%-05-31 13:15 EEST
c&c Serverls 4 Nmap scan report for hostby.chan

5 Host is up (0.068s latency).

& Not shown: 928 closed ports

7  PORT STATE SERVICE

8 25/tcp filtered smtp

S 111/tcp open rpcbhind

10 338%/tcp open ms-wht-server
11 10000/tcp open snet-sensor-mgmt
12 10001/tcp open scp-config

13 10002/tcp open documentum

14 10003/tcp open documentum s
15 10004/tcp open emcrmirccd

16 10009/tcp open swdtp-sv

17 10010/tcp open rxapi

18 10012/tcp open unknown

1% 10024/tcp open unknown
20 10025/tcp open unknown
21 10082/tcp open amandaidx
22 10180/tcp open unknown
23 10215/tcp open unknown
24 10243/tcp open unknown
25 10566/tcp open unknown
26 10ele/tcp open unknown

7 106l17/tcp open unknown
28 10e2l/tcp open unknown
25 10e26/tcp open unknown

30 10628/tcp open unknown
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Komunikacijas tipi

e P2P sazina — Telnet, SSH, HTTP
e Sazina ar C&C - HTTP, FTP, Remote dektop, SSH
e |PV6 datu plusma, izmantojot standarta protokolus
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tcp

206 0 0 ::ffff:212.3.% . %:23 :ffff:212.3.175.209:60088 TIME WAIT -
207 tcp 0 0 ::ffff:212.3.% . %:23 :ffff:212.3.169.25:55325 TIME WAIT -
208 tcp 0 0 ::ffff:212.3.% %:23 (:ffff:212.3.167.35:37762 TIME WAIT -
209 tcp 0 0 ::ffff:212.3.% %:23 (:ffff:212.3.167.35:377168 TIME WAIT -
210 tcp 0 0 ::ffff:212.3.% . %:23 :ffff:212.3.169.25:55002 TIME WAIT -
211 tcp 0 0 ::ffff:212.3.% %:23 :ffff:212.3.169.25:55150 TIME WAIT -
212 tcp 0 0 ::ffff:212.3.% . %:23 :ffff:212.3.175.209:60117 TIME WAIT -
213 tcp 0 0 ::ffff:212.3.% . %:23 :ffff:212.3.175.209:60124 TIME WAIT -
214 tcp 0 0 ::ffff:212.3.%.%:23 :ffff:1689.110.130.156:39542 TIME WAIT -
215 tcp 0 0 ::ffff:212.3.%.%:23 :ffff:169.110.130.156:39545 TIME WAIT -
216 tcp 0 0 ::ffff:212.3.% . %:23 (:ffff:212.3.169.25:55249% TIME WAIT -
217 tcp 0 0 ::ffff:212.3.%,.%:23 ::ffff:212.3.167.35:368166 ESTABLISHED -
218 tcp 0 0 ::ffff:212.3.%.%:23 :ffff:212.3.175.209:59938 TIME WAIT -
219 tcp 0 0 ::ffff:212.3.%.%:23 :ffff:212.3.175.209:59764 TIME WAIT -
220 tcp 0 0 ::ffff:212.3.% %:23 ::ffff:212.3.167.35:36023 TIME WAIT -
221 tcp 0 0 ::ffff:212.3.%.%:23 ::ffff:212.3.1659.25:55170 TIME WAIT -
222 tcp 0 20 »:ffff:212.3.%.%:23 :ffff:186.110.130.156:39545 FIN_HAITl -
223 tcp 0 0 ::ffff:212.3.% . %:23 :ffff:212.3.175.209:60002 TIME WAIT -
224 tcp 0 0 ::ffff:212.3.% %:23 ::ffff:212.3.167.35:36068 TIME WAIT -
225 tcp 0 0 ::ffff:212.3.% %:23 :ffff:212.3.167.35:378088 TIME WAIT -
226 tcp 0 0 ::ffff:212.3.% . %:23 :ffff:212.3.175.209:59671 TIME WAIT -
227 tcp 0 0 ::ffff:212.3.% %:23 :ffff:212.3.169.25:5507% TIME WAIT -
228 tcp 0 0 ::ffff:212.3.% . %:23 :ffff:212.3.169.25:55224 TIME WAIT -
229 tcp 0 0 ::ffff:212.3.% . %:23 :ffff:212.3.167.35:36063 TIME WAIT -
230 tcp 0 0 ::ffff:212.3.%.%:23 ::ffff:212.3.175.209:59841 TIME _WAIT -
231 tcp 0 0 ::ffff:212.3.%.%:23 ::ffff:189.110.130.156:39547 TIME _WAIT -
232 tcp 0 0 ::ffff:212.3.%.%:23 ::ffff:212.3.167.35:3791¢6 TIME_HAIT -
233 tcp 0 0 ::ffff:212.3.%.%:23 :ffff:212.3.175.209:59919 TIME WAIT -
234 tcp 0 0 ::ffff:212.3.% %:23 :ffff:212.3.169.25:55350 ESTABLISHED -
235 tcp 0 2 rxffff:212.3.% .%:23 1 ffff:212.3.175.205:60135 ESTABLISHED -
236 tcp 0 0 ::ffff:212.3.% . %:23 :ffff:212.3.169.25:55293 TIME WAIT -
237 tcp 0 0 c:ffff:212.3.%.%:23 :ffff:189.110.130.156:35544 TIME WAIT -
238 tcp 0 0 c:ffff:212.3.%.%:23 [ ffff:212.3.167.35:37876 TIME WAIT -
239 tcp 0 0 c:ffff:212.3.%.%:23 [ffff:212.3.167.35:3773% TIME WAIT -
240 tcp 0 0 c:ffff:212.3.%.%:23 [ffff:212.3.175.208:5%%04 TIME WATIT -
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122
122
135573
135523
157534
;37175
:deed2
;42771
;60431
;47860
=22
122
122
;441010
122
;440110
122
122
122
122
137165
155337
1445932
;50324
135798
1353861
133843
122
122
;58328

62.112.11.79:47758
5.156.86.2059:54243
35.186.213.136:443
35.166.213.135:443
213.180.147.146:25
67.250.250.242:80
64.233.165.108:983
154.56.7.86:443
212.93.97.104:80
222.181.53.130:22
185.220.221.222:65072
€2.112.11.223:7550
62.112.11.9:454¢62
205.185.2068.142:443
5.188.86.167:33970
154.56.7.86:443
62.112.11.222:9176
5.1586.87.54:4542¢
5.188.86.202:60768
1565.2465.103.136:35065
87.250.250.242:80
123.156.8.180:22
23.61.214.64:443
31.13.72.53:443
35.186.213.136:443
35.166.213.135:443
186.62.8.13:22
1565.246.103.178:625958
212.8.248.194:55148
212.93.57.104:443

ESTABLISHED
ESTABLISHED
CLOSE_WAIT
CLOSE_WAIT
TIME WAIT
TIME WAIT
CLOSE_WAIT
ESTABLISHED
ESTABLISHED
SYN SENT
ESTABLISHED
ESTABLISHED
ESTABLISHED
CLOSE_WAIT
ESTABLISHED
CLOSE_WAIT
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
TIME WAIT
SYN SENT
FIN WAIT1
CLOSE_WAIT
CLOSE_WAIT
CLOSE_WAIT
SYN SENT
ESTABLISHED
ESTABLISHED
TIME WAIT
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Sifrejosie izspiedejvirusi - ielausandas

Uznemumi nepietiekmi kontrole attalinatu piekluvi saviem
datiem

e RDP piekluve sensitivajiem datiem (NE GDPR izpratné!) — gramatvedibai un
noliktavam

e Bez vajadzibas uzstaditi TeamViewer utt. riki

e Netiek izmantota NEKADA attalinata piesléguma aizsardziba (VPN utt.)
* Netiek veikta piekluves méginajumu auditésana un kontrole

e Parole nav pietiekami drosa

* Piekluve tikla nodrosina parak lielas tiesibas taja

e RDP uz nestandarta porta nepalielina drosibul!
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Mestulu izsutisana

Mestulu izsutisana var radit ilglaicigas sekas!

e Traucéta normala e-pasta plisma, parslogoti serveri

e |P adreses nonaksana melnajos sarakstos

e «reputacijas» pasliktinasanas e-pasta apstrades platformas
e Aizkavéta un «pazudusi» biznesa sarakste

e Apdraud visu IPS vai apakstiklu, dazi filtri bloke vismaz /24
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DDOS amplifier

Pieejama iekarta var, un tiks iesaistita DDOS uzbrukumos!

e Laiizmantotu iekartu DOS uzbrukumiem ta nav «jauzlauz»

* Ne visas iekartas lietotajs var atslegt problematiskos servisus

KlGdas pievienojot jaunas iekartas (LAN/WAN, ugunsmuris)

DDOS uzbrukums var sakties peksni un ievérojami parslogot datortiklu

Ja iekséja tikla ir daudz kompromitétu iekartu nepietiks ar ienakosas datu
plusmas ierobezosanu!
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Mikrotik Coinhive infekcija

e |zmanto Winbox ievainojamibu (publiski zinama no 24.04.2018.)
e |zveido SOCKS proxy servisu, tam iespéjams piek|ut ari no interneta

e Pievieno Coinhive kriptovalutas generacijas skriptu visam, vai ari tikai kludainajam interneta
vietném, kas apmeklétas caur So proxy

e Praktiski nemanama marsrutétaja lietotajam

» Saglabajas ari péc marsrutétaja programmnodrosSinajuma atjauninasanas, ja netiek apzinati
nonemta

e Latvija konstatéts ~1000 iekartam
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Tendences

 Sifréjosie virusi joprojam aktuali

e RDP ir nopietns drauds

e DDoS atkal ir mode

e Dazada veida krapsanas un izspiesanas shémas

e Marsrutizétaju ievainojamibas

 |oT un mobilo iekartu launaturas daudzums palielinas
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