CERT.LV
Informéacijas tehnologiju
droSibas incidentu

novérsanas institiicija

Attalinato pieslegumu drosiba

Gints Malkalnietis 06.12.2018
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Biezak attalinati lietotie servisi

* RDP — Windows Remote Desktop
* VPN, dazadas versijas

* SQL server, dazadas versijas

* TeamViewer

* SSH

* IPMI

- SMB

* loT, dazadi protokoli
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RDP Scan
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MySQL Scan
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PostgreSQL Scan
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SSH Scan
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System_4 Number of events: 58 745

Level
(@ Information
€1 Information

Date and Time
2018.08.16. 2:57:31
2018.08.16. 2:57:18

Source
TerminalServices-RemoteConnectionManager

TerminalServices-RemoteConnectionManager

Event ID
1012

Task Categon
None

(@ Information 2018.08.16. 2:57:05 TerminalServices-RemoteConnectionManager 1012 None
(@ Information 2018.08.16. 2:56:52 TerminalServices-RemoteConnectionManager 1012 None
(@ Information 2018.08.16. 2:56:39 TerminalServices-RemoteConnectionManager 1012 None
(@ Information 2018.08.16. 2:56:25 TerminalServices-RemoteConnectionManager 1012 None
(@ Information 2018.08.16. 2:56:12 TerminalServices-RemoteConnectionManager 1012 None
(@ Information 2018.08.16. 2:55:59 TerminalServices-RemoteConnectionManager 1012 None
(@ Information 2018.08.16. 2:55:46 TerminalServices-RemoteConnectionManager 1012 None
(@ Information 2018.08.16. 2:55:33 TerminalServices-RemoteConnectionManager 1012 None
(@ Information 2018.08.16. 2:55:20 TerminalServices-RemoteConnectionManager 1012 None
(D Information 2018.08.16. 2:55:07 TerminalServices-RemoteConnectionManager 1012 None
(@ Information 2018.08.16. 2:54:54 TerminalServices-RemoteConnectionManager 1012 None
(@ Information 2018.08.16. 2:54:41 TerminalServices-RemoteConnectionManager 1012 None
(@ Information 2018.08.16. 2:54:28 TerminalServices-RemoteConnectionManager 1012 None
(@ Information 2018.08.16. 2:54:14 TerminalServices-RemoteConnectionManager 1012 None
(@) Information 2018.08.16. 2:54:01 TerminalServices-RemoteConnectionManager 1012 None
(@ Information 2018.08.16. 2:53:48 TerminalServices-RemoteConnectionManager 1012 None
(D Information 2018.08.16. 2:53:34 TerminalServices-RemoteConnectionManager 1012 None
(@ Information 2018.08.16. 2:53:21 TerminalServices-RemoteConnectionManager 1012 None
(@ Information 2018.08.16. 2:53:08 TerminalServices-RemoteConnectionManager 1012 None
(@ Information 2018.08.16. 2:52:54 TerminalServices-RemoteConnectionManager 1012 None

<|

I

Event 1012, TerminalServices-RemoteConnectionManager
General | Details

Remote session from client name a exceeded the maximum allowed failed logon attempts. The session was forcibly terminated.

Log Name: System
Source: TerminalServices-Rem: Logged: 2018.08.16. 2:57:18
Event ID: 1012 Task Category: None

Level: Information Keywords: Classic
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RDP - zak uzlauztais

vishie

1. Visbiezak tiek izmantots attalinata darba veikSanai, saglabajot pilnu

darbstacijas funkcionalitati
2. lecienits gramatvezu, projektétaju un uznémuma vadibas lietotaju vidu

3. Pats RDP seviss ir kvalitativi programmeéts, tam registrétas tikai 2 publiski
zinamas ievainojamibas, kaitigaka no tam — CVE-2013-1296

4. Visas problémas rodas del nedrosam parolém, un nedrosas severa
konfiguracijas!
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RDP - vishiezak uzlauztais

- mimikatz
NLBrute
=| |_HOW_RECOVERY_FILES_!.txt
D levil_32.exe.[evil@cock.lu].EVIL
D 'PortScan.exe.[evil@cock.lu].EVIL
D RDP.Ink.[evil@cock.lu].EVIL
D 300 times.bat.[evil@cock.lu].EVIL
E] diskmgmt.msc.[evil@cock.lu].EVIL
D gmer.exe.[evil@cock.lu].EVIL
D NetworkShare_pre2.exe.[evil@cock.lu].EVIL
' ouibdt.[evil@cock.lu].EVIL
D PCHunter32.exe.[evil@cock.lu].EVIL
D PCHunterb4.exe.[evil@cock.lu].EVIL
D ProcessHackerb4.exe.[evil@cock.lu].EVIL
| ] zbat.[evil@cock.lu].EVIL

21.10.2018 19:09
21.10.2018 19:09
21.10.2018 19:09
21.10.2018 19:09
21.10.2018 19:09
21.10.2018 19:09
21.10.2018 19:09
21.10.2018 19:09
21.10.2018 19:09
21.10.2018 19:09
21.10.2018 19:09
21.10.2018 19:09
21.10.2018 19:09
21.10.2018 19:09
21.10.2018 19:09

File folder
File folder
Text Document
EVIL File
EVIL File
EVIL File
EVIL File
EVIL File
EVIL File
EVIL File
EVIL File
EVIL File
EVIL File
EVIL File
EVIL File

2 KB

211 KB
925 KB
14 KB
1KB

48 KB
373 KB
126 KB
3744 KB
7397 KB
10 348 KB
1681 KB
3KB
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Ko tikla redz lietotajs

Metwork View

@@ b @ Gi > Network » +y " Search Network

¢ Favorites — 4 Computer (2)

B Desktop  Br— -
8 Downloads ‘*/ ENGPC32 w CORPC12

=] Recent places

4 Libraries
@ Documents
J‘ Music
=/ Pictures
™ Videos

. Computer
&, Local Disk {C3)
» RECOVERY (D})

2 items
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1 solis —parolu izveide

* Cilveki lieto nedrosas paroles!

* Ar parolem aizsagato kontu ir parak daudz, tapec:
* |zmanto isas paroles
* Izmanto paroles, kas ir viegli uzminamas
* Izmanto vienu paroli vairakiem resursiem

* Nelieto papildus autentifikacijas rikus, pat ja tie pieejami
* SW kodu generatori (Google autentifikators utt.)
e Autentifikacijas aplikacijas (Smart ID utt.)
e SMS kodi

* Paroles garums ir kritiski svarigs!
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2 solis -parolu glabasana

* Paroles vienmeér jaglaba sifreta veida!

* lesakam izmantot parolu glabasanas programmas

* KeePass, Last pass, 1 pass utt

* Pieejamas dazadam OS

* lepéjams automatiski aizpildit parolu laukus — turklat, programma parbauda ievada lauka
adresi un SSL sertifikatu

* Viegli izmantot paroles ar 20+ simboliem

* Lielaku drosibu nodrosina HW parolu glabasanas iekartas
* Fast IDentity Online (FIDO2), Universal 2nd-factor authentication (U2F) protokoli

* Yubikey, Google Titan utt.
* Neaizpilda paroles nezinamas lapas
* Tiek izstradati standarti, lai atteiktos no paroles vispar!
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3

solis - VPN

* lesakam visu arejo piekluvi uzneémuma tiklam organizet tikai caur VPN
servisu

* Atkariba no tikla uzbuves un pieejamajam iekartam, VPN piekluvi var
organizet dazados punktos:
* Marsrutetajs ienakosaja interneta savienojuma (Mikrotik, TPLINK utt.)
» Specializéta iekarta (Cisco ASA, Zyxel Zywall)
* Microsoft RAS
* Dazadas citas programmas (OpenVPN utt.)

* Lielaku drosibu nodrosina iekartas kas atbalsta vairak, ka tikai paroli, lai
nodrosinatu VPN aizsardzibu

e X.509 sertifikati
* Kodu generatori
 U2F
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4 solis -tikla segmentacija

* |zplatitakie protokoli — IPsec un SSL bazeti VPN

* SSL VPN ir mazak izplatiti, bet darbojas no jebkura interneta
savienojuma, kam ir atlauti TCP 443 SSL dati

* VPN savienojumiem ieteicams izveidot atsevisku tikla segmentu, ar

W == @ ==

dalam. Sadalisanu var veikt VLAN, Windows domeéna tiesibu, un
citos limenos.

* leteicams maksimali ierobezot piekluvi iekséjam tiklam, atlaujot
tikai nepiecieSamos servisus un aplikacijas, nevis pilnu piekluvi.
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Serviss uz nestandarta porta nav aizsardziba!

* leintereseti uzbruceji parbaudis visus pieejamos portus

e Regulari japarbauda, ka uznemuma IP adresu apgabals izskatas
no interneta, vai nav jauni servisi, atverti porti utt.

* Neuzticieties kases sistemu, videonovéerosnas iekartu utt.
pakalpojumu ievieséju pieprasitajam tikla konfiguracijas
izmainam. Vini doma tikai lai atrak pabeigtu savu darbu un viss
stradatu. Par drosibu jadoma pasiem!

 Jaunus servisus ieviesot, nesalauziet aizsardzibu vecajiem!
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1. X E yads ! ] Developer Pricing Enterprise Access

*% Images W Share Search & Download Results Ll Create Report

TOTAL RESULTS 136.169.50.1
55 Windéws XP B

Sia Mits Lv
TOPCOUNTRES = Latvia, Riga

Details

Latvia 55

TOP CITIES

Kuldiga 2

Talsi 1 Ll g

1 s . Windows Server2003
. Enterprise on

Nakotne 1

Copyright © 1885-2003 Microsoff Corparation

TOP ORGANIZATIONS

User name: I |
SIA Lattelecom 14

LATNET SERVISS Ltd. Password: I

Balti Jsc
alticom Log on to: |E=52 {this computer) ;I

Bridge Group Business Customers

LSRR |

Telia Latvija SIA

TOP OPERATING SYSTEMS ok | cencel | churooun. | options <<

Windows XP 1
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*% Exploits *% Maps *% Images % Share Search & Download Results

B 213.175.122..
2 201 Telia Latvija Customers & SSL Certificate Remote Desktop Protocol
! - atvia Issued By: W\ x@3\ x00, x00\, x0 b\ x0 6" xdd ', x00 " x00 4, x1 24\, x00
Details |- Common Name:

v122 kiosklocal
Issued To:
|- Common Name:

kioskpclv122 kiosk.local

Supported SSL Versions
TLSv1, TLSv1.1, TLSv1.2

Diffie-Hellman Parameters

Latvia 2,201
Fingerprint: RFC2400/0akley Group
2
Riga 899
Daugavpils 30 1825.176.221
Ventspils 16
Jelgava 16 ud Ltd.
Tukums 15 == Latvia
Details
SIA Lattelecom 447
Layer& Networks 197
Telia Latvija Customers 79
Telia Latvija SIA 66
Makonix SIA 50
Windows XP 4
Windows 7 or 8 2

Administrator

Fassv.ford
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OpenRDP
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MSSQL no gramatvedes datora — nevajag to izlikt
publiski!

SHODAN MSSQL country:"LV" Q A oW 5 ! 5 Developer Pricing Enterprise A

%% Exploits % Maps % Share Search & Download Results Ll Create Report
TOTAL RESULTS 91.105.11¢.
31 SIA Lattelecom
- Latvia, Riga
TOP COUNTRIES Details
vServerName ;HIPS-1;InstanceName; JUMIS7,;IsClustered;No;Version; 10.50.2500.0; tcp; 49873, np; \\HIPS-1\pipe\MSSQL$JUMIS7\sql\query; ;ServerName;HIPS-1; InstanceName;MSSMLBIZ; IsC1l
& 10.0.5500.0; tcp;5356;np; \\HIPS-1\pipe\MSSQL$MSSMLBIZ \sql\query; ;ServerName;HIPS-1;InstanceName;HIPSW; IsClu. ..
87.110.23
SIA Lattelecom }ServerName; SERVER; InstanceName; JUMIS7; IsClustered;No;Version; 10.50.2500.@; tcp;49781; np; \\SERVER\pipe\MSSQL$IJUMIS7\sql\query; ;
Latviz i == Latvia, Riga
Details
TOP CITIES
Riga 12
46.
Jelgava 2 »
Verdenil y SIA Lattelecom uServerName;PC; InstanceName; JUMIS7; IsClustered;No;Version;10.50.2500.0; tcp; 64908; np; \\PC\pipe\MSSQL$JUMIST\sql\query; ;
spils
Kuldiga 1 = Latvia
Jurmala 1 Details
TOP SERVICES 87.110.242
MS-SQL Monitor 10 SIA Lattelecom rServerName;KOTO; InstanceName; JUMIS; IsClustered;No;Version;8.00.194; tcp; 1041; np; \\KOTO\pipe\MSSQL$IUMIS \sql\query;;
NetBIOS 1 == Latvia
Details
ANIZATIONS
SIA Lattelecom 14 62-85-&
Sia Nano IT 2 SIA Lattelec qServerName;DHP; InstanceName; JUMIS; IsClustered;No;Version;8.00.194; tcp;49887; np; \\DHP\pipe\MSSQL$JUMIS\sql\query; ;
SIA Digitalas Ekonomikas Attistibas Ce... 2 - oiia
—
Mobile Services Latvia 2 Details
LATNET SERVISS Ltd. 2
84.15.209.
! - }ServerName;SERVER; InstanceName; JUMIS7; IsClustered;No;Version;10.50.2500.0; tcp;49288; np; \\SERVER\pipe\MSSQL$JUMIST \sql\query; ;
Microsoft SQL Server 28 Bite Latvija
= Latvia

Details
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MSSQL - nevajag to izlikt publiski!

 MSSQL versija var but novecojusi, un saturet zinamas ievainojamibas

Microsoft SQL Server 2008 R2 (SP1) - 10.50.2500.0 (Intel X86)
Jun 17 2011 00:57:23
Copyright (c) Microsoft Corporation
Express Edition on Windows NT 6.2 <X64> (Build 9200: ) (WOWé64)
* DB SA konta parole var tikt uzmineta
* Arielegtu Mixed Mode Authentication SA kontam var but sistemas
administratora tiesibas
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M

ikrotik Coinhive infekcija

* [zmanto Winbox ievainojamibu (publiski zinama no 24.04.2018)
* |zveido SOCKS proxy servisu, tam iesp&jams pieklut ari no interneta

* Pievieno Coinhive kriptovalutas generacijas skriptu visam, vai ari tikai
klidainajam interneta vietném, kas apmeklétas caur So proxy

* Praktiski nemanama marsrutétaja lietotajam

 Saglabajas ari péc marsrutétaja programmnodrosinajuma
atjauninasanas, ja netiek apzinati nonemta

* Latvija konstatéets ~1000 iekartam
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apec uzbrukumi ir sekmigi?

Vajas paroles
Neeksistéjoss/nepietieckams monitorings
Nav veikta pietiekama piekluves tiesibu nodalisana

I S =

Steiga ieviesot jaunus pakalpojumus, bez adekvatu drosibas
risinajumu izveles

v

Datortikla un taja esoso servisu uzbuves neparzinasana

o

Nepietiekama programmatiiras versiju/atjauninajumu kontrole un
ieveSana



Thank
you!

cert@cert.lv

https://www.cert.lv
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