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BGP marsrutesanas drosiba

Filtri BGP peeriem IN &OUT

BCP38 — Unicast Reverse Path Forwarding

Aktuali ieraksti “route”ojektiem RIR (RIPE NCC) datubaze

Route Origin Authorisation izmantojot RPKI

https://www.manrs.org/manrs
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Validation Results of Unique IPv4 Prefix/Origin Pairs using Global RPKI

Global: Validation Snapshot of Unique P/O pairs

842,194 Unique [Pv4 Prefi/Origin Pairs

O not-found O valid B invalid
(689,178) (145,631) (7,385)

invalid 0.88%
valid 17.29%

not-found 81.83%

MIST RPKEI Monitor 2019-10-30 https://rpki-monitor.antd.nist.eov/
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RIPE NCC

RIPE NETWORK COORDIMNATION CENTRE

Manage IPs and ASNs > Analyse

Kristine Andersone ~
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& 37 BGP Announcements
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BGP Announcements

'O Discard Changes = Delete ROAs

—1  AS number Prefix

| AS29345 2a02:501::/32
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Izveidot Route Origin Authorization,
rekomendacijas
* Veidot ROA tieSi tadus, ka tiek lietoti (anounséti BGP)

« Ja nepiecieSams, var bt vairaki ROA vienam tiklam

* |zvairities lietot maxLength attribltu, ja vien tas nav nepiecieSams

« Uzstadit bridinajumu sanemsanu, lai sanemtu bridinadjumu, kad kads sak
aunonseét jusu tiklu
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“WRPKI validatori

e NLnet Lahs Routinator

https://www.nInetlabs.nl/projects/rpki/routinator/
https://github.com/NLnetLabs/routinator

* Dragon Research validator
https://rpki.net
https://github.com/dragonresearch/rpki.net/

 RIPE NCC validator
https://github.com/RIPE-NCC/rpki-validator-3/wiki

« LACNIC/NIC Mexico validator (FORT)
https://github.com/NICMx/FORT-validator

e Cloudflare validator (0ctoRPKI)
 https://github.com/cloudflare/cfrpki
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ROA validacija marsrutetajos

« Marsutétajam jaatbalsta RPKI

« Marsrutétajos nenotiek kriptografiska apstrade, RPKI
tabulas apstrade nav resursu prasiga

« Marsurtétajs ielasa ROA tabulu un katram tiklam nosaka
kadu no Siem stavokliem:

o Valid - tiklam x.x.x.x/y ROA izveidots un tikls
X.X.X.X/y tiek anaunséts ar tiesii tadu /y un AS kada ROA

o Invalid — ROA izveidots un tikls x.x.x.x/y tiek anaunséts
no jebkadas citas AS vali citu tikla izméru

o Not-Found — tiklam x.x.X.x/24 nav atrodams ROA
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sho bgp rpki summary

Tue Oct 29 15:08:06.150 eet

RPKI cache-servers configured: 2
RPKI global knobs
Origin-AS validation is ENABLED globally
Origin-AS validity WILL affect bestpath selection globally
Origin-AS 'invalid' routes CAN be bestpaths

Origin-AS validity signaling towards iBGP is DISABLED globally
RPKI database

Total IPv4 net/path: 90069/195102
Total IPv6 net/path: 1511 /3284
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sho bgp rpki table
Tue Oct 29 15:08:48.707 eet

Network Maxlen Origin-AS Server

1.0.0.0/24 24 .168.113.11
1.0.0.0/24 24 .168.113.9
1.1.1.0/24 24 .168.113.11
1.1.1.0/24 24 .168.113.9
1.9.0.0/16 24 .168.113.11
1.9.0.0/16 24 1681139
1.9.12.0/24 24 .168.113.11
1.9.12.0/24 24 .168.113.9
1.9.21.0/24 24 .168.113.11
1.9.21.0/24 24 .168.113.9
1.9.23.0/24 24 .168.113.11
1.9.23.0/24 24 .168.113.9
1.9.31.0/24 24 .168.113.11
1.9.31.0/24 24 .168.113.9
1.9.65.0/24 24 .168.113.11
1.9.65.0/24 24 .168.113.9
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sho bgp origin-as validity
Tue Oct 29 15:09:48.803 eet

BGP router identifier 85.254.255.240, local AS humber 5538

BGP generic scan interval 60 secs

Non-stop routing is enabled

BGP table state: Active

Table ID: 0xe0000000 RD version: 924261908
BGP main routing table version 924261908

BGP NSR Initial initsync version 671856 (Reached)
BGP NSR/ISSU Sync-Group versions 0/0

BGP scan interval 60 secs

Status codes: s suppressed, d damped, h history, * valid, > best
i - internal, r RIB-failure, S stale, N Nexthop-discard
Origin codes: i - IGP, e - EGP, ? - incomplete
Origin-AS validation codes: V valid, I invalid, N not-found, D disabled
Network Next Hop Metric LocPrf Weight Path

V*>1.0.0.0/24 149.14.74.73 1010 245 017413335i

v 195.244.145.64 102  08194129913335i

N* 1.0.4.0/22 147473 177150 150
5 4 5

N* 19 .24 .14 64 115 o 8
5 6 7

N* 19 .24 22 .49 10 151
5 6 7

N*> 19 .24 .22 .49 0 151
5 6 7

N* 19 .24 .22 .49 10 151

N* 1.0.4.0/24 14.7473 177150 150
5 4 5

N* 19 .24 .14 .64 115 o 8
5 6 7

N* 19 .24 .22 .49 10 151
5 6 7

N*> 19 .24 .22 .49 0 151
5 6 7

N* 19 .24 .22 .49 10 151

N* 1.0.5.0/24 14.7473 177150 150

5 4 5
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Route Origin validation apstrade marsrutetajos

* Visdrizak marsurtétajos Valid routes bus labakas par Not-Found
pirms LocalPref u.c. BGP atributu parbaudes.

e Operators var veikt marsruta izveli balstoties uz RPKI rezultatu:

e Invalid — uzstadit viszemako local preference /izmest
prefix

 NotFound - uzstadit zemaku local preference

e Valid — uzstadit augstaku /local preference



CERT.LV

route-policy UPSTREAM-IN
if destination in BOGONS-RFC1918 then
drop
else
if validation-state is valid then
set local-preference 245
else
if validation-state is invalid then
set local-preference 14
else
if validation-state is not-found then
set local-preference 150
else
set local-preference 104
endif
endif
endif
endif
end-policy



# The RPKI Observatory @© Nav  Unreachable Networks  External Resources~ = Feedback

RPKI Unreachable IPv4
i Unreachable networks per country (IPv4)
by ASN Data as of 2019-10-21 11:30:00 UTC
by Country Show | 10 % entries Search:
by RIR
by ROA # Country o affected ASNs % affected prefixes ¥ unreachable /24s %
all Prefixes
0 CN 7 22 457
RPKI Unreachable IPvG ry
Networks 1 IN 3 182 443
by ASN
2 FR 3 10 388
by Country
by RIR 3 CL 4 18 367
by ROA
_ 4 HK 16 59 326
all Prefixes
5 UsS 38 83 161
6 TwW 3 5 129
7 TR 14 74 77
& AR 23 60 68
9 IR 17 40 62
Showing 1 to 10 of 55 entries Previous E 2 3 4 5 B Mext

https://nusenu.github.io/RPKI-Observatory/unreachable countries-v4.html
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RPKI SENTRY

This is an early prototype of the RPKI Sentry software. We publish the it as it is, along with the current data and results without

Login with mojelD

any guarantees of data quality, accuracy or completeness. Our intention is to speed up development, debugging and allow

community to participate and provide early feedback. You may use the software, data, results or any other artifacts solely at

your own risk.

Search recorded conflicts in Conflict history between RPKI ROAs and announced routes in DFZ [Default Free Zone] BGP table in time

period from 2018-08-28 16:00:00 to 2019-10-30 00:00:00.

Enter ASN to search all conflicts caused by that AS. Enter prefix to search all conflicts concerning that prefix. For exact match enter

both criteria.

ASN 1234 (default *)
CIDR 1.1.1.1/32 (default %)
Country || Lv

Exclude | ignore a country...

m]

CURRENTLY FOUND

2a02:503:1::/48 51955
195.26.20.0/23 31519
195.26.20.0/23 31519
195.26.20.0/23 31519
85.254.68.0/24 2588

91.198.156.0/24 51955
85.254.183.0/24 48798
85.254.101.0/24 13194
85.254.100.0/24 13194
62.63.160.0/19 518

Error root cause

prefix length

origin

origin

arigin

prefix length

origin

prefix length

prefix length

prefix length

prefix length

2019-07-22 16:00:00

2019-09-05 16:00:00

2019-07-30 16:00:00

2019-07-29 16:00:00

2019-07-16 08:00:00

2019-07-02 08:00:00

2019-06-05 16:00:00

2019-06-03 16:00:00

2019-06-03 16:00:00

2019-05-3108:00:00

2019-07-23 08:00:00

2019-09-13 00:00:00

2019-07-31 00:00:00

2019-07-30 08:00:00

2019-07-18 16:00:00

2019-07-03 16:00:00

2019-06-06 08:00:00

2019-06-04 16:00:00

2019-06-04 16:00:00

2019-05-3116:00:00

—_ A
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To Do

1. RIPE NCC LIR portala saskarne publicet/aktualizet ROA, uzs
bridindjumu izsitiSanu.

2. Uzstadit RPKI validacijas cache serverus

ROA

3. Veikt konfiguraciju marsrutetdjos — sakumd priotarizet, velak izmest
“invalid”.
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Jau implementets:

e AT&T rejects invalids on peering sessions

e KPN /AS 286 rejects invalids on customer sessions
 Nordunet rejects invalids on all EBGP sessions

e Seacomm & Workonline

e |INEX, AMS-IX, DE-CIX, France-I1X, Netnod, MSK-IX

e XS4ALL, Redhosting, BIT, Atom86, Fusix, True, Amsio...
e TELIA CARRIER

e Cloudfare
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Noderigas saites

 Riki un resursi (marsrutétaju konfiguracijas paraugi, validatori):

e https://www.ripe.net/manage-ips-and-asns/resource-
manhagement/certification/tools-and-resources

* Soli pa solim:
e http://www.bgp4all.com.au/pfs/ media/workshops/02-rpki.pdf
e https://rpki.readthedocs.io/en/latest/rpki/bgp-routing.html

 Monitorings:
e https://rpki-sentry.csirt.cz/search?asn=&cidr=&cc=Iv
e https://nusenu.github.io/RPKI-Observatory/unreachable countries-v4.html

e Apraksts, ko nemt vera veidojot ROA:
e https://datatracker.ietf.org/doc/draft-ietf-sidrops-rpkimaxlen/
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