Informacijas tehnologiju
droSibas incidentu
novérsanas institiicija

CERT.LV piedavatie drosibas
risinajumi
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ACERT.LV A

Ja veéelies...

* zinat, kas notiek Tava tikla

* tikt informets, ja ir noticis incidents

* personalizetu tikla monitoringu

* parskatamu saskarni par notikumiem

* atklat anomalijas, kuram nav signaturu
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E
Top signatures ¢ Top categories &1 Top source IPs
alert.signature.keyword: Descending Count alert.category.keyword: Descending Count “ |
POLICY Android Device (KitKat OS) Connectivity Check 5,259 Potential Corporate Privacy Violation 14,977 .
POLICY Android Device (Marshmallow 0S) Connectivity Check 4,254 Attempted User Privilege Gain 964 .
P2P BitTorrent transfer 1,800 A Network Trojan was detected 740 \
POLICY TeamViewer DynGate Remote Access Checkin 1,212 Executable code was detected 25
INFO Session Traversal Utilities for NAT (STUN Binding Response) 946 Web Application Attack 10 Top destination IPs
POLICY HTTP Outbound Request contains pw 8as Attempted Administrator Privilege Gain 8
MALWARE Suspicious User-Agent (1 space) 642 “'
P2P BitTorrent DHT ping request 408 s
POLICY Dropbox.com Offsite File Backup in Use 31 -

POLICY TeamViewer Dyngate User-Agent 147 ‘ '

Export: Rawd Formatted & Export: Raw& Formatted &
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leguvumi

* Informacija par Jusu tikla notiekoso

- Kaitigo datu plusmas identificesana pec pavedieniem ka:
[IP], [TCP], [UDP]. [DNS], [HTTP], [SSL], [ICMP] u.c.

 Apdraudejumu indikatoru atjauninajumi

* CERT.LV atbalsts
- MISP
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+ 0 Filters: File MNetwork Financial Proposal Correlation Warnings Deleted Context Related Tags
Date * Org Category Type Value Tags Galaxies Comment Correlate Related Feed hits IDS
Events
2019-03-28 External analysis url http:farejasaiteuzanalizivairesursu.lv
findex.php?id=123
2019-03-28 Other comment Kautkads komentars
2019-03-28 Network activiy domain  certlv@ A "

2019-03-28 Network activity  domain example.com &, v
2019-03-28 Network activity  domain testtesttestmalware .com & ¥
2019-03-28 Network activity ip-dst 10678 A .




name . Myurqg ,

"uuid": "5c62bfdO-0a2c-4a42-ae99-466da5c095de"”
]
"orgc”: {

llidll= "1“’

"name": "MyOrg",
"uuid": "5c62bfdO-0a2c-4a42-ae99-466dascO95de"”

15
"Attribute": [

{
ll.i-d": “1“,
"type": "domain",
"category": "Network activity",
"to_1ids": true,
"uuid": "5c9bbbdf-7e08-436c-949f-04d5c0aB83865",
"event_id": "1",
"distribution": "5",
"timestamp": "1553710047",
"comment": "Komentaars",
"sharing_group_id": "0",
"deleted": false,
"disable_correlation"”: false,
"object_id": "0",
"object_relation": null,
"value": "example.com",
"Galaxy": [1,
"ShadowAttribute": []

I

{

"l R,

"type": "domain",

"category": "Network activity",

"to_1ids": true,

"uuid": "5c9bbcB6-54d0-4baf-9111-0556a5c095de",

B e o s - ® _EEN _ m=-4 1
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Ka pieteikties?

MISP “nak lidzi” ar ABS
E-pasts: cert@cert.lv

Subj: ABS, MISP pieteikums
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Ja veéelies...

* vienkarsi lietojamu aizsardzibas risinajumu
* aizsardzibu majas, darba, uznemuma

* aizsardzibu no aktualam kampanam Latvija un
pasaule
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DNS Ugunsmduris

ansmuris.lv
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(DNS ] ﬁvww 10.1.2.3]
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dnsmuris.lv A 10.1.1.1
ons )

|CERT.LY \

Evil
WWW 10.1.2.3

example.com A10.1.1.1

CERT.LV
10.1.1.1 Landing 10-1.1.1

dnsmuris.lv
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DNS Ugunsmuris

DNS: 91.198.156.20

ansmuris.lv
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Ja veéelies...

* But informets par savas iestades IT infekcijam un
apdraudejumiem




ACERT.LV A

lestade A lestade B

10.1.1.5 spamo
10.2.2.10 bots
10.3.3.4 openresolver
10.4.4.8 openrdp

lestade A: 10.1.1.0/24

lestade B: 10.2.2.0/24
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