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VAI TRANSFORMEJOT BIZNESA PROCESUS TRANSFORMEJAS
ARI KIBERDROSIBA?




[uvare

1/6

UZSKATA, KA IR PAKLAUTI
KIBERUZBRUKUMA RISKAM

4/5

VISPAR NEDOMA PAR SAVU
DARBA FAILU DROSIBU

75%

NAV IZDART_JUéI VISU, LAI
PASARGATU SEVI NO
KIBERUZBRUKUMIEM




| LvRTe
JAUNI TEHNOLOGISKIE RISINAJUMI

SLA ILGTSPEJA

VIENKARSA
MIGRACIA

DROSIBA MEROGOJAMIBA




[uvare

59,2%

Uzneémumu saskaras ar grutibam rekrutéet Resursu izmaksu pieaugums
IT cilvekus*

*Centrala statistikas parvalde
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UZBRUKUMA PIEMERS

15:34:22 Threat actor authenticates to the VPN a_

16:47:19 First internal activity: SMB scan
16:48:57 Successful authentication using the 'guest’ account

16:57:42 Threat actor Ioiin to the domain controller-using

the account
18:51:12  PowerShell RAT executed on | G

20:49:12 GPO is created, spreading the ransomware as a
scheduled task.

X = RISKS = 53 "4

23 dienas
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KO PIEDAVA LVRTC

KAS NEPIECIESAMS ORGANIZACIJAI

Zinasanas, personalu
un tehnologiskos
risinajumus

Digitalo drosibu bez
liekas iedzilinasanas

CELAM GAISA KIBERDROSIBU
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IZLUKOSANA

&' e/

Nepareizas konfiguracijas nepilnibas Launpratigs kods
125 334 unikalas IP adreses 9801 unikala IP adrese
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Rad
ki Impacted Impacted Impacted
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Runtime / . . .
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Vulnerabilities
Compliance ‘/ﬁ - ,
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Top 10 most critical vulnerabilities (CVESs)
o Images E Hosts

csv [~ . Search for specific CVEs
ID Risk Score (0-100) Risk Factors  Impacted Packages Impacted Images
CVE-2018-1270 IS 55 o spring framework_spring-core:2.5.6 1 2.8%
CVE-2019-14379 G 2 ° com.fasterxml.jackson.core_jackson-databind:2.8.1, com.fasterxml.jackson.core... @@ 11.1%
CVE-2018-14718 G 2 Q com.fasterxml.jackson.core_jackson-databind:2.8.1, com.fasterxml.jackson.core... @ 11.1%
CVE-2018-14719 a2 ° com.fasterxml.jackson.core_jackson-databind:2.8.1, com.fasterxml.jackson.core... @@ 11.1%
N CVE-2018-7489 [ WD) o com.fasterxml.jackson.core_jackson-databind:2.8.1, com.fasterxml.jackson.core... @ 11.1%
Compute 19.10.459 CVE-2016-8735 G 91 o apache tomcat_tomcat-embed-core:8.5.4 8 5.6% e
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Clear All 3 Asset Inventory

ASSET INVENTORY

Try the new filters! ClD

Most Recent v
Unique Assets

. 9418 8855 30 420 113 563

ACCOUNT GROUP

Total Pass Low @ Medium @ High @ Fail
ota @® View Alerts ® View Alerts @® View Alerts ) al
@® View Alerts
CLOUD ACCOUNT : )
Q
Asset Trend ) X Cloud Type v
Assets By Classification @
CLOUD REGION : -e- Resources - Fail -m- Pass ® Fail ® Pass
o 10k 10k
// 1
. Sunday, Feb 21, 13:30
: 7.5k 4 ’ 7.5k
CLOUD TYPE : Pass: 6,120
N
Select All .J
CJ AlibabaCloud 5k 5k
aws aws
/s Azure
C 2.5k 2.5k
GCP
O oc
0 0 I
CLOUD SERVICE H Jan 20 May '20 Sep '20 Jan '21 May 21 AWS Azure GCP
Q
1 Group By Selected v Q E E
Select All
A EC2 SERVICE NAME 7T = CLOUD 7T = TOTAL T = PASS [T = FAIL = HIGH 7T = MEDIUM 7T = LOW .7 = COVERAGE T =
mazon
A . &1 AmazonVPC S 1022 800 O 222 © 68 154 0 G 78%
mazon
. AWS Lambda aws 575 490 ® 85 o2 83 0 a— 385%
Amazon VP
Amazon EC2 s 1680 1647 ® 33 o4 11 18 CI—— 98%
Azure Storage
AWS IAM aws 3528 3495 o® 33 OS5 18 10 NN 99%
Azure Virtual Network
Amazon AP| Gateway aws 58 26 ® 32 ) 32 ) eEm—— 45%
Amazon S3 aws 39 15 o 24 ® 20 4 0 oEEmTE— 39%
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KOMPROMITESANAS IDENTIFIKACIA

10OC 10Cs

= . Execution
5

QOP Process Execution

&++- Outgeing Connections

1\ Upload
CORTEX v Incidents | . :

$

<

INCIDENTID - 2072 | A S
'Cmd.exe Using Obfuscated MSIEXE Command" along with 6 other alerts generated by BIOC detected on host WIN-MH X .,
USER NAME SEVER ALER ACTI CATEGORY ALERT NAME DESCRIPTION INITIATED BY
WINMED A sloc @ Detected  Execution MSIEXEC Accessing URL Containing PHP Process | action type = execution AND name = msiexec.oxe AND omd = *php’|  Cmd.exe

4 sioC @) Detected  Execution Cmd.exe Using Obfuscated MSIEXE Command Process | action type = execution AND name = cmd oxe AND omd = * M*siexe® | emdexe

WIN-MH



e

JSTIRA NAME

NUSO3JKLQN

NUSO3JKLON,..

NUSO3JKLQON...

NUS0SJKLQN...

US03JKLQ\

NUPOIJKLQN..

NUSO3JKLOQ\

NUSO3JKLON..

NUSO3JKLQN..

NUPO3JKLON..

NUSO3IKLON..

INITIATED BY

explorer exe

WINWORD.EXE

WINWORD.EXE

cmd exe

cmd exe

cmd exe

cmd exe

cmd exe

cmd exe

cmd exe

cmd exe

MS Word launched and macro executed

ACTION TYPER

Process Execution

Execution

Evasion

Process Execution

Evasion

Evasion

Process Execution

Process Execution

Process Execution

Process Execution

Process Execution

PROCESS 1D DESCRIPTION
1624 * Process : C\Prosrom Files\Microsoft Office\Office 1 2WINWORD.EXE Started with CMD : “C:\Prosram Files\Microsoft Office\Office 12\WINWORD.EXE™ /i /dde
4048 * Process | action type = execution AND name = cmd exe, powershell.exe, powershell ise.exe, wsmprovhost.exe, cscriptexe, wicript.eve, mshta.exe, waic.exe, rundil32
4048 * Process | action type = execution AND name » cmd exe, powershell exe, powershell ise.cxe, wsmprovhost.exe, cscriptexe, wscript.exe, mshta.exe, waic.exe, rundil32 4
880 J * Process : CA\Windows\System32\cmd exe Started with CMD : C\Windows\system32'emd exe /S /D £° SEt fp=" M*siexe”™ 1>C\Users! «1\AppData\Locol R
880 : * Process | action type = execution AND name « cmd exe AND cnd « " set "«" AND emd !« “metsh’” |

880 * Process | ection type = execution AND name « cmd.exe, powershell exe, powershell ise.coe, wimprovhost exe, cscriptexe, wicript.eoe, mshic.eoe, winic.eee, rundili2.4
880 * Process : C\Windows\System32\cmd exe Storted with CMD : C\Windows\system32'emd exe /S /D /£ set fo="c * 1»>C:\Wers « 1\VAepDato\Local\ Termp\al
880 # Process : C:\Windows\System32\cmd exe Started with CMD : C:\Windows\system32%emd exe /S /D /c° set fo="*/i" 1>>CA\User 4= 1\AppDota'\Loca\Temo s
880 * Process : C:\Windows\System32\cmd exe Started with CMD : C:\Windows\system32%emd exe /S /D /c° set fo=" http*:*/*/* quickwaysinstx com/viewpho * 1>>CL
880 # Process : C:\Windows\System32\cmd exe Started with CMD : C:\Windows\system32%emd exe /S /D /c° set fo=" * /g Sexit™ 1>>C:\Wsers) 1\VAgpData\Locall
880 * Process : C:\Windows\System32\msiexec.cxe Started with OdMumc fhttoiquickwaysignstx comAienoho o I

—

Batch file alpaca.bat created

Msiexec executed and downloads MSI payload
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Cloud and Identity v

2; Cloud Location

Update Interval 24 hrs | Last Update: Mar 1st 2022 10:25:54 Update Now

¢+ Open Incidents by Severity (Last 30 days) *

: ® High(12)
5 6 l\ ® Medium (12)
INCIDENTS ,," e Low(32)

Managed by Threat Hunting

‘¢ Top Incidents (Top 10)

SEVERITY DESCRIPTION ALERTS BREAKDOWN
'Staged Malware Ac... 11 [e9
m 'DGA:yhhvOcvuiZrjr... 8 [«8]
m 3 'Manipulation of d... 3 [¢3]

[ High | 'Suspicious APl call f... 5 [e2 ..
m 2 'Manipulation of d... 2 [e2]
m 'Suspicious APl call f... 2 [ o1
m 'Manipulation of def... 2 [ o1
m 'Manipulation of def... 1 [e1]
T "WildFire Malware' 1 [e1 ]

<@, Top 10 Vulnerable Endpoints

® centos-srv-122 (2,056)

L

DC1ENV21ASRVO1 (1,955)

/ centos-prodsrv23 (1,844)
PC23(1,770)
1 6 6 2 2 / e DC1ENV21ACA01 (1,554)

©

DC1ENV21ADCO1 (1,554)
DC1ENV21ADCO02 (1,554)
PC29(1,554)

2019AD (1,399)
\-’ e PCO1(1,382)

VULNERABILITIES

:¢: Total Incidents

TA0042 - Resource Development = [l e

TA0005 - Defense Evasion (] ——
TA0004 - Privilege Escalation B e
TA0003 - Persistence B m——
TA0002 - Execution B m—

TA0011 - Command and Control [ ===
TA0008 - Lateral Movement a-

e Aged
e Total Unresolved Incidents

Last Updated: Mar 1st 14:10
¢ Alerts By MITRE Tactic *
TA0001 - Initial Access 40]
TA0007 - Discovery 32]
TA0006 - Credential Access 24]

see



() CORTEX XDR

DY PALO ALTO NETWORKS

Reporting ~

Investigation ~

Response ~

Endpoints ~

55 WORKGROUP\rza-laptop | * Connection Lost | 192.168.243.158 - 00:0c:29:dd:9c:e9 | EXCEL.EXE | 484

X RZA-LAPTOP\RZA

EXCEL.EXE
PATH
3 C:\Program Files (x86)\Microsoft Offic...
LISERNAME
M RZA-LAPTOP\RZA
ALERT
7 Results
TIMESTAMP T Y USER NAME

) \ =
2 2. W
WMIC.exe = WmiPrvSE.exe comd.exe
/)
i_\ 1 :
WMIC.exe
RUNNING TIME WILDFIRE SCORE SHA256
(3 Aug 4th 2020 04:01:55 - Aug 4th 20... ® (= Benign
MDS SIGNATURE CMD
% 4954c459b45a06727bdbeb7f2(55... [ Signed by Microsoft Corporation
PROCESS NETWORK FILE REGISTRY
3 Results 49 Results 197 Results 27 Results
Y INITIATED BY Y INITIATOR PID Y INITIATOR TID

Rules ~

Add-ons ~

Assets ~

powershell.exe

Kasey Cross
XDR Labs

0 & (@

() 6770f4a7cbbb5a0b0a35cd3405¢c65d95ac8c2bd48260e2879e02707812dff986

3 "C:\Program Files (x86)\Microsoft Office\Root\Office16\EXCEL.EXE" "C:\Users\RZA\Desktop\WMI &Port...

v

MODULE
176 Resuits

ACTIONTYPE

Y

CONNFCTIONS
. = L 7~ o
69 Results L.)/ Filte

DESCRIPTION
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VESPC — VALSTS ELEKTRONISKO
SAKARU PAKALPOJUMU CENTRS

Tehnisko lidzeklu un pakalpojumu kopumes,

kas publiskajai personai, publiskas

personas kapitalsabiedribai un publiskas personas
kontrolétai kapitalsabiedribai nodrosSina infrastrukturu
ar augstu konfidencialitati, integritati un pieejamibu
informacijas sisttmam un ar tam saistitajiem
tehnologiskajiem risinajumiem, ka ar1 pakalpojumus.

Elektronisko sakaru likums | MK, instrukcija Nr. 5 | Valsts elektronisko sakaru pakalpojumu centra nodrosinasanas kartiba;
| Delegeésanas ligums.
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Organizacija VARAM darba VARAM [émums
nosata pieteikumu  grupaizskata “Par atbalstu
Vides aizsardzibas  pieteikumu IS ieklausanai
un regionalas un izvieto$anai
attistibas VESPC”

ministrijai (VARAM)

Organizacijaun
VAS Latvijas Valsts
radio un televizijas
centrs (LVRTC)
saskano:
 pakalpojuma
cenu
 tehnisko
risinajumu un
resursu apjoma
pieejamibu

Organizacija
nosuta VARAM

apliecinajumu,

ka nosacijumi
ir saskanoti ar
LVRTC

3 DBl

VARAM Organizators
protokollemums un LVRTC

“Par atbalstu noslédz ligumu
IS ieklausanai

unizvietoSanai

VESPC”



Sledzot ligumu par VESPC pakalpojumiem,
organizacijai nav japieméro Publisko
iepirkumu likums vai Sabiedrisko
pakalpojumu sniedzéja iepirkuma likumes.

Ligumu var slégt ari ilgtermina — 2035. gadam

Ministru kabineta instrukcija Nr. 5 Valsts elektronisko sakaru pakalpojumu centra nodroSindsanas kartiba




Paldies par uzmanibu
ATBILDIBA / ATTISTIBA/ ATVERTIBA
Drosa, jaudiga un iek|aujosa digitala Latvija.




