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Patstaviga Microsoft Windows iekarta (nav pievienota doménam) - lokalo
lietotaju kontu blokésana péc vairakiem neveiksmigiem pieslégsanas
meginajumiem

1. Windows darbstacija/serveri, kas nav pievienota doménam (pieméram, WORKGROUP), atveram
“Local Group Policy Editor” un redigejam ”Local Computer Policy” .

O &
Best match

A Edit group policy

I Control panel

Apps (1)

SpieZzam uz Start/Windows logo un uzreiz rakstam jeb meklésanas lauka (ikona ar lupu) ievadam gpedit (protams,
var rakstit ari pilno nosaukumu edit group policy) unizvélamies “Edit Group Policy”
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2. Redigéjam esoso “Local Computer Policy” - kad lokalais lietotajs mégina pieslégties iekartai (art
attalinati ar Remote Desktop), tiek skaititi secigi neveiksmigas pieslégSanas méginajumi (Seit
piemérs ir ar 10 reizém) un, kad definétais limits ir sasniegts, lietotaja konts tiek 1slaicigi blokéts
(Saja piemeéra tas ir uz 15 minitém) vai ari idz bridim, kad sistémas Administrators lietotaju
atbloke (skatit 4. punktu).

File Action View Help

=/ Local Computer Policy ~ 1| Policy Security Setting
v % Computer Conflquratlon /2| Account lockout duration 15 minutes
- xft"d"a’e Ssettl_ngs {2 Account lockout threshold 10invalid logon attempts
¥ tt ;
i Wingovs SEings 1 Reset account lockout counter after 15 minutes

| Name Resolution Policy
|& Scripts (Startup/Shutdown)
8 Deployed Printers
v & Security Settings
v 4 Account Policies
A Password Policy
2 Account Lockout Policy
4 Local Policies
| Windows Defender Firewall v
| Network List Manager Policie
Public Key Policies

el T st et ool

Atveram Computer Configuration- > Windows Settings -> Security Settings -> Account Policies ->
Account Lockout Policy

Izvelamies sekojoSas vértibas (tas, protams, var pielagot sava uznémuma/organizacijas vajadzibam):
Account lockout duration — 15

Account lockout threshold — 10

Reset account lockout counter after — 15

Il TieSi sads pieslégSanas méginajumu skaits un blokésanas ilgums lietotaju kontiem tiek rekomendéts no Microsoft
puses (Windows security baselines). Vairak informacijas par Siem un ari citiem ar droSibu saistitiem iestatijumiem,
pieejama Seit: https://www.microsoft.com/en-us/download/details.aspx?id=55319



https://www.microsoft.com/en-us/download/details.aspx?id=55319
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3. Péc “Local Computer Policy” politikas redigesanas, lietotaji, méginot pieslégties Windows
sistémai ar vairak neka 10 secigiem neveiksmigiem méginajumiem, redzés kadu no Siem vai citu
lidzigu pazinojumu (atkarigs no OS versijas):

Janis

The referenced account is cumrently locked out and may not be logged onto.

Pazinojums par blokétu lietotaja kontu Windows 10/Windows Server2016/ Windows Server2019 operétajsistema

® The referenced account is currently locked out and may not be logged on to.

w. Windows 7 Professional

Pazinojums par blokétu lietotaja kontu Windows 7 operétajsistéma



V}VC ERT.LV

& Remote Desktop Connection

;/ Remote Desktop
~» Connection

A DaclAan Arna~HiAan
Desktop Connection

‘ Q As a security precaution, the user account has been locked because there were too many
logon attempts or password change attempts. Wait a while before trying again, or contact
your system administrator or technical support.

[ ok | e

Pazinojums par blokétu lietotaja kontu, ja izmanto Windows Remote Desktop programmataru, lai pieslégtos sistemai

attalinati

4. Lietotaja konts atblokésies, ka ari neveiksmigo méginajumu skaits nonullésies automatiski péc 15
minatém ( Sis vertibas tika noraditas $is instrukcijas otraja punkta). Gadijuma3, ja ir nepiecieSams
kontu atblokét nekavéjoties, sistémas administratoram ir pieejama $ada opcija. To var izdarit,
lokalo lietotaju saraksta atrodot nepiecieSamo kontu un iznemot keksiti pie “Account is locked

out” (So var darit arf izmantojot Powershell).

Control Panel (1)

82, Edit local users and groups

+ See more results

' local used

Atveram sistémas lokalo lietotaju sarakstu, izmantojot meklésanas funkciju — rakstam local users
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& lusrmgr - [Local Users and Groups {Local)\Users]
File Action View Help

e 2AXE=H0E

#& Local Users and Groups (Local) || Name Full Name Description Actions
= l(.;lsers & admin admin Users
amce #; Administrator Built-in account for adn Mort

Janis Properties 7 ) e
General | Member Of | Profle More
& Janis
Full name: Nanis
Description:

| User must change password at next logon
| User cannot change password

| Password never expres

| Account is disabled

V] Account is locked out

([ ok ][ cancel ey
|

Lietotaja atblokésana izmantojot grafisko saskarni —iznemam keksi no “Account is locked out”

PAPILDUS IETEIKUMS:

Rekomendéjam uz Windows iekartam ieslégt ari auditacijas pierakstus, kas ir attiecinami uz lietotaju kontu
blokésanos. To var izdarit, atverot ieprieks minéto “Local Computer Policy” (skatit 2. punktu) un izvéloties
Computer Configuration -> Windows Settings -> Security Settings -> Advanced
Audit Policy Configuration -> Audit Policies -> Logon/Logoff: Audit Account
Lockout - Failure.
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Local Group Policy Editor — O

File Action View Help
o= 727 = HE

v 3 Account Policies * || Subcategory Audit Events
4 Password Policy B Audit Account Lockout Not Configured
4 Account Lockout Policy
& Local Policies Audit Account Lockout Properties X
| Windows Defender Firewall with A -
| Network List Manager Policies Policy  Explain
| Public Key Policies
~| Software Restriction Policies ﬂ Audit Account Lockout

| Application Control Policies
S IP Security Policies on Local Comp
v [ Advanced Audit Policy Configurat

v & System Audit Policies - Local G (] Configure the following audt events:
‘_:E Account Logon [] Success
4 Account Management
j;:‘ Detailed Tracking ] Failure
:B DS Access
fﬂ Logon/Logoff

:Ei Object Access
jé Policy Change

& Privilege Use
|24 System
15 Global Object Access Audit v
< = i T > P

Tiks registréti tikai Failure notikumi, t.i. neveiksmigie pieslégganas méginajumi, kamér konts ir blokéts. Sie
notikumi Windows Zurnalierakstos tiek apziméti ar EventlD:4625 ( par So EventID vairak var lasit Seit:
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4625 )

Il CERT.LV ir izstradajusi rekomendacijas auditéSanas iestatijumiem Windows doména infrastruktdra (daju
no ieteikumiem var pielietot art uz iekartam, kas nav pievienotas doménam), ar kuram varat iepazities Seit:
https://cert.lv/Iv/2020/04/rekomendacijas-auditesanas-iestatijumiem-windows-domena-infrastruktura



https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4625
https://cert.lv/lv/2020/04/rekomendacijas-auditesanas-iestatijumiem-windows-domena-infrastruktura
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