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Saturs

IT audita gaita
Biezakie noverojumi IT auditos

IT vides kontroles, par kuram jadoma nakotne

Pie mums nak IT auditors - ko darit? Decembris, 2012
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IT audita gaitu nosaka IT audita vadlinijjas

Informacijas

pieprasijjums

Audita uzsaksanas
sanaksme

Intervijas,
audita procediras

Zinojuma
sagatavosana

» NepiecieSama gan IT
parvaldibas
dokumentacija, gan
informacija par IS

»  Auditoram
japrezenté IT audita
meérkis, termini,
proceddras (IT audita

ievieSanas projektiem  definicija)

Pie mums nak IT auditors -
PricewaterhouseCoopers SIA

= Jaskaidro
informacijas
pieprasijumu

» IT audita risku
identifikacija

ko dartt?

» Informacijas risku
analize

Kontrolu parbaude

Veiktas proceddras

Novérojumi (skaidri,
konkréti)

Riski, kas saistTti ar
noverojumiem

Rekomendacijas
(skaidras, pamatotas,
saskanotas ar esoso
kontroles vidi)

Decembris, 2012
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Informacijas pieprasyjjumam jabut skaidri saprotamam

IS ievieSanas projekti
Projekta plans

Sistemas biznesa un
tehnisko prasibu
specifikacijas

Projekta organizatoriska
struktura

Projekta darba grupas
sanaksmju protokoli

Projekta nodevumi

Projekta budZets un
atskaites par projekta
ietvaros izlietotajiem
lidzekliem

Pie mums nak IT auditors - ko darit?
PricewaterhouseCoopers SIA

IT parvaldibas dokumentacija
Attistibas stratégijas dokuments, IT strategijas dokuments

Organizatoriska struktira, IS vadibas departamenta nolikums,
darbinieku amata apraksti

IS/IT risku analizes dokumentacija

Ieprieksejo IT/IS auditu zinojumi (gan iekseja, gan areja audita)
Pakalpojumu katalogs, Pakalpojumu limena vienoSanas (SLA)
Pakalpojumu nepartrauktibas stratégija un plani

Informacijas drosibas politika, noteikumi

IT sistemu lietoSanas noteikumi

Dokumenti kas define IS pieejamibas limeni, un proceduram, kas
garante pieejamibas limena uztureSanu

Incidentu un problemu parvaldibas dokumentacija

Izmainu, konfiguracijas un ievieSanas vadibas dokumentacija

Decembris, 2012
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Audita procediiras verstas uz kontroles vides parbaudi
(piemers — CobIT 35)

BAID3.08 Execute solution testing. APOOD4.05 Analysis of rejected initiatives  Test result logs and audit trails BAI07.03

Execute testing, including control testing, in Test result communications BAIO7.03
accordance with the defined test plan in the

appropriate environment. Engage business

process owners and end users in the test team.

Identify, log and prioritise errors and issues

identified during testing.

1 Undertake testing of solutions and their components in accordance with the testing plan. Include testers independent from the solution team,
with representative business process owners and end users. Ensure that testing is conducted only within the test environment.

2 Use clearly defined test instructions, as defined in the test plan, and consider the appropriate balance between automated scripted tests and
interactive user testing.

3 Undertake all tests in accordance with the test plan including the integration of business processes and IT solution components and of non-
functional requirements (e.g., security, interoperability, usability).

4 ldentify, log and classify (e.g., minor, significant and mission-critical) errors during testing. Repeat tests until all significant errors have been
resolved. Ensure that an audit trail of test results is maintained.

5 Record testing outcomes and communicate results of testing to stakeholders in accordance with the test plan.

Pie mums nak IT auditors - ko dartt? Decembris, 2012
PricewaterhouseCoopers SIA 5
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Budzeta samazinajums pedejo tris gadu laika, investicijas
un palausanas uz automatizetiem rikiem rada konstantu
tendenci vajinat ‘pamata’ kontroles

Nekontroléta IS izmainu izvietoSana ekspluatacijas vidé
IS piegadataju piekluve ekspluatacijas videi
Atjaunojamu rezerves kopiju trikums / test€Sanas trikums

IT risinajumu pakapeniskas ieviesanas rezultata izmainita konfiguracija netiek
regulari parskatita

60%
Avots: “2012 Global State of
5 49% 52%i Information Security Survey ®”
4 8%
40%
39%30%
[/
20% -
0016 i T T T T T
Identity Business Personnel People dedicated Privacy policy Accurate inventory
management  continuity/disaster background to monitoring review at of locations or
strategy recovery checks employee use of least annually jurisdictions where
Internet datais stored

. . m2009 2010 m2011 _
Pie mums nak IT auditors - ko dartt? Decembris, 2012
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Butiskakas IT kontroles vides izmainas saistitas ar
makondatosanas, mobilo iericu un socialo tiklu
izmantosanu

Jastrada pie kontrolem, lai 54% aptaujato, kas izmanto makondatoSanu, atzist,
mazinatu riskus, kas saistiti ar ka informacijas drosiba ir uzlabojusies. Tomer
mobilo ieri¢u un socialo médiju nepieciesami uzlabojumi komforta limena
nodroSinasanai — piegadataja informacijas drosibas

1Izmantosanu . : o _.
politikas, IT audita regularitate un rezultati,
50% darbinieku apmaciba

40%

20% -

10% -
Have a security Have a securityHave a security

strategy for strategy strategy
employee use formobile  for social media
of personal devices
devices 0% -

Uncertain Inadequate Questionable Proximity of Uncertain
ability to training privileged datato ability to
enforce  and IT auditing access control  someone recover data

provider site at provider site else’s
Pie mums nak IT auditors - ko darit? security Decembris, 2012
PricewaterhouseCoopers SIA policies 7



Parmainas uz labu pie mums tiek
teviestas tada atruma, ka nekas labs
nepagust iesaknoties.

Hendriks Jagodzinskis

ST publikacija ir sagatavota ka materials par vispargjiem jautajumiem un nav uzskatama par specifisku profesionalu konsultaciju. Jums nevajadzétu pienemt jebkadus
Iemumus, palaujoties uz Saja publikacija ieklauto informaciju, bez iepriek$€éjas profesionalas konsultacijas sanemSanas. PricewaterhouseCoopers SIA nedod
nekadas tieSas vai netieSas garantijas par publikacija ieklautas informacijas precizitati vai pilntbu, un normativajos aktos pielautajas robezas ne
PricewaterhouseCoopers SIA, ne tas daltbnieki, darbinieki vai parstavji neuznemas atbildibu par sekam, kas radusas jums vai jebkurai treSajai personai, kas
rikojusies vai atturéjusies no kadas darbibas saskana ar $aja publikacija ieklauto informaciju, k& arT par jebkuru Iémumu, kas pienemts, balstoties uz o publikaciju.
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