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Overview




CERT.LV

Operational since 1 February 2011
Operates on the basis of IT Security Law
Tasks delegated to IMCS UL

Merged CERT NIC.LV + DDIRV

State funded

Year 2011 - 10 people, 4-5 FTE



CERT.LV

Experience in security incident handling
since 2006

Full member of FIRST since 2009

Accredited by Trusted Introducer since
2007

Facilitates LV-CSIRT initiative since 2007



CERT.LV

Set up in March 2007

Brings together IT Security professionals
Experience and information exchange
Awareness raising

Cooperation in incident response and
prevention



L‘.]Il'] ﬁ swedbank @
[:S[In LATVI]AS BANEKA

@iPro », —
e lattielecom

Citadele @ sigma > net
Y

(= Latvenergo

LATVRIAS MOBILAIS TELEFD L=

5 @
HE sgp #Elko

— i

@eac F({ -
AT

v .) TeliaLatvija \ | ¢1¢ | As]

‘NI,

ACERT. LV,




I AS— . JEERTLY,

Achieved in 3 months
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Monitoring of Latvian IT space
and incident response




CERT.LV

Overview of infected IPs in Latvia — on
30.04.2011. ~4500 infections

Different information sources

Only part of infections become incidents
In tracking system

Cooperation with ISPs



CERT.LV

 Dealt with 3966 incidents

 Numbers increase — new cooperation
agreements with ISPs
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CERT.LV incident statistics — 3 months
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CERT.LV incident statistics - monthly
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CERT.LV

News agency server hacking

IMCS UL servers under severe hacking
Energy company's case

Analysis of targeted viruses

Virus removals at several State authorities
|dentity theft

DDoS municipality web servers

Botnet activities targeting .LV primary name
servers
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Awareness raising, education,
exercise organization,
recommendations




CERT.LV

Information on newest viruses and threats
Articles, suggestions

Examples for IT security principles and
rules

Portal www.esidross.lv (“be safe”)
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Laipni lddzam majaslapa

ES| DROSS!

ST majaslapa ir paredzeta ikvienam,
kurs rip&jas par sava datora

o "“ﬂ"“ﬁdias tehnologiju : drosibu un savu drosthu interneta.
drosibas incidentu noversanas Ko darit, lai mans Windows dators batu drosiba? Majas lapu uztur Informcijas
institiicija — CERLLV tehnaladiju drodThas incidentu

* LR Satiksmes ministrija novaréanas institdcija (CERT.LY) un

o LV CSIRT iniciativa taja informacijas tehnologiju

specidlisti no LWECSIRT iniciativas

grupas sniedz padomus, dalds

pieredza, ka artir gatavi athildet uz

Jisu jautdjumiem parJdsu datara

P——— drosthg un Jdsu droghu interneta.
maijs 2011 i Virus matic Alent
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» Ko dartt, lai mans Windows

_,....--Eﬂ dators birtu drosiba?
*« Ko darm, ja dators ir inficéts?
165 17 |18 | 19 | 200 21 [ 22 « Ka noskaidrot, vai dators ir

= = = S e i ate?
Ko darft, lai mans Windows Ko darft, ja dators ir inficéts? Uil
23| 24 [25] 26| 27| 28| 29 e et e o s DNatnra infarmaciias nn

o Ap unpar drosibu (1)
« Darba (4)

o leteilumu lade (3

« Majas (12)

+ Publiskas vietas (9)

gtar liet

* Projekis "Dross internets™
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CERT.LV

+ “Be safe -1” in Riga and Kuldiga

* Presentation of CERT.LV at the 69th
conference of the University of Latvia

 Participation in World Wide Safer Internet
day



CERT.LV

Educational posters

Participation in TV and radio programs
Interviews with journalists

Articles for portals, news releases
Academic activities
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Jisu darbibas interneta nav anonimas!

Tam var izsekot gan likumu sargajosas iestades,
gan Jisu interneta pakalpojumu sniedzéjs
vai darba devéjs. =

Nerakstiet e-pasta, diskusiju foruma vai
komentaros to, ko Jis nerakstitu uz papira!

Aizvainojot citus, labaki nekllstam.

b

l N E-pasta véstule, kas nosiitita no Jisu datora, nepaziid nebiitiba.

Tas kopijas saglabdjas daudzls vietds, un tas var izlasit ar
cilveki, kuriem véstule nav tikusi adreséta.

Domijiet par sava datora drodibu!

Izmantojiet pretvirusu programmatiru, lai pasargdtu savu datoru
un tajd saglabdto informdciju no bojdsanas, zuduma vai nok|iSanas
nepiederosu personu rokas.

Ipasi g i
parsitisanai i jiet Sifrédanu, piemé

Visa informécija par to atrodama interneta.

Pirms veikt pirkumus interneta parliecinieties,
vai attiecigas majas lapas ipasniekam var uzticéties!

Palasiet, ko par tirgot3ju saka citi interneta lietotaji.
Pirms levadat savas kreditkartes datus parliecinieties,
ka mdjas lapa tiek izmantots dro3s savienojums,

ti. pirms méjas lapas adreses ir burti https:// un
parlikprogrammas apaks&j3 stiri redzama ikona,
kas nordda uz dro3u savienojumu.

- -

Pardomajiet, kadas fotografijas public&jat interneta
un ka to publiskodana kadu dienu var ietekmét Jisu dzivit

Pieméram, attiecibas ar draugiem, radiniekiem, kol&giem,
esofajiem vai ndkamajiem darba devéjiem.

Uzmaniet b&rnus, kas darbojas internet3, socialajos
tiklos, sarakstas ar tikla iepazitiem cilvékiem.

Neesiet vienaldzigi! Parliecinieties, ka bé&mi ir informéti par to,
k& jauzvedas interneta, ko drikst un ko nevajadzétu darit.

j, Neatstijiet ilgstosi ieslégtu datory,
ja to nelietojat!

Ne Jisu banka, ne kads cits pakalpojumu sniedzéjs
nekad neizmantos e-pastu, lai noskaidrotu Jisu
paroles, PIN kodus vai kodu kartes datus.

Ja sapemat e-pasta véstuli, kurd bankas vai kada cita
varda Jums tiek prasits noradit savas paroles, nekavéjoties
informé&jiet par to banku vai citu organizaciju un nekada
gadijuma nesniedziet nevienam savu slepeno informaciju.

| tebi

Pirkumiem interneta labak jiet atsevidku kr
N
" leskaitiet karté tik naudas, cik paredzat térét.

Tas pasargas Jis no krapniekiem, kas vélésies izmantot Jisu
kreditkarti saviem pirkumiem.

Ta ietaupisiet gan elektribu, gan

ka Jasu dators tiek uzlauzts.

VIRTUALA REALITATE

Aizsargajiet sev svarigos datus ar paroli!

Paroli izvélieties pietiekami sareZgitu, lai to nevarstu uzminét pat
cilvéki, kas Jis labi pazist. DaZ3dos portdlos lietojiet daZadas paroles!
Izstradajiet savu sistému, ka tas atceréties vai ari izmantojiet kddu
no droSajdm parolu glabaanas programmam!
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Cooperation with state and local
authorities institutions, CSIRT
units from different countries




CERT.LV

Incident response, help with malware
Cooperation with Security agencies

Participation in working groups to design
regulations of the Cabinet of Ministers

Expertise and opinion on request



CERT.LV

» Cooperation with other CSIRTs

— CERT-EE, CERT-SE, CERT.GOV.PL, CERT-
LT, SURFNet CERT, GovCERT.NL,
CERT.BE, ...

 CERT.LV presented in Barcelona at
TF-CSIRT & FIRST symposium



CERT.LV

« Cooperation with Microsoft Cyber Crime
Unit
 Participation in “ECO Workshop on Botnet

Detection, Measurement, Disinfection &
Defense”

« Cooperation with NATO
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Other activities




CERT.LV

Set up of local framework at IMCS UL
Adjustment of internal systems
Design of a contact database

Style, logo, home page, business cards,
etc.

Twitter account



CERT.LV

« Permission from Carnegie-Melon
university to use CERT.LV

 RFC document update

« Update of information in FIRST and
Trusted Introducer registries
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Future plans




CERT.LV

Strengthening CERT.LV’s position as a
competent IT security research and
response institution

Strengthen cooperation with
governmental and municipality institutions

Improve communication with ISPs

Fine-tuning of incident monitoring tools
and processing technique, knowledge
base gathering



CERT.LV

IS security research, honeypots, botnet
infiltration, etc.

Organizing regular seminars and training
Disaster recovery planning and exercises

NATO, CCDCoE - training and knowledge
transfer

Maintaining educational portal -
(“be safe”)

Information exchange with news and media
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Thank you!!!

http://ww.cert.lv/
cert@cert.lv
baiba.kaskina@cert.lv
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