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Overview



CERT.LV

• Operational since 1 February 2011

• Operates on the basis of IT Security Law

• Tasks delegated to IMCS UL

• Merged CERT NIC.LV + DDIRV

• State funded

• Year 2011 - 10 people, 4-5 FTE



CERT.LV

• Experience in security incident handling 

since 2006

• Full member of FIRST since 2009

• Accredited by Trusted Introducer since 

2007

• Facilitates LV-CSIRT initiative since 2007



LV-CSIRT initiative group

• Set up in March 2007

• Brings together IT Security professionals

• Experience and information exchange

• Awareness raising

• Cooperation in incident response and 

prevention





Achieved in 3 months



Monitoring of Latvian IT space 

and incident response



Situation in Latvia

• Overview of infected IPs in Latvia – on 

30.04.2011. ~4500 infections 

• Different information sources

• Only part of infections become incidents 

in tracking system

• Cooperation with ISPs



Incident response

• Dealt with 3966 incidents

• Numbers increase – new cooperation 

agreements with ISPs



CERT.LV incident statistics – 3 months
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CERT.LV incident statistics - monthly
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Some incidents

• News agency server hacking

• IMCS UL servers under severe hacking

• Energy company's case

• Analysis of targeted viruses

• Virus removals at several State authorities

• Identity theft

• DDoS municipality web servers

• Botnet activities targeting .LV primary name 
servers



Awareness raising, education, 

exercise organization, 

recommendations



Information, recommendations

• Information on newest viruses and threats

• Articles, suggestions

• Examples for IT security principles and 

rules

• Portal www.esidross.lv (“be safe”)



Baiba Kaškina, CERT.LV



Events, presentations

• “Be safe -1” in Riga and Kuldiga

• Presentation of CERT.LV at the 69th 

conference of the University of Latvia

• Participation in World Wide Safer Internet 

day



Other activities

• Educational posters

• Participation in TV and radio programs

• Interviews with journalists

• Articles for portals, news releases

• Academic activities







Cooperation with state and local 

authorities institutions, CSIRT 

units from different countries



Support for state institutions

• Incident response, help with malware

• Cooperation with Security agencies

• Participation in working groups to design 

regulations of the Cabinet of Ministers

• Expertise and opinion on request



International cooperation

• Cooperation with other CSIRTs

– CERT-EE, CERT-SE, CERT.GOV.PL, CERT-

LT, SURFNet CERT, GovCERT.NL, 

CERT.BE, ...

• CERT.LV presented in Barcelona at

TF-CSIRT & FIRST symposium



Other activities

• Cooperation with Microsoft Cyber Crime 

Unit

• Participation in “ECO Workshop on Botnet

Detection, Measurement, Disinfection & 

Defense”

• Cooperation with NATO



Other activities



Other activities

• Set up of local framework at IMCS UL

• Adjustment of internal systems

• Design of a contact database

• Style, logo, home page, business cards, 
etc.

• Twitter account



More – other activities

• Permission from Carnegie-Melon 

university to use CERT.LV

• RFC document update

• Update of information in FIRST and 

Trusted Introducer registries



Future plans



CERT.LV future plans - 1

• Strengthening CERT.LV’s position as a 
competent IT security research and 
response institution

• Strengthen cooperation with 
governmental and municipality institutions

• Improve communication with ISPs

• Fine-tuning of incident monitoring tools 
and processing technique, knowledge 
base gathering



CERT.LV future plans - 2

• IS security research, honeypots, botnet
infiltration, etc.

• Organizing regular seminars and training

• Disaster recovery planning and exercises

• NATO, CCDCoE - training and knowledge 
transfer

• Maintaining educational portal - www.esidross.lv
(“be safe”)

• Information exchange with news and media



Thank you!!!

http://ww.cert.lv/

cert@cert.lv

baiba.kaskina@cert.lv


