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“Datorv irusu izplat isanas
kédes”
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» Ka inficé darbstacijas
» Ko “nogul” serveru administratori

e VVértiga informacija datoros
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* Neviens droSibas tehniskais risinajums nav 100% dross!

IF T CaN JUST OVERCLOCK THE UNIX
DJIANGO, T CAN BASIC THE DDOS

ROOT. DAMN. NO DICE. BUT WAIT,, \¢ I
DISENCRYPT THER KILOBYTES WITH A

BRLKOO0R HANDSHAKE
THEN... JACKAIT.

H\, THIS & RoBERT

WACKERMBN, T'M THE

COUNTY PRSSWORD
\NSPECTOR.
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e Interneta parltks = pilnvértigs dators

* Veiksmigs uzbrukums parliGkam — pilniga kontrole par
lietotaja datiem

« Dazadas lerices — viena ievainojamiba
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» Veiktsp€ja > ka 5 gadus vecam serverim

* Vienmeér — pievienots internetam

e Parasti — ar novecojusam, nelabotam programmam

e Dazreiz — ar parak lielam lietotaja pilnvaram veikt taja
Izmainas
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1. Socialo tiklu lietotaji

%{HTTP_REFERER} “(tweet|twit|linkedin|instagram|facebook\.|myspace\.|bebo\.)
%{HTTP_REFERER} ~(hi5\.|blogspot\.|friendfeed\.|friendster\.|]google\.)

2. Apmeklétaji no dazadiem mekléSanas rikiem

%{HTTP_REFERER} “(yahoo\.|bing\.msn\.|ask\.|excite\.|altavista\.|netscape\.)
%{HTTP_REFERER} “(aol\.|hotbot\.|goto\.|infoseek\.|mammal\.|alltheweb\.)
%{HTTP_REFERER} “(lycos\.|metacrawler\.|mail\.|dogpile\?)

] -
3 Linked[)

Google yarioo! bING
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1. Visvairak uzbrukumu téméeti popularakajai OS — MS

Windows
%{HTTP_USER_AGENT} .*Windows.*

2. Ne visas Windows versijas ir “interesantas”

uzbrucéjam

%{HTTP_USER_AGENT}
IN*(WIn16|Win95|Win98|Windows\s95|Windows\s98|Windows\sCE|
Windows\sNT\s4)

3. Uzturét virusa versijas visam OS ir darbietilpigi un
dargi

4. Tas nenozimég, ka nelietojot Windows nebdsiet
apdraudets!
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MOBILAS ierices!

RewriteCond %{HTTP_ACCEPT} "text/vnd.wap.wml|application/vnd.wap.xhtml+xml"
[NC,0OR]

RewriteCond %{HTTP_USER_AGENT}
"acs|alav|alcalamoilaudi|aste|avan|beng|bird|blac|blaz|brew]|cell|cldc|cmd-" [NC,OR]
RewriteCond %{HTTP_USER_AGENT}
"dang|docoleric|hipt|inno|ipaq|javaljigs|kddi|keji|leno]lg-c|lg-d|lg-g|lge-" [NC,OR]
RewriteCond %{HTTP_USER_AGENT} "maui|maxo|midp|mits|mmef|mobi|jmot-
|moto|mwbp|nec-|newt|nokijopwv" [NC,OR]

RewriteCond %{HTTP_USER_AGENT}
"palm|panalpant|pdxg|phil|play|pluc|port|prox|gtek|gwap|sage|sams|sany" [NC,OR]
RewriteCond %{HTTP_USER_AGENT} "sch-|sec-|send|seri|sgh-|shar|sie-
|siem|smal|smar|sony|sph-|symb|t-mo" [NC,OR]

RewriteCond %{HTTP_USER_AGENT} "teli|tim-|tosh|tsm-|upgl|upsi|vk-
v|vodal|w3cs|wap-|wapa|wapi" [NC,OR]

RewriteCond %{HTTP_USER_AGENT} "wapp|wapr|webc|winw|winw|xda|xda-"
[NC,0OR]

RewriteCond %{HTTP_USER_AGENT}
"up.browser|up.link|windowssce|iemobile|minijmmp" [NC,OR]

RewriteCond %{HTTP_USER_AGENT}
"symbian|midp|wap|phone|pocket|mobile|pda|psp|PPCJAndroid s >
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Legalas, popularas vietnés tiek ievietotas
saites uz lapam kas uztur exploit-kit —
automatizétu riku parlikprogrammas
levainojamibu meklésanal un izmantoSanai.

Kasjauns.lv, BBC Radio 3, GoDaddy
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1. Kaitigais kods tiek izsaukts, izmantojot
sléptu iframe

2. Tiek izmantots kaitigs javascript, kas novirza
apmeklétaju pie noteiktam darbibam uz
uzbruceja serveri

3. Tiek parrakstits .ntaccess fails un, “vélamie
apmeklétaji”, tiek novirziti uz uzbrucégja
serveri

LAPAS APMEKL ETAJS PATS UZ SAITEM
NEKLIK SKINA!
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. Saites uz uzbrucéja serveri tiek atsititas e-

pasta

. Dazadu portalu komentaros tiek ievietoti

aicinajumi apmeklét kadu vietni

. Saites tiek pievienotas Youtube utt. video

materialiem

. Saites uz kaitigu lapu tiek ievietotas

dokumentos, kas tiek atsttiti upurim
UPURIS PATS IZVELAS APMEKL ET

KAITIGO LAPU!!
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Blackhole Exploit kit — Sobrid popularakais
datorvirusu izplatiSanas serviss!!!

Popul arakas izmantot as ievainojam 1bas:
1. Adobe Flash - field.swf (CVE-2011-0611),
flash.swf (CVE-2011-2110)

2. JAVA CVE-2012-5076 (Sept 2012), CVE-
2012-1723

3. Adobe PDF PDF LibTiff CVE-2011-2462
4. Microsoft Windows MDAC MS07-009
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Compromised web servers

JavaScript = Iframe redirection

Traffic directing
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302 redirect

Traffic directing
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LATVIJAS POLICLJIAS

KIBERNOZIEGUMI DEPARTAMENTS

Visas operdcijas, kas ir veiktas uz 57 datora, pierakstas.
Ja jos izmantojat veb-kameru, video un foto saglabaias identificEjumam.

Video ierakstizanas: PAR

Jis var viegli identificgt pa Jdsu |P adresi un saistitu ar vinu domeéna vardu.

Jasu IP adrese: e
Domeéna vards: SIA Lattelekom
Atragands wieta: Latvia , Riga

Jusu dators ir blokets!

Jisu datora darbs ir apturéts neatrisindtas kiberaktivitates pazimju dél.

Zemak ir minén isspéjamie parkapumi, ko 105 paveicat:

Pants 274. - Autorfiesibas S
HMaudas seds vai brivibas atnemsana uz latku fidz 4 zadiem
(Faifu, ko aizsarga autortiestbas, izmantosana vai izplatisana - filmas, programmatira)

Pants 183. — Pornografiska predukcija
Naudas seds vai brivibas atneméana uz laiky [idz 2 gadiem
{Pornografisku failu izmantoiana vai izplatiZana)

Pants 184, — Pornografiska predukcija ar b&rnu piedaliZancs (lidz 18 gadiem)
EBrivibas atnemsana uz laiku [1dz 15 gadiem
{Pornografisku failu izmantcsana val izplatizana)

Pants 104. — Terorisma Popularizésana

Brivibas atnemsana uz lziku dz 25 gadiem _

{Jiis apmekl&jat teroristisku organizaciju portalus)

Pants 287. - Nevériga datora lietodana, kuras dél ridijas gritas sekas
Naudas seds vai brivibas atnem3ana uz laiku [idz 2 gadiem

{Jidsu dators ir inficéts ar virusu, kurs, savakart, inficéja citus datorus)

Pamnts 108. - Azartspéles . o .

Naudas seds vai brivibas atnemsana uz laiku ITdz 2 gadiem o

{Jiis spEigjat azartspéles, bet ar JOsu valsts likumu azarta bizness ir aizliegts)

5akard ar valdibas |Emumu 22 augusta, visi dotie Gesibu parkdpumi var bit apldkon k3
nosacit, naudas soda apmaksas gadijuma.

Naudas soda summa ir 50 LvL. Apmaksa javeic 48 stundu laiki, pac pirkipianas
atklasanas.

Ja naudas sods netiks apmaksats, uz jums automariski tiks uzsakta kriminallieta.

Péc noudas sodo opmaksas fisu daotors fiks othlokets

1. 2. 3.

Kur var nopirkt Ukash

Samainiet skaidrue naudu uz Ukash vauleru un ievedist o ) Sfe ra
WenaCallshop
O-Bizz

vaugera kodu form3, kas ir sniegta zemdak.

Kods: ]

1f2]alals|elz]a]o]o

Kur var nopirkt
Paysafecard

R narvesen 3
plus( unids

wwarlgl stkyml

& pag53f2f5l'{j Latvia pa

Samainiet skaidru naudu uz Paysafecard vauceru un ievediet
vaucera kodu forma, kas ir sniegta zemalk,

Keds: ]

Lidlzu, pieversiet uzmanibu: naudas scds ir jdapmaksa 48 stundu laika. Ja
jums neizdevas veikt samaksu nordditaja laika, atblokEet Jasu datoru bls
neiespéjams.

Saja gadijuma uz jums automatiski tiks uzsakta kriminllieta.
{ 100%
| Dirosi Maksajumi
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E-pasts — popularakais veids ka iesutit
datorvirusu. Musdienas reti notiek méginajumi
lesutit izpildamu programmas failu, biezak tiek
Izmantoti zinami PDF vai MS Office failu
exploiti.

Viltus atjaunin ajumi - datorvirusi tiek uzdoti
par parltikprogrammu, to papildinajumu,
antivirusu atjauninajumiem.

Video kodeki — tiek izplatiti kopa ar filmam.
Alternat t'vs mehanisms, ja parlikprogramma
nav ievainojama ar Drive-By.
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Ka virusi Inficé datorus - 2
Inficeti falll — art mobilajos

JocTyn K caliTy 2akpeiT Ars Bamero Mo0HIEHOTO yoTpoiicTEal

)

Hrobs npogomEHTE paboTy, HeoOxomo 00OHOEHTE Dpaysep

ObnoBuTh Dpayaep

Bce npaea samumens:
llonezoEaTeIRCEDe COMTAITEHHE
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 Efektivitate pret jauniem virusiem < 10-20%
« Nav laicigi atjaunotas

 Ker tikal “zinamus” virusus

» Palénina datora darbibu — lietot3ji tas atslédz
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i o e A SHA256: b0c4b0379402045512a9b

Dapecicn

. File name: x.docx
e S Detection ratio: 0/42

m w Analysis date: 2012-04-11 11:41:05 UTC

- - « Programmésanas laiks < 30 mindtes

o » Profesionali kaitiga koda veidotaji

- izmanto automatizétus rikus sava

- = koda slépSanai

- -  “Svaiga” datorvirusa variacija katru
- = dienu

9-: = cjc /V\, >



Jauna diena kantordi,
Brinas visi darboni,
Kam tu, tupais direktor,
Darba jémi pajoli?

Admins nulle, lohs “pa dzivi”
Sanem algu, lamers, brivi,
Pa to laiku “hakeri”
Piesmg€j arT routeri...

P.S. Algot kartigu adminu vienmer ir 16tak neka parmaksat par pulveri. Eso%o
pajolu vienm@r var atlaist bez kompensacijam, paradot 3o izdruku.
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« Windows lietotaju ir vairak, tacu maldigs ir
uzskats, ka UNIX/Mac OS masinas ir
pasargatas

CERT.LV pétits botnet
e 38 :Darwin

e 161 :FreeBSD

e 378 :Linux

. 3 :5un0OS

Neviena Windows masina!
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Serveru administrésanas rikiem nav
lerobezota piekluve

Nav ieviesti riki nesekmigo piekluves
meéginajumu uzskaitei, netiek veidoti
pietiekami zurnalfaili

Vajas paroles

Novélota programmattras “ielapu”
uzstadisana

CERT.LV
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. Servert tiek uzturétas “cauras” timekla
lapas

Novecojusas satura vadibas sistémas un to
pielikumi

Nepareizas failu piekluves, izpildes tiesibas
— viens uzlauzts lietotaja konts saboja visas
serveri esosas lapas

Datubazeés tiek glabatas neaizsargatas, vai
nepareizi hashotas paroles
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Jaunums — rootkit kaitigu iframe
iInjekcijal HTTP lapas

public set_http_injection

set_http injection proec near ; CODE XREF: mod_init+31)p
sub rsp, 8
call get_http injection_ wvar
test eax, eax
jz short loc_ AdB4
HOr eax, eax
call load_zlib module
test eax, eax
jz short loc_ AdB4
mov rdi, cs:this_tcp sendmsg
mov rsi, offset new_tcop_ sendmsg
call splice_func_in_memory
test eax, eax

setnz al
MoVIX eax, al

Jjmp short loc_A4B&
‘: ___________________________________________________________________________
loc_A4B4: ; CODE XREF: set_http_injection+BTl
; set_http_injectiont+léT
HOE eax, eax
loc_A4BE: ; CODE XREF: set_http_injection+331j
Pop rdi
retn —)

set_http injection endp
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Paredzéts 64-bit Linux datoriem

Var veikt precizu injekciju tikai konkrétai
meérkauditorijali

Attalinati vadams
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Nauda bankas konta

Kreditkarsu dati

Gmail konts — taja ir ne tikal e-pasts

Twitter, Facebook, Hotmail konts
TieSsaistes spélu konti un virtualie spélu riki
Pases dati — var tikt izmantoti viltotas pases
IzgatavosSanal!

Privatas fotografijas Santazai

Datora resursi — webcoin mining, parolu
uzlausana, DDOS, méstulu izsutiSana
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Veértibas jusu serveri??




Warning! Access to your computer is limited. Your files has been decrypted.

VWe have detected spam advertises illegal sites with child pornography from your computer. This contradicts law and harm other network users and :
in this case we have to do next steps: i

1. Block access to yvour deskiop.
2. Totally hlock Safe-Mode and Metwark,

3. Encrvpt wour files using ddvanced Encryption Standard and 256 symblols randomby generated password.

4. Sent this randomiby generated password to our secure server and delete this password from your computer. (you cant get this password - never!)

Thiz password is unigue for each computer and stored on our secure server{and then erasing from this server and sending to us) and in each encrypted file.

Ifvou think that you or some specialist can get this password from encrypted file - this is unreal even for specialist for goverment services, becasue here using
256-bhit Advanced Encryption Standard.

To brute-force an AES-256-ECEB encrvption key in a known-plaintext attack, using all possible comhbinations,on a Cray XEG with ane million Opteron 6282 SE cores,
itwould take up to ~66 282 862,963, 7591,221 625,826 807,369,649, 000,000,000,000,000,000, 000,000 vears to complete the known-plaintext attack,

You have only two ways to decrypt your files:

1. Get Paid far decrypt password to us.

2.Wyait ~66, 282 BB 563,751,221 625,826 507 369,649, 000,000,000,000,000,000,000,000 years.

Mayhe yau will remove locker but you have no other ways to decrypt your files!

To remove lock and decrypt your files you need to do next steps:

1. Buy Moneypak, Paysafecard or Ukash card (900% or 900€)

2. Send us email with your Id number and card code fyou can use mokile internet from your cell phone or another PC to send email).
3.Wait 1-3 hours while we will send you reply email with two passwords to unlock and decrypt your files.

You can buy MoneyPak card atthe nearest stares S Walgreens, Walmar, CVSI pharmacy, Kmatt,
SevenEleven, Rite Ald or go to www. moneypak.com to find location stores nearyou,

Tofind Paysafecard location stores near you visitwww paysafecard.comeor Ukash atwww ukash.com

Warning! - You have onhy 48 hours to pay and get passwods, otherwise all your files will be permanently deleted (forever).

Our Guaranties:
Ifyou donttrust us you can send any one file (ho maore Gmb, jpg, brmp orother picture, not a document) and your 1d number to our email, then we wil decrypt it
and will send you reph with succesefully decrepted file.

Your ld Number and our contacts [please write down this data]:
Your ld #: 117675559 Our special service email: security31820i@gmail.com
Mow decrypting:

| 1 Enter Passwords and Stark Decrpt

Total encrypted files: &7 Currently decrypting filedt 00000 of &7
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Gints Malkalnietis

E-pasts: gints@cert.lv

Timekla vietne: http://www.cert.lv

Portala Esi droSs timekla vietne: http://www.esidross.lv
CERT.LV Twitter vietne: http://twitter.com/certlv



