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Microsoft Digital Crimes Unit

the fight against digital crime

through and legal and
technical
that the way
cybercriminals operate




Agenda

Yesterday’s dream and its unexpected consequences

Is isolation our best protection ?

Big ambitions start with small achievements



Yesterday's dream...
and its unexpected consequences



Bill Gates’ dream in 1977 :

“A computer in every home”



Our reality 35 years later
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The Internet now has
340 trillion trillion 229 comments
trillion addresses

By David Goldman @CMNNMoneyTech June 6, 2012: 8:13 AMET

FROM: WORLDIFWELAUKNCHORG

The IPvE launch has expanded the number of Internet addresses to 340 undecillion.



|s isolation our best protection?



Isolation within companies and government

Fragmentation [ Communication

Roles and
Responsibilities | Expertise




Isolation between Cybersecurity and
Cybercrime

‘

means of ITC

Cybersecurity:
non-intentional Both: intentional
incidents incidents

Source: Council of Europe



|solation between protection and
response
Protect Detect

Recover



Isolation among Cyber Threat Categories

Econonmcil ‘
Cybercrime Espionage Military Espionage | Cyber Warfare




A national agenda to help break silos

>

Government
Threat landscape IT environment Technology Trends Local market Agenda

National Cybersecurity agenda




Cybersecurity agenda

National
Projects and | Relationship
Solutions

Strategies / ICT
Policy Infrastructure

Social, Economic, Political and IT Alignment




Cybersecurity agenda
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Big ambitions start with small
achievements...



Elements of a national dental health
agenda
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Since 2010, Microsoft disrupts botnets
and distribute actionable data on
infection to countries
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2011 : Delivery of data to ISPs to help
them clean their customers

1. Monitoring
TeliaSonera constantly
rmanitors traffic for signs of

infection.

2. Detection
When an infection is detectad,
the customer is identified and
the system automatically
fetches contact information,

6. Customer Rejoins
After remediation the
customer rejoins the network. |
If infection is still present, the
problem is automatically
flagged again.

~/ .
‘% TeliaSonera

3. Alerting
Customer is automatically
alerted via a text message
- that their system appears to
have been compromised, and
a help desk ticket is

generated,

5. Remediation

Custamers may use any

remediation service they like
to remave the infection,

4. Isolation
"Walled Garden”
The customer’'s device is remowved
from the network or restricted to
a safe "walled garden.”




2012 : Delivery of data to national centers
to help them clean their country

MICROSOFT .

DIGITAL
CRIMES
UNIT

e Real time data
* Includes IP addresses

* Delivered through
Azure Microsoft cloud



g 2013-2015 @ support the EU
& Dbotnet project for detection and

prevention
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Advanced Cyber Defense Center brings together 28 partners from
14 countries to detect, analyse, notify and mitigate botnets. 30
months project starting end of 2012.



We have good news for those who believe
their teeth, like their computers, do not
require care and attention...



“'you don't *
" haveto.

just the ones
. you want
W fo keep.
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