
Cybersecurity for Latvia
Disrupting cybercrime with public/private 
partnerships

Jean-Christophe Le Toquin
Director, Digital Crimes Unit
Microsoft EMEA

Riga, 8 November 2012



Microsoft Digital Crimes Unit

Transforming the fight against digital crime
through partnerships and legal and 

technical 
breakthroughs that destroy the way

cybercriminals operate



Agenda

Yesterday’s dream and its unexpected consequences

Is isolation our best protection ? 

Big ambitions start with small achievements



Yesterday’s dream…
and its unexpected consequences



Bill Gates’ dream in 1977 :

“A computer in every home”



Our reality 35 years later





Is isolation our best protection? 



Isolation within companies and government



Isolation between Cybersecurity and 
Cybercrime



Isolation between protection and 
response

Protect Detect

RespondRecover

Defend



Isolation among Cyber Threat Categories



A national agenda to help break silos

National Cybersecurity agenda

IT environment Technology Trends
Government 

AgendaLocal marketThreat landscape
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Big ambitions start with small
achievements…



Elements of a national dental health
agenda



Since 2010, Microsoft disrupts botnets
and distribute actionable data on 
infection to countries



2011 : Delivery of data to ISPs to help 
them clean their customers



2012 : Delivery of data to national centers
to help them clean their country

• Real time data
• Includes IP addresses
• Delivered through 

Azure Microsoft cloud



2013-2015 : support the EU 
botnet project for detection and 
prevention

Advanced Cyber Defense Center brings together 28 partners from
14 countries to detect, analyse, notify and mitigate botnets. 30 
months project starting end of 2012.



We have good news for those who believe
their teeth, like their computers, do not 
require care and attention...
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