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RAYMOND SCHIPPERS - LEAD ANALYST - AMA



WHO AM I?

RAYMOND SCHIPPERS
• Lead Analyst AMA (Asia, Middle East, Africa)\

• Leading outreach

• Previously SecOps lead, gambling company

• Enjoy hunting bad guys

•No photos please
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GLOBAL COVERAGE
24/7/365
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WHAT DO WE DO?
WE INVESTIGATE
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SaaS - Perimeter Gateway - Endpoint 

SIEM - Application Server - Cloud

Operating System - Threat Intelligence

EDR - Web Proxy - Active Directory



TRENDS
Q3 2018
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BUSINESS 
EMAIL COMPROMISE
IN THE CLOUD
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COMMON BEC CASE
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THE STATS
UNIVERSITY CASE
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500 compromised users

Full AD password reset 

9,500 spam sent per account

$0 lost



THE STATS
SMALL BUSINESS CASE
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4 account compromised

Dwell time ~ 1 week

1 email

USD $ 2.5 million lost
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ADVANCED
PERSISTENT RANSOMWARE
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TRICKBOT ADAPTATIONS

Modular Design
Mimikatz Module
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A TIME TO DWELL

AD NAS
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ADVANCED RANSOMWARE
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MITIGATION

HARDEN
• Segment your network

• Use Microsoft LAPS to have different local admin crews

• Use protected users AD group for privileged

• Run BloudHound AD against your AD - then freak out

• Hold & Prevent all mails and files

• HTTPS Inspection
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AD DDOS
TO THE CLOUD
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E-COMMERCE
ATTACKING SALES
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THE CHALLENGES
COMPLEXITIES WE FACE
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+1-866-923-0907
EMERGENCY-RESPONSE@CHECKPOINT.COM
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