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1ail@ubul: $ zgrep "authen® auth * | grep "auth"
h.log:Dec 19 06:51:48 ubul sudo: pam_unix(sudo:auth): authentication fajj

w/pts/0 ruser=ismail rhost= user=ismail

h.log.1l:Dec 11 08:27:14 ubul lightdm: pam_unix(lightdm:auth): authenti
‘user= rhost= ' 1ail
h.log.1:Dec 11 08:27:23 ubul polkitd(authority=local): Registered AujAMity  Numberof svents 12873 () New svents svaiabie
\us name ome/

A « 01 3 6 AM N fnt'w « a4 | " ¥
Success 2018031 6 AM N ft'Ww ¢ 4634 Logoff y ste Cust
Audit Success 20180315 24936 A Microsoft W JOWs e &7 Specal Logor
n
N Audit s 2018.03-15 24936 AM Microsoft 4624  Logo
Audit Success 2018-03-15 24936 AM Microsoft Windows se 4624 Logon e
s and st Success 2018.03.15 24936 AM Microsoft Windows se 4648 Logon ¥  Fiter Current L
h.log.1:D : :03 ubul su yam_unix ( Gy Audit S+ 2018-03-15 24936 AM  Microsoft Windows se 4738 User Account cties

J,-"de\.'),-" ) ‘user=ismail rhost= )( Audit Success 2018-03-15 24936 AM Microsoft Windows se 4672 Special Logor
7:05 ubul su : pam authenticate:
38 ubul s [:a"_ﬁni udo:auth) Event 4624, Microsoft Windows securnty audding - bed  Sove Al Events
ail rhost=
24 ubul su :
ruser=ismail rhost= i

enersl  Details Attach o Task T
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SANS top 20

(ritical Control

Inventory of Authorized and Unauthorized Devices

Inventory of Authorized and Unauthorized Software

Secure Configurations for Hardware and Software on Laptops, Workstations, and Servers

Continuous Vulnerability Assessment and Remediation

Malware Defenses

Application Software Security

Wireless Device Control

o Bl ot I B o Bl o

Data Recovery Capability

e

Security Skills Assessment and Appropriate Training to Fill Gaps

—
b

Secure Configurations for Network Devices such as Firewalls, Routers, and Switches

—
—

Limitation and Control of Network Ports, Protocoks, and Services

—
o

Controlled Use of Administrative Privileges

—
w

Boundary Defense

Py
>

Maintenance, Monitoring, and Analysis of Security Audit Logs

—_
»

Controlled Access Based on the Need to Know

—
o

Account Monitoring and Control

p—y
™

Data Loss Prevention

18.

Incident Response Capability

19.

Secure Network Engineering

20.

Penetration Tests and Red Team Exercises

Effect on Attack Mitigation
Very High
Very High
Very High
Very High
High
High
High
Moderately High to High
Moderately High to High
Moderately High
Moderately High
Moderate to Moderately High
Moderate
Moderate
Moderate
Moderate
Moderately Low to Moderate
Moderately Low to Moderate
Low

Low
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Who Manages SIEM Products in US Enterprises?

NetOps

10.9% ‘Y
Other
3.3% *‘
Infrastructure /'
9.0% /
IT

17.1% DevOps
1.9%

SecOps
53.6%

Architecture
4.3%

Source: NS5 Labs 2017 Security Architecture Study
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THE COMPASS

WILL TELLYOU
WHICH WAY
S5 S NORTH

BUT IT CANNOT TELL
YOU WHICH WAY 1S RIGHT

7S FOR EXAMPLE

IS VERY BAD
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Web server Firewall Proxy Office 1 1ng g:e; 26
2.2.2.2 10.0.0.1 10.0.0.2 10.0.1.5 T

* Connection on TCP port 443 - src: dst:2222 state: accepted

¢ 10.0.1.5 Get https://hackme.info/virus.exe

» list ACL-IPv4-E0/0-IN permitted tcp 10.0.1.5 (1024) -> 10.0.0.2
(443), 1 packet

* Client 10.0.1.5#57398 UDP: query: hackme.info IN A response: DNS DHCP DC AV
NOERROR +AED hackme.info 28800 IN A 2.2.2.2

* Lease for 10.0.1.5 Assigned to Office1 -
MAC:AE:00:AA:10:FF:DD

* Authentic Package:
MICROSOFT_AUTHENTICATION_pACKAGE_V1_0 Logon
Account: Kaspars Source Workstation: Office1

» Client:Office2 - Succesifully removed -
C:\Windows\Templ\virus.dll - Reason: Win32/RatProxy


https://hackme.info/virus.exe

SOURCE

Hostname: nb30ptl Location: N/A Hostname: DC-LV-01 Location: N/A
MAC Address: C8:5B:76:67:87:0E Context: d81de3eb-1085-11e5-b041- MAC Address: 00:15:5D:00:04:07 Context: d81de3eb-1085-11e5-b241-
Port: 63795 000c20d105d0 Port: N/A 000c29d105d0

Asset Groups: N/A

Networks: LV-Riga-Main-Office
Logged Users: N/A

OTX IP Reputation: No

Asset Groups: AlienVault HIDS
Availability monitoring

Networks: L\V-Riga-Main-Office
Logged Users: N/A
OTX IP Reputation: No

Latest update: nN/A
Username & Domain: A/A

Latest update: nN/A
Username & Domain: N/A

Asset Value: 2 Asset Value: 3

2 windows,authentication_success, A Kerberos service ticket was 4769 D_

requested: Success.

USERDATAS USERDATA9

0x0 DC-LV-01 DC-LV-01 Lu




v RULES

W SSH authentication attempt failed detected 1 None 1 & ANY + ANY + sileago‘tf)ctor * 508y > More o
icati i 2 siteprotector SIDs:
W SSH authentication failed attempts detected 2. 40 2 + ANY ®. 1:DSTCIP i 861 0 * 5110069 » More @ B @R ¢ = 4
W SSH authentication failed attempts detected 4 60 10 # 1SRCIP & 1:DSTIP & si(eargltf)ctor * 2151'3&1;9 >More * W (3 ¢ =
W SSH authentication failed attempts detected 6 3000 100 + 1SRCIP & 1:DSTIP 4 Si‘eag’l‘]e)cm' + 505, PMore ¢ B @ ¢ @ 1
icati i 5 g siteprotector SIDs:
W SSH authentication failed attempts detected 8 36000 1000 &1 SRCIIPS e 1DSTEIP 8 611) * 5170069 "More * B @@ ¢ < o
Success 10 43200 1 ¢ S5SRCIP ¢ 50DSTIP & ssh(4003) ¢ SIDs:7 PMore ¢+ B [ & =
SSH authentication failed attempts detected 10 36400 10000 + 1SRCIP & 1:DSTIP # Si‘egg’l‘f)“" ¢ sy PMore ¢ B [ ¢ @ 1




SECLRITY IVENTS: TOP IVINTS (5] 0

ALARM BSK

2 (1%
0%

8%

Alen'auh NIDS: “ET Mlenvaut WD ET
'WEB_SERVER Possile CVE- o WES. SERVER Ponuil
20184271 Antermgt in

Hadery'

CVE-2014-6271
Astemge”
Allenvaut HOS: Web
Urefi: Genenc @ rerver 400 errar
ASA: The ASA dented any

mbound ICWP packet
arrery

SECLARITY EVENTS: TOP ALARMS =]

20%
0%

20%

AV Web artack, X558
@ attacks detectad again:
osTP

SUCCESSFUL AUTHENTICATION =) 7
LOGINVS FAILED LOGIN EVENTS

4

PRECAUTION

5%

® Logn @ Failed

SECURITY IVINT TRIND DAYS (50 1

31May tden 2Jen Jdum 4 Shen B

SEM: TOP IVINT CATEGORILS

nEm pos

L[]

AP QEX ACTIVITY IN YOUR
ENVIRONMENT
50%

50%

Threat actors leverage RIG sends Ramnit
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v File Access

@ No refresh selected v
) Add Widget Preferences :fl; Share 10-08-2018 17:40:40

| P I PR | T I

Il WriteData Il DELETE

@& UNIQUE WRITE EVENTS (PER USER) @& UNIQUE DELETE EVENTS (PER USER)

vriteData/ o [ 3 3% .y
erteDala/DP_ 16.48%
writeData/DPA | I - 5-68% \ DELETE/DPA I 5-87% _— DELETE/DPA I 41.159
14.4
vriteData/DP/ | : 5-7°% N _ [ R
I o I 7%
writepata/ ¥ ||| N '/ oecere/ o N &2
I 12.45%




v File Access C)

@ No refresh selected v
Add Widget Preferences 10-08-2018 17:40:40

[ UNIQUE OBJECT WRITE EVENTS (PER HOUR) = 47" UNIQUE OBJECT DELETE EVENTS (PER HOUR)




Microsoft DHCP Service Activity Log

Event ID Meaning

00 The log was started.

01 The log was stopped.

02 The log was temporarily paused due to low disk space.

10 A new IP address was leased to a client.

11 A lease was renewed by a client.

12 A lease was released by a client.

An IP address has been assigned to a host not according to established naming schema.
DHCP Server: dc-1v-01

Time: 10/05/18 18:17:31

Hostname: null

MAC: ©00D48542A53

IP address: /172.21.1.75



LietoSanas gadijumi
un izmaksas
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leviesanas projekts

PriekSizpéte Uzstadisana UzturéSana
4 ) 4 )

* Klienta infrastruktdra * Instalacija » Regulara pielagosana
* Noteikumi, procedulras » Konfiguracija
* Specifiski droSibas riski » Sakotnéja pielagosana
NS J N J N J

1-4 nedélas 4 nedélas Regulari



Kads ir ievieSanas merkis?

Kadus riskus vélamies samazinat?
Kadas sistémas uzraudzisim?
Kada ir normala uzvediba?

Kadas kontroles uzraudzit?

Kadus notikumus meklét?

Cik ilgi jaglaba?

Kadus protokolus izmanto?

Cloud vai Onpremise?

Vai tas nenoslogos tiklu?

Cik daudz storage un CPU vajadzées?
Kadu risinajumu izvéléties?




Blokétie izejoSie savienojumi
ugunsmurt;

Blokétie izejoSie savienojumi IPS;
Blokéta |aunatiira;

Vienlaicigie masveida
autentifikacijas vai pieslegumu
pieprasijumi no vienas IP adreses;
Lokala lietotaja izveide;

Masveida autentifikacijas
pieprasijumi;

Masveida failu piekluve, kopésana,
dzéesana;

«Slepenie» failu piekluve;
levainojamibu identificéSana;
Arpus normala aplikacijas darbiba.

SPEED
LIMIT

335

MINIMUM

20




Kadi ir misu ieguvumi?




Kapeéc neizdodas?

» Atskirigas intereses — razotajjs,
konsultants, klients;

+ Atskiriga izpratne — biznesa
vaditajs, IT vaditajs, drosibas
analitikis;

* Nav definéts meérkis;

* Nav paredzets atbilstoss
budzets, resursi;

* Noklusétie iestatijumi;

 Nav izvelets atbilstoSakais riks.







