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Is Cyber War a Reality?



What Cyber War Is Not



{ Attack the Internet, Men! I
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Bundeswehr rustet sich fur den Cyberkrieg
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Are Increasingly Dependent Upon Cyberspace
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Warsaw Summit Communiqué:

<+

NATO | Warsaw

Varsovie
8-9 VIl 2016

Summit |Sommet

Now, in Warsaw, we reaffirm NATO’s defensive mandate,
and recognize cyberspace as a domain of operations in
which NATO must defend itself as effectively as it does in
the air, on land, and at sea.

This will improve NATQO’s ability to protect and conduct
operations across these domains and maintain our freedom
of action and decision, in all circumstances.

It will support NATO’s broader deterrence and defence:
cyber defence will continue to be integrated into
operational planning and Alliance operations and
missions, and we will work together to contribute to their
success.
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Straightforward, Right?

Cyberspace as an Operational Domain




Cyberspace as an
Operational Domain
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Operational Capability
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Two Fundamental Considerations

Integrating Cyberspace into Joint Operations

Addressing the Unique Aspects of Cyberspace
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Integrating
with Joint
Operations

Cyberspace Operations Centre

e Mission:
— Provides persistent, centralized and

comprehensive cyberspace situational
awareness

— Provide cyberspace domain aspects of
mission assurance

— Focal point for the preparation,
planning, conduct and coordination or
execution of cyberspace operations




But What About the Unique Aspects?

Cyberspace as an Operational Domain




Addressing .
0 Unique Immaturity
Aspects

Land Warfare:
5,000+ Years Experience




Addressing
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Sea Warfare:
2,500+ Years Experience
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Air Warfare:
100+ Years Experience
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Cyberspace Warfare?




Addressing
Unique
e Aspects Th reatS
* Range from Nation/States to Non-State

actors to Individuals

e Able to affect both specific and broad-
based targets

e Often operating below the level of Crisis

e Advanced Persistent Threats:

— Long term preparation of targets

— Sophisticated effects



Adc‘jressing
o A Persistence

* Cyber Defence has to be
a “Day Zero” capability

* Everyday cyber incidents offer
opportunities for collaboration and
learning

e Effective NATO-National
coordination requires regular
practice through exercises and
training
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Unique
Aspects

Hackers Incoming!

Some Analogies
Don’t Work

Whether for
Defense...
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Addressing
Unique
Aspects

Cyberspace
Defence is
About Getting
Smart About
Disinformation

The Russian propaganda guide to stealing
your roommate’s burrito

By Natalia Antonova Posted in | Commentary | Crime | | Humor

New Study Finds Fake News
Spreads Faster and Deeper Than
Verified Stories on Twitter

Caution
{ Social Networks
Ahead

Misinformation
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Use at
Own Risk

Tvoll

Disinfor-
mation
Rumwor

Urban
Legend
Spam




Addressing
Unique
Aspects

Cyberspace
Defence is
About
Establishing
Norms of
Behavior

A Call to Cyber Norms

Discussions at the Harvard-MIT-University of Toronto
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Addressing
Unique
Aspects

Cyberspace isn’t
one Network:
It’s a Network
of Networks

of Networks

THE INTERNET MAPPING PROJECT
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Much of
Cyberspace

Is Governed
Through Rough
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Aspects

Addressing . .
e Unique Cyberspace Defence is Decentralized

I'm a Cyber
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Defender!
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Is Cyber War a Reality?



1. What Happens in
Cyberspace Affects How
We Would Fight a War



2. How We Defend
Cyberspace is About
Much, Much More than

Just the Military’s Role
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Cyber Defence
Is @ Team Sport



