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Is Cyber War a Reality?



What Cyber War Is Not



Attack the Internet, Men!





NotPetya

WannaCry

Conficker
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Cyberspace Defence
IS

A Matter of Collective Defence



Warsaw Summit Communiqué:
Now, in Warsaw, we reaffirm NATO’s defensive mandate, 
and recognize cyberspace as a domain of operations in 
which NATO must defend itself as effectively as it does in 
the air, on land, and at sea. 
This will improve NATO’s ability to protect and conduct 
operations across these domains and maintain our freedom 
of action and decision, in all circumstances. 
It will support NATO’s broader deterrence and defence: 
cyber defence will continue to be integrated into 
operational planning and Alliance operations and 
missions, and we will work together to contribute to their 
success.
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and Alliance operations and missions



Straightforward, Right?
Cyberspace as an Operational Domain
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Two Fundamental Considerations

1 Integrating Cyberspace into Joint Operations

2 Addressing the Unique Aspects of Cyberspace
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Cyberspace Operations Centre

• Mission:
– Provides persistent, centralized and 

comprehensive cyberspace situational 
awareness

– Provide cyberspace domain aspects of 
mission assurance

– Focal point for the preparation, 
planning, conduct and coordination or 
execution of cyberspace operations

1
Integrating 
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But What About the Unique Aspects?
Cyberspace as an Operational Domain
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Land Warfare:
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• Range from Nation/States to Non-State 
actors to Individuals

• Able to affect both specific and broad-
based targets

• Often operating below the level of Crisis

• Advanced Persistent Threats:
– Long term preparation of targets

– Sophisticated effects

CYBERSPACE
IS

ALWAYS
ON

Threats2
Addressing 
Unique
Aspects



• Cyber Defence has to be 
a “Day Zero” capability

• Everyday cyber incidents offer 
opportunities for collaboration and 
learning

• Effective NATO-National 
coordination requires regular 
practice through exercises and 
training

CYBERSPACE
IS

ALWAYS
ON

Persistence2
Addressing 
Unique
Aspects



Cyberspace in 
Military Operations:

A Typical OV-1
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Cyber Defense Radar

Hackers Incoming!
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Cyber Attacks
Can Take a 
Long Time to 
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Cyberspace 
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Cyberspace isn’t 
one Network:
It’s a Network
of Networks
of Networks
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Cyberspace isn’t
one Network:
It’s a Network
of Networks
of Networks

… which can result in
complex, Nth order effects

2
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Source: Suppressing cascades in interdependent networks
Charles D. Brummitta, Raissa M. D’Souza and E. A. Leicht
www.pnas.org/cgi/doi/10.1073/pnas.1110586109



Much of 
Cyberspace
Is Governed 
Through Rough 
Consensus
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Cyberspace Defence is Decentralized2
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I’m a Cyber 
Defender! I’m a Cyber 

Defender!



Is Cyber War a Reality?



1. What Happens in 
Cyberspace Affects How 
We Would Fight a War



2. How We Defend 
Cyberspace is About 
Much, Much More than 
Just the Military’s Role



Cyber Defence 
is a Team Sport


