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A honeypot is a system designed to appear 
vulnerable and valuable to attackers.

• What happens after a machine is compromised?

DEFINITION
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Available

• Poor security

• Weak passwords

• No encryption

• Many active services

PROPERTIES

Promising

• Usernames and passwords

• Useful services

• Sensitive information

• Sensitive functionality

• Access to other systems
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Purpose

• Research

• Detection

• Defense

TYPES

Interactivity

• High-interaction (honeyservers, 
honeynets)

• Medium-interaction (host/service 
emultation)

• Low-interaction (honey-tokens, null 
listeners)

• (Adaptive?)
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• Fewer false-positives

• No issue with IPv6 or traffic encryption

• Research: Better quality of gathered information

• Defense: Better quality (depth) of gathered information

• Research: Allows to study attacker behavior, popular tools and 
methods

• Research: Malware analysis and attack appropriation

• Detection: Early warning

• Defense: Distracts attackers from real assets

• Defense: Improve response tools and procedures

• Active Defense: Fine-tune other defensive systems

• Active Defense: Test the effectiveness of standard security controls

BENEFITS
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TOPICAL 
INTERLUDE
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Profiling the enemy is the first step to building the right kind of 
defenses to stop them (Rossi, B. 2014)

• Attacker profiling increases the reliability of [log] analysis results as the separation 
of infrastructure properties and attacker properties allows to update these values 
independently from each other and reflect the ever-changing risk landscape in a 
more [realistic] way. (Lenin, A., Willemson, J., Sari, D. P. 2014)

• Vulnerability used for entry; skill and experience; stolen/targeted assets; nicknames; 
language; preferred tools; anti-forensic measures

• Honeypot logs => motive, means, opportunity, environment (victimology), 
personality (MO and execution style)

• Common tools and activities map to common goals or origins/training

• Focus defense and reduce response/investigation time

CYBERCRIMINAL PROFILING
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(NUNES, S., CORREIA, M. 2010)
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ATTACKER TYPES

• Script Kiddies – younger and less skilled, testing a new vulnerability, launching 
automated scripts

• Botnet Owners – initial motivation was personal power, shifting towards financial gain 
later. Aiming to compromise maximum nr of computers. Medium level of skills - requires 
some expertise

• Online Group - searching for unknown vulnerabilities, constructing hacking toolkits for 
fame and recognition, proud to be a part of a notorious online social community

• Hacker - acts alone, self-studied and skillful, evades detection and covers tracks

• Hired Intruder – commonly corporate espionage, targeted attacks launched at the right 
time

• Organized Crime - maximize illicit gain, steal identities to commit fraud, ask for ransom

• Terrorists - high skill entry level, mass denial of service or theft of classified data

• Intelligence Services – information warfare

The most popular course of action was to check the software configuration, 
change the password, check the hardware and/or software configuration (again), 
download a file, install the downloaded program, and then run it (Ramsbrock, D., 
Berthier, R., Cukier, M. 2007)



BACK 
ON 
TRACK
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• Data volume

• Limited field of view

• Unknown attacks not always handled

• May be compromised together with the gathered data 
(VM breakouts)

• May allow further compromise

• Needs to be well monitored and maintained

• Needs to have limitations, which may alert or inhibit the 
attackers

• Legal responsibility

DRAWBACKS
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DESIGN
EXAMPLES
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• Basic hardening

• Monitoring

– Interaction with services

– Per-session traffic => IPS/Firewall for filtering

• Intrusion Detection/Prevention System

• Firewall 

• Remote logging

• Redundant logging

• Credibility/Detection Evasion

DESIGN CONSIDERATIONS –MUST HAVE
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• Too many open ports => Strive to reveal a realistic set of services

• Default service deployments => Remove default files and configs

• Few users and little content => Generate some fake data, based on real 
assets of value

• Too easy to compromise => Not as secure as production, but not completely 
open

• Faulty service emulation => Test your deployment and use compatible 
versions and environments

• Firewall too restrictive => Limit malicious traffic, while allowing ‘some’ 
outbound traffic (ICMP, DNS, FTP), or limit the number of new connections

• Heavy egress traffic due to remote logging => Use an alternative protocol, 
such as IPX to export logs

DESIGN CONSIDERATIONS – TIP-OFFS
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• Intranet or VPC 

– for catching insider attacks

• DMZ 

– for assessing the security of public resources

• Public Internet 

– for general research

DESIGN CONSIDERATIONS – LOCATION
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• Services 

– Kippo SSH Honeypot
– Web application deployed on Apache
– Honeyd

• Hardening 

– UFW Firewall
– Snort Intrusion Detection System

• Monitoring 

– Rsyslog
– Sebek
– Shadowd
– Snort

• Detection Evasion

– MacChanger

PRACTICAL IMPLEMENTATION

16



Copyright © 2018 Accenture Security. All rights reserved. 17

KIPPO

• Install dependencies

• Change SSH port to 2222

• /etc/ssh/sshd_config

• Create ‘kippo’ user

• Use authbind to allow kippo to 
listen on 22

• Configure kippo

• Change kippo.cfg

• Change start.sh
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CUSTOM WEBAPP

• Use login to gather credentials 
(and other inputs)

• No company logos

• Enticing name like ‘Portal Login’

• Use .htaccess to prevent access to 
other web interfaces, such as 
shadowd console or kippo graph
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HONEYD

• Start VM in bridged mode

• Set up to emulate, for example, telnet and 
open a couple of ports

• /etc/honeypot/honeyd.conf

• Enable interface routing on the local 
subnet:

• route -n add -net 192.168.111.0/24 ens33

• Start honeyd as a background process:

• /usr/bin/honeyd -d -f 
/etc/honeypot/honeyd.conf –l 
/var/log/honeypot/honeyd.log -i ens33 
192.168.111.0/24 &

• Scan the DHCP-assigned address from 
the host OS on the same network, 
ensuring it is allowed through the firewall
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HONEYD (2)
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UNCOMPLICATED FIREWALL

• Enable the ubuntu firewall

• sudo ufw enable

• Allow or deny specific ports

• sudo ufw allow 80/tcp

• sudo ufw allow 22/tcp

• sudo ufw allow 23/tcp

• sudo ufw allow 21/tcp

• sudo ufw deny 53/tcp

• sudo ufw deny 5900/tcp

• sudo ufw deny 513/tcp

• ..or services

• sudo ufw allow ssh

• sudo ufw deny snmp
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SNORT

• Install Snort

• Download and install rules

• Configure Snort

• Validate configuration with:

• snort -T -i eth0 -c /etc/snort/snort.conf

• Create custom Snort rules

• https://blog.rapid7.com/2016/12/09/understanding-and-
configuring-snort-rules/

• Test by running:

• snort -A console -q -c /etc/snort/snort.conf -i ens33

• Configure auto-start by creating 
/lib/systemd/system/snort.service

• Use systemctl to start Snort and check its status

• Read Snort logs with:

• snort –r /var/log/snort/<logname>
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SNORT (2)



Copyright © 2018 Accenture Security. All rights reserved. 24

SHADOWD

• Install Shadowd and its PHP connector

• Configure Shadowd as a honeypot (follow 
the guidelines)

• Change php.ini to include the connector 
and restart apache

• Set up console user:

• ./shadowdctl exec web ./app/console 
swd:register --admin --name=arg (--
email=arg)

• Access console on port 8080

• Create application profile in ‘learning’ 
mode to log all requests

• Use rules from Git or define your own
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RSYSLOG

• Configure the receiving server in 
/etc/rsyslog.conf

• $ModLoad imtcp

• $InputTCPServerRun 514

• Configure the honeypot server in 
/etc/rsyslog.d/50-default.conf

• *.* @<server_IP>:514

• Restart rsyslog on both



Copyright © 2018 Accenture Security. All rights reserved. 26

MACCHANGER

• Install

• List vendors to find appropriate 
first 3 bytes for the MAC

• Set MAC to a spoofed value

• Use a permanent MAC address 
for DHCP reliability
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• Services 

– Kippo SSH Honeypot
– Web application deployed on Apache
– Honeyd

• Hardening 

– UFW Firewall
– Snort Intrusion Detection System

• Monitoring 

– Rsyslog
– Sebek
– Shadowd
– Snort

• Detection Evasion

– MacChanger

PRACTICAL IMPLEMENTATION
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T-POT
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• Realistic file structure

• HTTPS for Web applications

• Separate kippo and shadowd server and console

• Separate syslog server

• Vulnerable web application frameworks

• Additional services, like FTP, SMTP, DNS

• Better IDS and WAF configuration

• Covert exfiltration of log data

FUTURE IMPROVEMENTS
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• Game theory + Reinforcement learning

• A system that defends itself => Challenge

• May attract highly skilled attackers

• Provides better post-compromise information

• Attacker: leave the honeypot, retry the executed command, select an 
alternative command or insult the honeypot

• Honeypot: allow advances of an attacker, it can block the advance, 
substitute the command or insult the attacker

• Insults => Reverse Turing Test

SELF-ADAPTIVE HONEYPOTS
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• Logs network traffic, executed processes, system calls, system calls related 
to the VM; Transmitted via a separate network interface

• Queued traffic to avoid exceeding normal bandwidth

• Aguri for traffic capture and aggregation, allowing to create traffic profiles

• Directly patched Linux kernel for interfering with attacker commands and 
minimizing detectability

• Fast concurrent reinforcement learning – to account for the fact that 
attackers can learn

SELF-ADAPTIVE HONEYPOTS (2)
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Q&A THANK YOU!

Contact Latvia.SecurityST@accenture.com



How To Guides and Tools

• SANS How to Build A Honeypot https://www.giac.org/paper/gsec/2986/building-simple-honeypot-
windows/104999

• How to Build and Use a Honeypot 
https://www.infosecwriters.com/text_resources/pdf/build_and_use_honeypot.pdf

• List of honeypot tools: http://securitytools.wikidot.com/honeypot-utilities, 
https://github.com/paralax/awesome-honeypots

• HoneyD Configuration http://www.honeyd.org/configuration.php, 
https://linuxsecurityblog.com/2018/06/25/honeyd-tutorial-part-1-getting-started/, 
https://bruteforcelab.com/getting-started-honeyd.html, 

• Deception ToolKit http://all.net/dtk/download.html

• Shadowd https://shadowd.zecure.org/tutorials/honeypots/

• Kippo https://bruteforcelab.com/installing-kippo-ssh-honeypot-on-ubuntu.html, 
https://www.digitalocean.com/community/tutorials/how-to-install-kippo-an-ssh-honeypot-on-an-ubuntu-
cloud-server

• Kippo-Graph https://github.com/ikoniaris/kippo-graph

• Glastopf https://media.readthedocs.org/pdf/glastopf/latest/glastopf.pdf

• Dinoaea http://www.edgis-security.org/honeypot/dionaea/, 
https://github.com/andrewmichaelsmith/honeypot-setup-script/

• UFW http://manpages.ubuntu.com/manpages/cosmic/en/man8/ufw.8.html

• Rsyslog https://vexxhost.com/resources/tutorials/how-to-setup-remote-system-logging-with-rsyslog-on-
ubuntu-14-04-lts/, https://www.digitalocean.com/community/tutorials/how-to-centralize-logs-with-rsyslog-
logstash-and-elasticsearch-on-ubuntu-14-04

• Snort https://www.snort.org/#documents, https://www.upcloud.com/support/installing-snort-on-ubuntu/, 
https://blog.rapid7.com/2017/01/11/how-to-install-snort-nids-on-ubuntu-linux/, 
https://blog.rapid7.com/2016/12/09/understanding-and-configuring-snort-rules/

• Sebek
https://projects.honeynet.org/sebek/wiki/Building%20and%20Installing%20Sebek%20client%20in%20Ubu
ntu%20Server%207.10

RESOURCES
Projects

• HoneyDrive https://bruteforcelab.com/honeydrive

• The HoneyNet Project https://www.honeynet.org/project

• TPlot Honeypot Project http://dtag-dev-sec.github.io/

• The «Google Hack» Honeypot http://ghh.sourceforge.net/

• Hacker Profiling Project http://www.isecom.org/research/hpp.html

• Project HoneyPot https://www.projecthoneypot.org/

• Log Sharing Project http://log-sharing.dreamhosters.com/
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