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What is the Darknet?

Overlay network
Private and encrypted
Requires specific tools

Origins
1970, Isolated network 
from ARPANET

Uses
Email and social media
Hosting and file 
sharing 
News and  Media
E-Commerce
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How to access the Darknet?

TOR I2P

Software The Onion Router Invisible Internet Project

Two Dark-net 
Types Anonymity Friend-to-Friend

Uses Privacy / Hidden 
Services File sharing 
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Type of Darknet – I2P
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Type of Darknet – Tor
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Whonix

Two virtual 
machines

Workstation
Gateway

User application 
have no 
knowledge of the 
users ‘real’ IP 
address

All communications 
are forced through 
the Tor network
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Whonix
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Metrics – Tor Project
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Metrics
• Around 2 Million users per 

day
• United States has the most 

daily users
• Spikes of usage show possible 

censorship
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Censorship - Turkey
• December 2016 Turkey begins 

censoring the internet
• Sites like Facebook, Twitter 

and YouTube blocked
• Arrest over comments on the 

internet
• Spike in Tor relay users follow
• Tor, VPN websites blocked
• Increase in bridge users
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What can you find on the Darknet?

Email 
services

Hosting 
serviceNews sites E-commerceForums



18

New York Times
• Mirrored news services
• Counter censorship & surveillance
• Securely submit information
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Secure Drop
• Anonymously submit tips to 

trusted news sources via a 
Hidden Service
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Forums
• Variety of options and languages
• Independent forums
• Associated with marketplaces
• Mirrored forums

• Hacking Forums
• Knowledge exchange
• Marketplace
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E-Commerce
• Black-market of the Internet
• Multiple categories
• Anonymous payments with crypto 

currieries 
• Escrow services
• Legal/Illegal goods and services
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E-Commerce
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E-Commerce
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Email Services
• Tor adds an additional layer of 

security 
• Combats Censorship and 

Surveillance
• Options
• Tor only service
• Clearnet services with hidden 

service option
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Hosting Services
• Risk Analysis / Trust
• High-Privacy hosting
• Bulletproof / Offshore hosting

• Option
• Self host on a VPS



26

Hosting Services
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Facebook
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Search Engines
• Indexed .onion sites
• Easier to search for Hidden 

Services
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Search Engines
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Why hackers use the Darknet?
Benefits of the Darknet to an attacker:
• Privacy 
• Obfuscation
• Opportunity



Thank You


