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Whoami – Ladislav Bačo

● Malware and forensic analyst
● Former head of Analytical Department and 

Department of Cyber Threat Analysis at 
governmental team CSIRT.SK

● Current: Analyst at Lifars LLC

● https://twitter.com/ladislav_b

https://twitter.com/ladislav_b
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Overview

● 1st half of February 2019
● Spam messages with attached documents like 

Request15.doc, etc.
● Macros with PowerShell downloader
● Spreading the Ursnif trojan from mainly Russian 

domains and IP addresses



4

Objectives

● Investigate the anatomy of the attack
● Practice malware analysis with forensics point of 

view
● Identify the IOCs for this campaign
● (Optionally) develop something useful :-)

● Disclaimer: all of the work presented here is my 
personal research
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Email attachments

● Emails with the Word document as attachment – 
Request11.doc, Request12.doc, Request15.doc, 
etc.

● Documents often packed as password-protected 
ZIP-archive

● Password written in the email message - 1234567



6

Macro-enabled documents

● Blue background resembles the MS Office
● Text with suggestion to enable macros or enable 

editing and content
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AutoExec Macros

● When document is 
opened

● Suspicious keywords

● When document is 
closed
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Obfuscated Macros

● Case 1: multiple junk functions and selects
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Obfuscated Macros

● Case 2: multiple junk variables
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Macros → PowerShell

● Macros execute PowerShell with base64-encoded 
command

● Case 1:

● Case 2:
– Command is hidden in AlternativeDescription of one Shape in 

the document
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PowerShell downloaders

● Decoded command:

(Case 1)
● After deobfuscation:
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PowerShell downloaders

● Decoded command (Case 2):
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Ursnif campaign

● Downloaded payload was not active during analysis
– Very common during forensic analysis

● Investigate: VirusTotal, VirusShare, Hybrid-Analysis, Any.Run,...

● Domain information
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Ursnif campaign

● Detection by AVs and sandboxes (tags)
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Ursnif campaign

● More samples → more domains → more samples…
– Search in sandboxes and repositories, threat-intelligence,...

● VirusTotal Graph can be very useful and helpful
– But in community version it is very API-consuming

– Nice interactive preview

– https://www.virustotal.com/graph/embed/gfbc000ebc041465
88a291146a3f927d0bd26f5e068c2479fb69d7b5e2684af1f

https://www.virustotal.com/graph/embed/gfbc000ebc04146588a291146a3f927d0bd26f5e068c2479fb69d7b5e2684af1f
https://www.virustotal.com/graph/embed/gfbc000ebc04146588a291146a3f927d0bd26f5e068c2479fb69d7b5e2684af1f
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Ursnif campaign

● Most of the IP addresses: Russian Federation
– The US domain is exception, resolved only since 21st Feb 2019

● Most of the domains registered in Russia
● Investigation in numbers:

– 11 IP addresses
– 15 domains

– 118 URLs

– 116 samples (unique hashes)
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PowerShell downloader - rollback

● It is everything?
– Of course, No.

● Remember the 2nd downloader?
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PowerShell downloader - rollback

● Downloaded and invoked PowerShell
– Active during execution at Any.Run → another downloader
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PowerShell downloader – another one

● Download and invoke PowerShell from pastebin
– Invoke-HQLAPCCSDIGBUMKZIHEIZPFSX  ???
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PowerShell downloader - pastebin payload

● Most of the code 
readable, unobfuscated
– Search Engines can reveal 

the origin

● PowerSploit’s Invoke-
ReflectivePEInjection
– Reflective injection of PE 

File (DLL)
– Only one difference: Base64 

encoding DLL file
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Pastebin payload: GandCrab v5.1
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Optional: develop something useful :-)

● GandCrab contains many strings, but in obfuscated 
form
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GandCrab string decryption

● Strings are encrypted with RC4 and decrypted 
runtime
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GandCrab string decryption – IDA Plugin

● Developed IDA Plugin (idc) for string decryption for 
GandCrab v5.1-5.3 
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Conclusion

● Analyzed Ursnif campaign (the 1st half of Feb 2019)
● Dissected  Word macros, PowerShell downloaders, 

identified payloads (Ursnif and GandCrab)
● Collected hundreds of IOCs
● Developed IDA Plugin for decrypting strings in 

GandCrab v5.1-5.3
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