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WHAT IS AT STAKE? 
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OTHER PENALTIES



OTHER PENALTIES



DAMAGES



• M&A
Marriott bought Starwoods for $13.6 billion. The cost of the breach is around $1.5 billion.
(pymnts.com) 

• Stock price
Cathay Pacific Airlines Ltd., (9.4 million travelers, “the airline’s shares sank the lowest that 
they’ve been in almost 9 years—tumbling nearly 7% and losing more than $200 million of in 
market value”).
Marriott breach of 2018, the Equifax breach of 2017 and the Yahoo! breach of 2016: 
“average drop of 7.5% in their stock values and a mean market cap loss of $5.4 billion per 
company”
• Bankruptcy
“AMCA parent company files for bankruptcy amid data breach fallout”

OTHER CONSEQUENCES



REPUTATION



LOSS OF REPUTATION



LOSS OF REPUTATION



LOSS OF REPUTATION

Source: Varonis.com



• 65% of data breach victims lost trust in an organization
• 80% of consumers will defect from a business if their information is 

compromised 
• 85% tell others about their experience (+33.5% use social media to 

complain about their experience and 20% comment directly on a 
company’s website)

• 52% would consider switching to a safer service provider
• 52% consider security is important or main consideration when purchasing 

services or products 

LOSS OF REPUTATION

Source: Varonis.com



PERFORMANCE



46% of 
cyberspecialists 
note a constant 
rise of attacks

ISACA – State of Cybersecurity

Likelihood of cyberattack:
34% - very likely 
26% - likely

ISACA – State of Cybersecurity

48% of 
cyberspecialists 
consider their 
team is falling 

behind

Symantec – ISTR

63% of 
cyberspecialists 

are thinking about 
leaving the 

industry entirely

Symantec - ISTR

2 M cyberincidents = 

45B USD in losses in 
2018

Internet Society’s Online Trust Alliance 

50% of 
organizations believe 
attackers can infiltrate 
their networks each 
time they try
CyberArk - Global Advanced Threat Landscape 

Only 2 of 15 top 
cyberthreats 
became less 

popular in 2018 

ENISA Threat Landscape



• Problems with carrying out main activity and necessity to introduce new 
services
– WannaCry: shutting down hospitals in Ukraine and radio stations in California

– SamSam: shutting down the Colorado Department of Transportation, the City of Atlanta, 
and numerous health care facilities

– Equifax: “fraud alert,” “security freeze,” and “credit report lock.”

– Legal proceedings 

• Financial impacts

PERFORMANCE



IS IT POSSIBLE TO REDUCE 
NEGATIVE IMPACT? 



Technical 
measures

Organizational 
measures

Legal 
measures

PROACTIVE STEPS



PROACTIVE STEPS – TECHNICAL AND 
ORGANIZATIONAL STEPS

• Technical solutions
– Pseudonymisation 
– Encryption

– Confidentiality
– Integrity

– Availability and access
– Resilience

– Testing, assessing and evaluating

• State of the art

• Costs of implementation 

• Nature, scope, context and purposes of processing 

• Risk of varying likelihood and severity for the rights and freedoms of natural 
persons

• Organizational solutions
– Risk analyses
– Policies

– Implementation mechanisms
– Trainings
– Control mechanisms -> Revisions



• State of the art
• Costs of implementation a
• Nature, scope, context and purposes of processing 
• Risk of varying likelihood and severity for the rights and freedoms of natural persons

Access 
controls

File 
permissions

Encryption

Logging and 
monitoring

Digital 
signatures

Hashes
Backups Redundancy Managing 

Subcontractors

Patching and 
updating

Team
Testing

Pseudonymisation

AND MANY OTHERS



Assess 
risks

Cover risks

Monitor 
new risks

Cover new 
risks

PROACTIVE STEPS – TECHNICAL AND 
ORGANIZATIONAL STEPS



• GDPR compliance and compliance with other legal acts (whole 
cycle)

• Contracts with employees
• Contract with third parties 
• Consultations with security and data protection authorities
• Clear internal procedures for engaging third parties, security 

rules and incident response 

PROACTIVE STEPS – LEGAL MEASURES



REACTIVE STEPS

Technical 
measures

Organizational 
measures

Legal 
measures

Communication 
measures

Incident response
Fixing security holes

Acting in accordance with the guidelines
Engaging all necessary parties  

Consultations
Checking legal papers

Internal communication
External communication
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