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MASINKODA INSTRUMENTESANA
BLOKU IZPILDES STATISTISKAJAI | cduards Vavere
ANALIZEI UN PAREDZESANALI



DARBA 1. UN 2. DALA

1. Konteksts
1. Binara analize
1. Kas ir binara analize?
2. Kadi ir tas pielietojumi industrija?
2. Binaras analizes riki, process un soli
2. Binaras analizes efektivitate un tas uvzlabosana
1. Ka salidzinat efektivitati¢
2. Esosas metodes
3. Trukumi esosajas metodes



DARBA 3. DALA

1. Originala metode binaras analizes efektivitates vzlabosanai
Starp-bloku varbutisko pareju grafs — teoretiskais pamatojums
Prakstiska realizacija un atrdarbibas analize

Prakstisks pielietojums — maza programma un liela programma

Integracijas iespejamiba esosos rikos

ok Wb

leguvumu un nepilntbu kopsavilkums

2. Nakoso bloku paredzesana un turpmaku petijumu iespejas



TERMINI

Apgriezta inZenierija — SaraZota produkta izpéte ar mérki atgut originalo
projektejumu vai ta elementus, no produkta kompozicijas vai vuzvedibas.

Binara analize — Apgrieztas inZenierija virziens, kur§ nodarbojas ar
masinkoda izpeti.

Obfuscet (Obfuskacija, obfuskators) — Ar 1pasu algoritmu palidzibu slept
programmas projektéjumu padarot masinkodu grutak analizejamu.

Deobfuscét (Deobfuskacija, deobfuskators) — Atgriezt atpakal originalu vai
labi zinamu obfuskatoru veiktas masinkoda transformacijas.



.rdéta_ dr

“type a word \0

.ascii "%e \@"
Ctext

.globl _main

.def _main; .scl 2; .type 32; .endef
_main:

pushl %ebp

moul %esp, Zebp
andl $-16, %esp
addl $-128, %esp
call ___main

moub $97, 127(%esp)
movl $0, 120(%esp)
moul $LCO, (%esp)
call _puts

jmp L2

1.1. att. Izvada fragments no C/C++ kompilatora GCC “disassembly” komandas [21]

o e EERE REEIEL Nt
I — R I I | | o> M

D& Vienv | N Names | ** Stings | [5) HexView| T Types | 8 Librries | 5 Seamentation | B Stwctwes I Notepad | Yy Callers and Calees | [2] Problems |
|
E 10| oI o &lalxy+| [F o= X R
" a =lolx| v edi, e =
-text:373768E3 2] [iame addess  [P.] A esasap call  dsibetlssterron
_text:373768E3 loc_373768E3: 5 CODE XREF: sub_3737681C+B31j Saraddens prm— Addiess | Length [ Type [ Sting | @p  eax, tB7h
_text:373768E3 lea eax, [espruz0h+Nunber0fBytestiritten] F Olttansn ke dtad7.. DOOOOOOC  C  Working Set inz_ shot loc_ovareesT
.text:379768E7 push  ebx ; lpOverlapped i 0 datad. D00OODC € %UserTime
-text:373768E8 push  eax : lpNumberOfBytesuritten F’"f"’“' ;;g;;:gé L dsta37. 00000012 C % Privieged Time [88008018 BYTES. COLLAPSED STRUCT _SYST
_text:373768E9 push  offset alimeUersioni_@ it g € %Processor Tine U ; [0600809% BYTES. COLLAPSED STRUCT _OSUE
.text:373768EE call  strlen € Process
_text:373768F3 pop. ecx F memepy 377448 € Coutes 003 I !
text:373768FY h ; nHunberOfBytesTobrit F srcat 37377450 e e e PROCESS_INFORHATION struc
-text: pus! eax . : nHunberOfBytesTolrite o datad. D000003 € softwere\microsoftVseindoms nioure - |
.text:373768F5 push  offset aMimeVersion1_0 ; lpBuffer F stremp ke
_text:373768FA push  [espss3@h+hObject] ; hFile L _CRT_NIT(us WinGraph32 - Xrefs to CloseHandle ~=1olx| poeh - ebu + raviect hProcess dd 2
.text :379768FE call  ds:ilriteFile L siat Fie View Zoom Mave Help BN GeiClosetndle hThread ad 7
.text:37376984 ush esp+u2Bh+hDbject] ; hobject F _iitem = o Iy ebx. e GettoduleFi leaneh - 8868 duProcessld dd 7
_text:37376908 S llls:zlnssllannlg ! ! 1 RecDeleteKepd o alaxw|+| [ elel=] | Kl ] I‘ duThreadld dd 2
text:3737698E lea eax, [esp+is ] (ol x| 1 RegOusyivalued . 1/ L 73.17% [(-210,-304)  [10 nodss, 33 edge seqments, O crossings PRNLFSS TNFNRMATINN Ands
-text:37376912 push  esi Famous nimda code. Be careful and use the informalian for goad! = T RegSetvaeE s =7
_text:37376913 push  eax 1 RecErumvaued D6 EB 5F 8D 4% 24 14 53-50 68 OC 91 37 37 E8 51 “ru_HD$qSPNBCT7 ||
.text 37976914 call  sub_8737527( | stqpm2300cthroop" requies more attertionll = 1 Reglosekay 6B 00 60 59 50 68 6C 91-37 87 FF 74 24 20 FF 15 “h..YPhRC?7 t3
.text:37376919 pop 1 RegCreateKeyE st 64 88 37 37 FF 74 24 18-FF 15 68 80 37 37 8D 44 “dA77 t$%h §‘u77
.text:3737691A lea eax, [esprhZ I¥ Pop up the notepad when the database is opened Close 1 HEEEnumKEnyxA 24 28 56 58 E8 63 E9 FF-FF 59 8D 44 24 24 59 58 "3 UPmcu YHD3$
.text:3737691E pop ecx Fitiia i FF 15 16 81 37 87 53 55-6A B4 53 53 68 60 00 80 * §BE77SUjRSSh.
.text:3737601F push  eax ; lpFileName Line 17 of 352 L] 40 56 FF D7 8B F8 83 FF-FF 75 0B 56 FF 15 18 81 "GV +01°T ukhU §
_text:37376920 call  ds:DeleteFilen = Fie [ Desciption 37 37 33 CO EB 34 6A 82-53 53 57 FF 15 68 80 37 “773LuajhSSW §h
.text:37376926 push x 3 hTemplateFile 'n T vebuin  Visual Cre v6 cnindows o 37 8D 44 24 1% 53 BE E6-93 87 37 50 56 89 5C 24 “7HDSYS-pY77PUM
.text:37376927 push ebp ; dwFlagsAndAttributes Address Caller 20 E8 DE BA 060 00 59 50-56 57 FF 15 64 80 37 37 “ w%..YPUU §dA
.text:37876928 push 4 ; duCreationdisposition 1eRI7IBF DIMalur 57 FF 15 60 80 37 37 6A-01 58 5F SE 5D 5B 81 CA "W § A77JBR_"][
_text:3737692a push  ebx 5 lpsecurityattributes = File [Stele [ func [ Lbagreme__ 19 ©4 89 80 C3 81 EC 44-81 80 00 "l . +BLDT. - SUU
.text:37376928 push ebx H I‘IWSIIEI.’EI'IIHIE ﬂ J j -@V:}ZHI Applied 1 Miciosoft Visual 98 0% 08 08 57 6A B8 FF-35 14 AD .'B..!‘_F]'ﬁ 5qu77 |
.text:3787692C push  48000806h ; dubesiredfccess AC 37 37 8B FO 85 F6 GF-8% BD 0O 60 00 BD 18 B5 “w7PNEEUsA-...-
_text:37376931 push  esi ; lpFileName 83.33% [(-267,-400) (35 nodes, 104 edge seqments, 11 crossings 37 87 57 55 56 FF 15 80-81 87 37 56 E8 AD AE FF “77HUY §0677Vun
.text:37376932 call edi CreateFileA o el O00D00ZF c E # FF 55 E8 7D OA 60 00 8B-1D 54 81 37 37 8B CF 2B ™ Uu)h..NBIG77M
.text:37976934 mov edi, eax Aal.. = Hame Start End ,C8 51 68 BC A3 37 37 56-FF D3 83 C4 20 8D 44 24 “LQh-r77V Lr- H
.text:37376936 cnp edi, OFFFFFFFFh 41 3 Ftest 2371000 37378000 1% 58 56 FF 15 84 80 37-37 83 F8 FF 89 44 24 10 “qPU $AA77M° WD
.text:37376939 jnz short loc_37376946 e e — |une 156 o 518 H.idata 737000 eies 75 11 56 6A 00 FF 35 14-AD 37 37 FF 15 DO AC 37 “ublj. SYHT7 §}
-text:37876098 push  esi i 3 lpFileName e e e ongFieameh T E s swee w37 EB 64 57 55 56 FF 15-30 81 37 37 56 EB 32 60 "7wdllly §66770u
.tﬂxt:37376§3|3 call ds:DeleteFilen \ok 37376849 cal - d CopyFied: =10l i %dala 37373000 37TD7ER B0 60 8B CF 2B C8 51 68-84 O 37 37 56 FF D3 56 "..l|=*L?I|ﬂ077l;|
.text:373759h2 . i . . \LI/IEEE ol daSelbientrbuesd [ Tope [ Instruetion i‘ E8 1F A B0 0O 85 CF 2B-CB 8D 44 24 60 51 50 56 “uhb n;j+LHD$
.text:37376942 loc_37876042: ; CODE XREF: Sub_8737681C+C5T] \HITIEIE ool deBegrilpdneRessurce BADSTAK  remn e FF D3 83 C4 2C 56 FF 15-10 81 37 37 8D 44 24 14 * LT-,U §R677HD
.text:37376942 xor eax, eax W ITIEEE cal delpdaleResouced BADSTACK  rein T30ea 50 FF 74 24 1% FF 15 80-80 37 37 85 CO 75 B4 56 “P t$q §AAT7ELU
.text:3737694h jnp short loc_3737697a 137376037 call deEndUipdateResourced BADSTACK 1ol e S0 FF 35 14 AD 37 37 FF-15 DO AC 37 37 FF 74 24 "P Sqn77 §in??
_text:37376946 {eWITITEEGE  call deGelTempFileNamed B 16 FF 15 7C 80 37 37 GA-61 58 5F SE 5D 5B 81 G " §|ATZjBRA_"][
|| | te3rB0E call edi; CreateFien ey 5 = j
| 3| | iet 37376808 call_esi: DolicFieh « | D
37376930: sub_3737E81C+114
CpEnter™ Fatled
Searching down CASE-SENSITIVELY for binary string ...
Search tailed.
[Command *JumpEinaryText” failed
searching down CASE-INSENSITIVELY for binary string nimda...
Search failed,
Command PASKE] naryText! failzd

cearchi INSENSITIVELY Tor binar nimda.
h

AL idle Down Disk:S4GE (0000693 [3737693C: sub_3737681C+120

1.2. att. Apgrieztas inZenierijas riks “IDA Pro” - moderns disasemblers [2
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1.6. att. Microsoft Office vienadojumu riks, kuram tika pazaudéts pirmkods [13]

. s RELEASEDIFORIY OU

=

1
SHOF RELEASE DATE —1

1

.
pis
N

B |

LiaHF!]

1 Watch.Dogs .2-CPY

1881 2817

15112816

1 Game

1 GIA with hackers

1 180

1 uPlay + Denuvo x64 + Usuwal horing custom stuff
1 475 HAMB

1.4. att. Fragments no “CONSPIRACY” (CPY) lauZu grupas pazinojuma publicejot

1. BINARA ANALIZE. ... ..o,
1.1. Binaras analizes pielietojumi............cccooiiiiiiiiiii i,
1.1.1. Autortiesibu aizsardziba ..............cooiiiiiiiiii i,

1.1.2. Komercnosl€puma aizsardziba .................ooveiiiiiiiiiiiiiineann..

1.1.3. Ievainojamibu mekl&Sana

1.1.4. Pirmkoda atgiiSana ........

--------------------------------------------------

10
11
11
12
13
14

kartéjo uzlauzto “Denuvo” spéli [16]

DENU

/" SOFTWARE SOLUTIONS

Denuvo is the global #1
Application Protection and Anti-
Piracy Technology Platform with
350+ million software licenses
issued and revalidated.

1.3. att. “Denuvo” ir biezi izmantota aizsardziba liela budZeta spélem [15]



RTKI, PROCESS UN SOLI




(08 - nmdnex
e e o Searh Vew Optrs Widows._Helo

}§HJ~~

e« W ox|[ N

lasnfzmse||wilEE x| x|[BEmnx L wsses s ssier]s=]FR]

raph of sub_3

Fle View Zoem Meve e

o b 6] T e Slpern =1| S| = || g- 0w S WK =~ )= s

s 2 Hexvin | T Types| B Livaie| 7 Segrecition| & Swctuss 1 Notepd | Vi Catr e | (1 Pl |

Daviewa| N Names |

o e fae
Ech el Y N
S5mana Dyt inaryTexe: raites

S2irening o CASE. TNEENATTIVELY for binary string mimda...

Eomana rskoinaryText failed
e g oy ChLL RGeS Ve for binar

Ll N e - — | 2l Q2|+ [F Slelsi=| [y x|
-tex 3 | [ams TR || oo window =0 " S 0099 ; Ins/Del : create/delete structure 5| .
o p—— . S s ssses—[iogn [t Sung _— H 3160 & biae.  create. Stractore morber (data
rex 5 lea  eax, [espeizonemmmerorDytesuritien] e g T VR H oa0 W™ L Fename structore or structare
R e " o ¢ Fecd) i WM € Yetes e etote structine enbe
Ctex push  eax % 1pNunber0fBytesiiitten remaet dead. COONIZ C  XPivieged Time 6000 ; [00608010 BYTES. COLLAPSED STRUET _SYST
Ttex PUsh  offset aMineUersiont 8 : ~HIIEuoreion: 1.0\AnContent-Typ g o prentalieceort S 9999 & [99900094 BYTES. COLLAPSED STRUCT 0SUE
“tex call  strlen svn sy daa. GO C Process 5 ouen ; - -
-text:373768F3 pop ecx das3. COOOOC € Courrert0d . s
e B e G serdrytesTowite e e psiglitcccccc SO b TP 0000 _PROGESS_IFURITION stru ; (sizeor-0x10
o O A i — o ’
1 Pk [oapsuomenoojeccy. urite T e incroph-sues o oseranle T e 0000 neracess 't
~text:373768FE call ds:WriteFile Dide| 8 ide] st Fle View Zoom Move Help cal deiClosshendle | 0004 hThread dd 7 3
jrow Push  [esprh2onehobject] 5 hobject e R S St AN 5 oo meraceecraaa e
Ttex Gall  dszblosenandie Fepeekesh el e[+ [ ol@|Es]m] N i il 2| oooc authresdld  aa @
“tex lea  eax, [espru: RIS =loix| Feglusyiabeh 17 [} =l | a7 210309 10 nodss, 3 edge seaments, 0 cossings 7| __an1n_pRaness TNERMATION ends
-tex push esi [Famaus nends code. Be careful and use the riomation for good! RegSetvalueExt it [T}
“tex push  eax PgEnuni/abiah D6 EB 5F 8D 44 24 14 53-50 68 OC 91 37 37 E8 51 "ru_HDSASPNEC77 a
tox T o 3797527 soncsnotes s noe st s o5 50 80 55 56 55 8 937 5 g b
e pp e || G 80 37 o7 17 wir t5s g a7
rox 5o o, [espeiz o Pepeiremedvntdssbusinomd |G B s 20 % oo 5 A W
Ctext:3737691€ pop  ecx e | o FE 15 10 81 37 5 )jBSSh.
e [ ipriteane e o 5% 1F o7 80 o ot '
rox i asivereteriten Deson 57 39 5 oo & TrsruassSH 5
o el ; WrempLaterie LT —— o o ot kreRlertit
extisrorenor [  Guregammanterivutes yr— 25 5 bt o0 90 X
“tex push & duCreationdisposition eWITTEET DiMainiexs [ 57 FF 15 60 80
Ctex push  ebx § IpSecuritynttributes [Fle [See [ e [ Lbaynans 10 04 00 00 C3 -
o [  dhsmarenode . - e e 55 ou 00 00 57 :
tox Dun  aoowsnm | woesirednceess ot &7 57 o8 ro H
“tex push  esi } ipFilehane [60:35% C287,400) | 5 rodes, 04 sioeseanents, 1 s v a7 37 57 55 55 .
texi call edi ; CreateFilen b o . rogram SeoRR FF 55 E8 7D 8a -
.texi nov edi, eax daEdn. oo © ""‘ZZ"“"W’W““"“‘“‘“"‘Z;l Hame 51 68 BC A3 EErEEEssEEErEEEssEEEEEIEEEsEEEEaEEEE
tex chp edi, OFFFFFFFFR Bl | > Sw weom s 1h 56 56 FF 15
tex P::" store ]"E’mm‘fﬁxprmnm =i — [line 155 o7 316 Z gm e geie 75 1156 60 00
E ; e o
o B beecerite e T — il
e B eiverecerien el et SoTee ST oo on 8 G 25
Ctextisroreon o o . £ 17 o0 00 0
tox f—— T —— s o L FF 5 5 o 20
Ctex 2 xor eax, eax e 50 FF 74 24 14 P t54 gAN77ELU
rox o Short"Tec_srozesna T 55 95 i P qurs st
; S o 56 FF 12 7¢ 50 57 57 a1 50 5F 5F 50 oo o1 6 -5 IATTINE ilg
| S o S =
: b [ veiey .
i} i I [37376330: sub_3737681C+114 1 9 tt 1 8 tt—l— - f - t
9. att. 1.8 attela redzama graia parska S

e, pown ki 548 o006 7576956 sub_S77esiceiz0

1.2. att. Apgrieztas inZenierijas riks “IDA Pro” - moderns disasemblers [2

14
14
15
17
18

1.2. Binaras analizes riki, process Un SOli.........ccoevviriiiniiiiiiiiiineeneennnnnn
1.2.1.
1.2.2.
1.2.3.

Industrijas 1TKI......ooinii e
Faila ielad@ un disasemblers....... ...
Navigacija, analize un dekompilacija...............cccooveiiiiniinnn....

1.2.4. Merka programmas darbibas novéroSana un modifikacija...........

>

Mz | W=

dd offset loc_HESBBF| [dd offset Loc_MESBD3|

"I

| e | [l =

Ha= | e = | et E P E] il et =

ub_4F7A0B | |[CFast error_exit| |sub_sEccet | crtGetEnvironnentStrings| 0x40003C | [_cesit | [oxne0018

L]
e ]

__SEH_prolegs |

il i 5

sub_4E2F78

1e
IO

1.8. att. Grafs no programmas ieejas punkta “start”. Skats, kurs tiek atvérts péc

Notepad++ .EXE faila ielades IDA Pro



1.12. att. IDA Pro generétais pseidokods Notepad++ “main”

funkcijai (Ildzigs C++)

TS

int v2; /7 ebx@E2
int v3; S/ eax@17
int vh; /7 eax@19
int v5; f/ eax@19

int w?; /7 [sp-4h] [bp-4h]@1
) —
sub 4WF7ASE(); o
_%EH_prologi{&unk S6BEAB, 28); . - . v =
U1 = (unsigned  int16)}sub_BE8921(); 1.11. att. Piemers loti augstam grafa zaroSanas faktoram

sub_4F7ABB(2);
if ¢ EEEEE = 23117 || =¢ pworD =) (EEEEE + oxu00088) *= 177484 || =({ WORD =)(0EEEE + u194328) *= 267 )
1

w2 a;
S I |
else stank |

{
u? = B8;

if ¢ =¢ DWwoORD =)(EEEEE + 41945428) > BxEu )

== [& srefs to sub_4E2F70
LOBYTE{u2) = =( DUWORD =){00EEE + 4194536) *= 8; e —

} =3 Up p _callthreadstartex+3B call sub_4E2F70
#{ DUWORD =){al - 28B) = u2?; Up p_amsget+16 call  sub_4E2FT0
if ( fsub_4ES7A1() ) T o e

fFast_error_exit(28); T = Do.. p  sub 4F0789+DE call sub_4E2F70
if { t'sub HEGCGH1() )

fFast_error_exit{16); = Cancel Search Help
sub_4FB586(); Line 1 of 5
x{ DUORD *)}{al - 4) = B3 H —

fast_error_exit(27); kﬁjﬁﬁ?“" __SEH_prologh |

dword 583D28 = (int)GetCommandLinef({);

dword 581F3C = (char =) crtGetEnvironmentStringsa();

if { setargu{) < 8 ) 1.10. att. Referen¢u meklesana. Ir iesp€jams navigét, uz jebkuru no tam
_amsqg_exit(8);

Ea



Binaras analizes

METODES EFEKTIVITATES
UZLABOSANAI




00512160 ReleaseSemaphore KERMEL3Z ‘s’ .rdata:0054975C 00000012 C not enough memory
00512164 Sleepbx _ KERNEL3Z [s] .rdata:00549770 ODDDODTF C resource unavailable try again
x;;gi ‘ga'tt“';g'”g'ehﬂbﬁ;t&‘ EEEHES; [S] .rdata:00549790 00D0DO12 C cross device link
i reatesemaphore \ .
00512170 Cancello KERNEL32 % Jdata:005497A4 00000013 C operaticn c.anceled
00512174 InterlockedDecrement KERNEL32 .rdata:003497B8 - DOODDO14 c too many files open
00512178 CreateFileW KERMEL32 (] .rdata:005497CC 00000012 C permission_denied
0051217C ReadDirectoryChangesW KERMEL32 [s] .rdata:005497ED  ODOODOOF C address_in_use
00512180 MulDhiv KERMEL32 FE| rdata:005497F0 00000016 C address_not_available
00512124 GetCurrentThreadld KERMEL32 [s] .rdat:00549808 00000DTD C address_family_not_supported
00312188 GEtM'I'dL"EHE‘”d'EW KERMEL32 [s] .rdata:00549828 0DODOOTF C connection_already_in_progress
0031218C setCurrentDirectoryW KERNEL32 [s] .rdata:00549848 00000014 C bad_file_descriptor
ﬁ;;i ErEEL'F*?lrE‘g Eémétgi [5] .rdata:0054985C 00ODOD13 C connection_aborted
% opyrile . 1
00512198 GetProcAddress KERNEL32 % odata: 00549870 00000013 iC cnnnectfnn_refused
0051219C GetCurrentProcess KERNEL32 -rdata:00549884  COODOOT c connection_reset .
00512140 GetCurrentProcessid KERMEL32 E -redata:00343835 - 00000010 C destination_address_required
2.1. att. Fragments no IDA Pro Notepad++ importu analizes. Ir iesp&éjams redzét visu, ko 2.2. att. Fragments no IDA Pro Notepad++ teksta fragmentu analizes
izmanto no “KERNEL32.DLL”
2.1. Metodes iebuvetas industrijas rTKOS. ......oovveeiiiiiiiiiiiii e, 20
«ST1 darba konteksta, definésim 2.1.0. SIMBOIU Faili. ..o 21
metodes efektigumu péc patéereta .
9 _ pec P _ 2.1.2. HelriStiKas. . ....ooi e e 22
laika, kurs ir vajadzigs, lai identificetu
2.1.3. Industrijas riku paplaSinajumi.............cooviiiiiiiiiiiiiie .., 22

ar petamo problemu saistitus
masinkoda blokus.»

2.2. Metozu efektivitates salidzinaSana. ...........ovvviirieeeee e, 24



SITUACIJAS, KAD AR ESOSAM METODEM VAR BUT
NEPIETIEKAMI

1. Trukst informacijas:

1. Ja programma nav arejo biblioteku izsaukumu vai tie ir neatgriezeniski
obfusceti.

2. Ja programma nav tekstualo konstansu vai tas ir neatgriezeniski obfuscéetas.
2. Parak daudz informacijas, lai saprastu, kur sakt analizi.
3. Pietrukst izpildes vestures konteksta.

4. Pret popularam metodéem ir standarta obfuskacijas.

Izstradata metode tiek piedavata ka veél viens riks analitika arsenala. Tiek pienemts, ka

ta tiks izmantota kopa ar citam komplementaram, un nav universali labaka.



ORIGINALI IZSTRADATA METODE
UN TAS ANALIZE




STARP-BLOKU VARBUTISKO PAREJU GRAFS

Scenario: Add two numbers H
Given I hawve entered 58 into the calculator Dcrblnq progrdmmu,
And I press add . e I,° ¢ =
And I have entered 78 into the calculator 1-0 dlnquSkl |nSTrumenTEIOT

When I press equals !
Then the result should be 128 on the screen
@ 0.5 0.5 0.33

Scenario Outline: Add three numbers /s DJ:-.1
Given I hawe entered <Valuel:> into the calculator v
And I press add 35(4) @
And I hawve entered <ValueB> into the calculator
And I press add

0.25

And I have entered <ValueC> into the calculater e &
When I press equals ) 5 : ] _ @ @
Then the result should be <Result:> on the screen [y 012/0.12 flo2s 0.12 0.12 05
@D G D G2 6 S¥ @ D
| Valued | ValueB | ValueC | Result | fifo33\ NEE Al oo A
| se | 78 | 20 | 190 |
| -0 |2 |20 |30 | @@@@@@ DICD
03 /1 o33 \

@@

3.13. att. Apstrades programmas gala rezultats ir grafs .dot formata, kuru ir iespéjams

3.1. att. Piemers Gherkina kodam, kur$ apraksta kadu lietojuma scenarij.

programmatiiras automatiskajai testéSanai [19]
vizualizét ar kadu GraphViz utilitu



Sastadisim grafu G ar virsotnu kopu V, un

skautnu kopu E.

Virsotnu kopa V ir rekonstruéti steka ramiji jeb
“funkcijas” disasemblera izpratné. Skautne e,

/ starp virsotni v, un v,, ir norade, ka funkcija v,
izsauca funkciju v,
_11 Skautnu kopa E tiek sastadita darbinot

@ ﬂ programmu, un pierakstot visu funkciju izpildes
vesturi.

R
@@@@@@@

v 0.33)1

3.21. att. “boombox.exe” starp-bloku varbiitisko pareju grafs, tikai ar programmas logiku

-’10331\1 0.33 / s /1,020 o2
;






module | 9] 0O=x0Oouou00oOu00L40ZE, 12
module[ 9]: 0x0000000000022180, 2
|E|Funv:ﬁnnswindow module[ 6]: 0x000000000000419c¢c, 9

module[ 6]: 0x00000000000045dc, 40

Function name Segment tart Length L module[ 6]: 0x0000000000004673, 21
[£] sub_401000 text 00401000 00000018 module[ 6]: 0x00000000000041a5, 9
sub_401080 text 00401080 Do00O0ET ®rodule[ 6]: 0x0000000000004010, 11
[£] sub_401160 text 00407160 0000000D module[ 6]: 0x000000000000402f, 29
E sub_ 401220 Jeat 00401220 Q0000039 DDmOdule[ 7]1: 0x0000000000022778, 23
E sub_4012C0 Jent 0007 2C0 QRODD052 DDmOdule[ 7]: 0x000000000002278fF, 4
[£] sub_am320 text 00401320 0000001D module[ 7]: 0x=0000000000022793, 8
E cub_401340 dext 00407340 00000056 DDmodule[ 71: 0x000000000002279d, 9
E sub 401340 Jewt 00407340 Q0000000 DDmOdule[ 7]: 0x000000000002279b, 2
[£] _cfitevt_init_0 text 00401470 D00DDDG3 module[ 6]: 0x0000000000003eal, 18
[£] sub_4014E0 text 004014ED 00DDCDB5 module[ 6]: 0x0000000000003eb6, 25
[F] _cfitevt_init_3 teat 00401550 D0000DGS module[ 6]: 0x0000000000003ecf, 11
[F] sub_4015C0 text 004015C0 00000065 module[ 6]: 0x0000000000003eda, 11
f| _cfltevt_init 6 text 00401630 D00000E3 module[ 6]: 0x0000000000003ee5, 26

_ . module[ 7]: 0x0000000000021280, 7
3.2. att. IDA Pro rekonstruéto funkciju logs mcduie[ 6]: 0x0000000000003eff, 10

module[ 10]: 0x0000000000071270, 39

3.6. att. “drcov” rika izvada .log faila turpinajums ar apmeklétajam adresem

N 7 i

levada dati grafa sastadisanai

IDA
Pro

The DR. is In.



E node_stats.t<t £ |

1

WO 00 ] Oy U1 W= LD D

1

—

=
W N

Avarage

Node
Node
Node
Node
Node
Node
Node
Node
Node
Node
Node
Node

nr.
nr.
nr.
nr,.
nr,
nr,.
nr,.
nr,
nr,.
nr,.
nr,
nr,

calls: 4, standard deviation: 5.444525428617

Start (Start), called count: 1

2679 (sub 4CAEAQ0), called count: 30

78 (sub 462DCO), called count: 9
aﬁn;d; ‘Stﬂtﬁ {4 Eil B o ‘ | o

306 Node nr. 1387 (sub 45DFEO), called count: 1

307 Node nr. 1843 (sub 486B30), called count: 2

308 Node nr. 1755 (sub 47/EAAO), called count: 1

309 Node nr. 1844 (sub 486E20), called count: 1

310 Node nr. Exit (Exit), called count: 1

311 Node nr. 2679 (sub 4CAEAOQ), 1s called 2 STDEV more than AVG.
312 Node nr. 2934 (_memmove 0), 1is called 1 STDEV more than AVG.
313 Node nr. 2858 (sub 4D92B0), 1s called 1 STDEV more than AVG.
314 Node nr. 1893 (sub 48CF50), 1s called 1 STDEV more than AVG.
315 Node nr. 3262 (sub 4EB5SD8), 1s called 1 STDEV more than AVG.
316 Node nr. 2422 (sub 4BEO1O), 1s called 1 STDEV more than AVG.
317 Node nr. 3080 (sub 4E4FCA), 1s called 1 STDEV more than AVG.
318 Node nr. 3389 (sub 4F4DAE), 1s called 2 STDEV more than AVG.
319 Node nr. 2542 (sub 4C3A00) 1s called 2 STDEV more than AVG.

3.11. att. Izsaukumu skaitam tiek aprékinats ari vidéjais un standartnovirze

r






Kopa algoritma soli:

. No disasemblera 1egiit funkciju sarakstu N.

Izmantojot dinamisko instrumentetaju iegiit bez-zaroSanas pamata bloku izpildes
vesturi M.

Par katru bez-zarosanas pamata bloku mi no M, noskaidrot, kuras funkcijas ni no N
adresu diapazona tas atrodas. Katrai funkcijai nj ir sakuma adrese un beigu adrese.
Pieméram mj; = 0012. n1 = 0000:0016. Tas nozim¢, ka mj tiek transléts par n;.

. Ja viena funkcija 1r vairaki bez-:
jaapvieno viena funkcija. Tas nc

Atrdarbibas analize soliem:

ny”’. . 0(1)
Pievieno “Start” un “Exit” funk Z2elEs)
izejas vizualizacijai. . O(N* M)

Par visam funkcijam saraksta ticiss Oo(M)
1zsaukumu (atkartojumu) skaits & O(1)
par 1 vai 2 standartnovirzém no [ OB*N)=0(k*N)=0(n) (k=3, jo tie ir 3 “foreach” cikli pec kartas)
Par katru funkciju tiek pierakstt s O(N)

N1 N2 N1 N3. Sanak aiz n1 Seko 2 s O(N +M)

seko funkcija “Exit”. Uzreiz tiel
tas Ir 66% (0.66) N2, un _33% (O-I Kopuma ir O(N * M), kur ir N funkciju saraksts, un M ir
Izvads par Katru virsotni (funkcigseerr o e et 1, pamata bloku izpildes veésture.



PRAKTISKS PIELIETOJUMS -
MAZA PROGRAMMA




.

(W05 I =y ¥

upload mixtape
eject mixtape
select mixtape
play

Fast forward
rewind

next track

print menu

3.14. att. “boombox.exe” testa programma

C++
kompilatora
kods

1'Eli') bs  bs b33

0.5 0.3
- — T
n11 0.33 012 /0.12 ns \n~

AR &

‘66 YD

\0.33|1

bb.

3.20. att. “boombox.exe” starp-bloku varbiitisko pareju grafa ieziméta C++ kompilatora

1fn33 1 o33

izpildes laika infrastruktara



1. upload mixtape
2. eject mixtape
3. select mixtape
q. play

. fast forward
6. rewind

. next track
8. previous track
9. record

11.

print menu

3.15. att. “boombox.exe” izvélne

izvelnes

DIOKD . OF D
1,fna3 11033 1 /0. ' 0.2 nh

@ @ G @S @ Cro

i733 ”331

3.22. att. “boombox.exe” starp-bloku varbiitisko pareju grafa var saskatit “main” galveno

LN

kontroles bloku



25 memset{&Dst, B, BxSCuidh);

26 w3 = 1;

271 hConsoleOutput = GetitdHandle{@xFFFFFFF5});

28 GetConsoleicreenBufferInfo{hConsoleQutput, &ConsoleScreenBufferInfo);
29| word 148887508 = ConsoleScreenBufferInfo.wAttributes;
38 while { 1)

31 £

32 while { 1 )

33 {

24 ifF ( v3 )

1 sub_140803328();

36 ®{ (UWORD =)Buf = Bibéh;

37 u23 = BiGk;

38 u2h = 8;

39 vl = 1;

48 SetConsoleTextAttribute{hConsoleOutput, Bx88u);
1 printf{"|");

L2 SetConsoleTextAttribute{hConsoleOutput, Buj);

L3 printf{" %s", "MEHU SELECTIOH: "'};

Ly vy = iob_ Ffunc();

L frlush{us + 1);

LT, SetConsoleTextattribute{hConsoleOutput, word 1488875D8);
Ny us = iob_func();

L8 fgets{Buf, 28, v5});

L9 if ( Buf[8] %= 13 && Buf[@8] *= 18 )

ca break;

1 i = B;

52 3

L3 if ( Buf[8] %= 49 || Buf[1] *= 18 || Buf[2] )}

ol break;

1) sub_1488812B8{&u19};

S6H(LABEL_69:

5T SetConsoleTextAttribute{hConsoleOutput, B8x88u);
g printF{"|");

Lo SetConsoleTextAttribute{hConsoleOutput, 8u);

60 printf{" %s'", "PRESS EHTER TO RETURH TO HEHU *');
61 vi?¥ = _iob_func();

G2 Frlush{vi? + 13;

63 SetConsoleTextAttribute{hConsoleOutput, word 1488875D8);
G4 for { 1 = getchar({); i *= 18; i = getchar() )}

(i1 {

66 if (1 ==-11)

67 break;

it 3

69 3

3.23. att. “boombox.exe” IDA Pro generetais pseidokoda fragments 29. virsotnei (“main”)



PRAKTISKS PIELIETOJUMS -
LIELA PROGRAMMA




500 000+ RINDINAS AR KODU

./  *DAsource\notepaddever.cpp - Notepad++ = =
PN = L =RERIFE =) |9 €| thlg|l & %[>
o . — .o B Motepad_plus cpp &3 = notepaddever cpp E]l
Lietojuma scenarijs: 1 #include <GPL.h>
'I A.l.vér.l. progrqmmu 2 finclude <free software.h>
2. |evqcﬁ1' feksfu 4 void notepaddever ()
_ . 5 B
3.Saglabat failu un 6 while (true)
. - 'l' T = {
dizverrt programmu q Notepad++
g | }
10 '}




3.25. att. Starp-bloku varbitisko pareju grafs

Notepad++ lietojuma scenarijam (bildes kontrasts,

| uniekrasojums ir palielinati, lai to vieglak varétu

saskatit loti attalinatu, pilns 14MB 12000x11000

pikselu izmérs ir publicets 3.1.3. apakSnodala

noraditaja GitHub lapa)




3.26. att. Starp-bloku varbiitisko pareju

grafs ar vizuali identificétiem programmas

moduliem




u grafa

‘o
=
=9 .m
e .
v Y\
2 @
m S
1 )
-
b 1)
[~~1 [t
> 1D
= >
z A
=) ‘D
= N
1 p—
& 3
m <
0p)
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3.27




2679{30)

0.03

2674(

3.28. att. Starp-bloku varbitisko pareju grafa 1. regions



3263(2) @

0.1 /0.1 1 0.1 /0.1 1
0.5 1

1 3271(2) @

3.31. att. 2. analizei izvélétais kopéja grafa regions

0.1



3458(3)

3.33. att. 3. analizei izvélétais regions



INTEGRACIJAS IESPEJAMIBA ESOSOS
RIKOS




%

File Edit Jump Search View Debugger Options Windows Help
vy m B ) Meigam v g b B B Nodbuge pifC P EEOHEE

18 DA vien s I8 Pseudocode-A
L] esi, edi ++u5;
edx, edi +rul;
++ud;
loc_1480812C6: if ( w5 >= 18 )
[rax], rdi goto LABEL_6;
short loc_1488812DC ¥
rdx if ( v == 1)
esi {
rax, LABEL_6:
rdx, SetConsoleTextAttribute(hConsoleOutput, BxCCul;
short loc_1488812C6 printf (") ;
short loc_14008012E1 setConsoleTextAttribute(hConsoleDutput, BxCu);
printf ("™ %s", "Ho more open slots? Please eject a mixtape and try again...\n");
v6 = _iob_func();
fFlush(vd + 1);
SetConsoleTextAattribute{hConsoleOutput, word_14088075D8);
return 1i64;

loc_14680812DC:
esi,
short loc 1488081358

H

LODWORD{vE) = sub_1400081150{144i64, v5);

e = ul;

SetConsoleTextAttribute{hConsoleOutput, BxEEu});
printf("|"};

SetConsoleTextAttribute{hConsoleOutput, BxEu);

printf (™ %s", "Mixtape name: *');

v18 = _iob_func();

fFlush{v1@ + 1);

SetConsoleTextAttribute{hConsoleOutput, word_1408075D8);
sub_148881868( {(char =)(uv? + B), 32);
SetConsoleTextAttribute (hConsoledutput, OxEEu);
printF("|"};

SetConsoleTextAttribute {hConsoleOutput, BxEu);

printf{" %s", "NHumber of tracks: “};

v11 = _iob_func();

FFlush{uv11 + 1);

SetConsoleTextAttribute{hConsoleOutput, word_1468675D8);
u23 = Bidh;

loc_146886812E1:
rcx, cs:hConsoleODutput ; hConsoleOutput
edx, ; WAttributes
cs:__imp_SetConsoleTextiattribute
rcx, asc_1488085A34
cs:printf
rcx, cs:hGonsoleDutput ; hConsoleOukpulb
edx, ; wAttributes
cs:__imp_SetConsoleTextAttribute
rdx, aHoMoreDpenSlot
rcx, as
cs:printf
cs:__iob_func
rPCR, [Faxs ] ; File
cs:fflush
edx, cs:word_14808875D8 ; wAttributes
rcx, cs:hConsoleQutput ; hConsoleOutput
cs:__imp_SetConsoleTextattribute
eax, scanf({"%11u", &u23);
rsp, for { i = getchar(); i = 18; i = getchar{) )
K13 {
rdi
rsi

if (1 -1
break;

H

*{_QUORD *)(v9 + 48) = uv23;

if { {(unsigned __int64){u23 - 1) > BxB )
{

-text: 00000061 40001358

loc_14B8681358:
SetConsoleTextAttribute (hConsoleDutput, BxCCu);
printf("|"};

SetConsoleTextAttribute{hConsoleOutput, BxCu);

printf (™ %s"™, "Invalid number of tracks...\n"):

v22 = _iob_func();

FFlush{w22 + 1);

SetConsoleTextAttribute{hConsoleOutput, word_1468675D8):
result = 1i64;

loc_148868135D:

[¥rsp+ +uar_28]1, rit
sub_148081158
. cs:hConsolefutput ; hConsoleDutput
edx, ; wAttributes
mow r15, rax ¥
call cs:__imp_SetConsoleTextAttribute else
lea rcx, asc_1408085A34 {
call csiprintf *{_QUORD *)u9 = u2;
nov rcx, cs:hConsoleDutput ; hConsoleOutput L] if { v23 )
nou edx, ; wAttributes {
call cs:_ imp_SetConsoleTextAttribute vl = (_QUORD *)(u9 + 48);

21.02%| (-56,-10)| (230,307)| 00000680 000000 14000 12) 00000758| 0000000140001358: sub_1400012B0:loc_140001358] | 00000865] sub_140001260:71| |
2U: idle |Down | Disk: 29cH|

2.5. att. IDA Pro paplasinajums “lighthouse”, kurs parada izpildita koda parklajumu. Ar

zilu ir iekrasots apmeklétais kods izpildot programmu [17]
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3.37. att. Ilustréta Markova kéde ar 3 stavokliem [18]

3.38. att. Starp-bloku varbitisko pareju grafs ir Markova kéde

skats no Sejienes/izpilde Sobrid Seit

I g

dword_S583D3C unknown_libname_38| |_strlen
s &

dword_S581F14

ar sarkanu visbiezak apmeklétais cels

3.40. att. IDA Pro statiskas analizes funkciju izsaukumu grafu biitu iespéjams papildinat

ar izpildes véstures informaciju






REZULTATI

1. Piedavata originala metode binaras analizes efektivitates uzlabosanai — starp
bloku varbutisko pareju grafs.

1. Balstas uz jau eksistejosam bloku traséSanas un funkciju grafiskas vizualizeSanas metodem, bet ar
pievienotu izpildes vestures statistisko analizi.

2. Sai metodei tika aprakstits teorétiskais pamatojums, un piedavati vairaki teorétiski
gadijumi, kad ta var sniegt ieguvumus.

3. Piedavata metode tika realizéta praktiska programma, aprakstot programmas
darbibas solus un algoritmu.

1. Tai tika veikta praktiskas atrdarbibas un asimptotiska analize. Metode tika testéta uz divam
programmam: mazas (ap 1000 rindinu koda), un |oti lielas (virs 500 000) rindinam koda

4. Tika veikta izpete, ka aprakstito metodi iebuvet industrijas rikos, un kadi ir tas
galvenie ieguvumi un nepilnibas. Tika noradits uz turpmaku péetijumu iespejam.



SECINAJUMI

1. Startéjot programmu ar ieprieks sastaditiem scenarijiem, var traset tas funkciju izpildes
vesturi.

2. Ar Sis metodes palidzibu ir iespéjams atrast noderigus analizes sakumpunktus.

3. Veicot metodes ieguvumu un nepilnibu analizi (3.1.8 apaksnodala), tika secinats, ka ta nav
universali pielietojama visos gadijumos, bet atseviskos gadijumos var but efektiva.

4. So metodi ir iespéjams integrét eso¥as analizes vidés (piem. IDA Pro), ka neatkarigu
paplasinajumu vai eksistejosos (piem. “Lighthouse”) paplasinajumos.

5. Starp-bloku varbutisko pareju grafu var izmantot, lai paredzéetu programmas turpmako
darbibu (programmu modeléjot ka Markova procesu).

1.  Tas var but noderigi, ja nav deterministiski iespejams noteikt aréju izsaukumu (piem. tikla) vai lietotaja
ievada rezultatus. Tomer, ir javeic papildus pétijumuy, lai pateiktu vai programmas ka stohastiska procesa
modeleésana ir noderiga binaraja analize. Siem peéetijumiem var izmantot literaturu no procesoru
arhitektUras par zarosanas paredzesanu (“probabilistic branch prediction”).






